Proxy Services Findings

“Proxy Services” were looked at during the Task Force's data analysis phase; see appendix [...] for results from that phase of the Task Force's work. Groups that submitted preliminary statements during this phase of the Task Force's work included the IPC, NCUC, ISPCP, and ALAC. ISPCP pointed to various proxy providers. IPC indicated that only little anecdotal data about how these services work in practice was available. NCUC warned that the proxy situation means that an intermediary is inserted into the contractual relationship between the “actual” registrant and the registrar, and that this party can do whatever it wants with the domain name. NCUC also pointed out that proxy services are not providing anonymity suitable to protect free speech, because of liabilities incurred by those offering these services. ALAC identified disclosure of actual registrants' identity on slight provocation as the chief problem with proxy services, and suggested that wrongdoing could be stopped without revealing actual registrants' identities. ALAC also pointed to the risks created by inserting a proxy into the contractual relationships between registrar and actual registrant.
Proxy Services were addressed in formal constituency statements by the IPC and NCUC. IPC suggested further research on the use of these services, and identified a number of issues that could be addressed in this kind of research.

NCUC specifically proposed removing sections from the Registrar Accreditation Agreement that require proxy services to disclose registrant and administrative contact data for reasons falling short of legal due process (specifically section 3.7.7.3 of the RAA), and characterized the services as “not providing true protections for privacy or freedom of expression.” 

During discussion, NCUC and ALAC representatives suggested that these proxy services do not provide sufficient privacy protections, and proposed stricter protections. IPC recommended further study of proxy services, since the evidence available on the business practices of existing proxy services was insufficient.

Registrar and ALAC representatives argued that regulating the conduct of proxy services that work by registering domain names that are then sub-licensed to registrants proper would amount to generally regulating registrant conduct, and would be undesirable.

Registrar and ALAC representatives also argued that use of this kind of proxy service as a model for large-scale privacy protection would undermine basic assumptions that are at the heart of  the new inter-registrar transfers policy, and would break this policy. IPC representatives suggested that further research in this area was needed.

A registrar representative pointed out that proxy services should not be considered a final solution, and that pushing registrants to a separate for-pay service may not address local privacy law concerns. It was also noted that, when provided free of charge, proxy services would effectively lead to a tiered access proposal. A registrar representative stated that his constituency may be more comfortable with a tiered access model than with proxy services, but that no consensus has yet been reached.

Related models under which registrars proxy some communication for registrants were also discussed in the context of balancing contactability and privacy: It was, for instance, suggested that registrars may provide an electronic point of contact for registrants and domain name contacts, without making the registrant's usual e-mail address publicly available.

Proxy Services Recommendations

The Task Force considered a proposal by the non-commercial users' constituency to strike section 3.7.7.3 of the RAA based on privacy and anonymity concerns. Concerns with proxy services were also raised with respect to issues surrounding the far-reaching control that proxy registration service providers can exercise over registrations: In the typical “proxy” setting, the service provider enters into a registration agreement and then sub-licenses the domain name to the “actual” registrant.

There was no agreement on the task force to recommend any changes to the RAA on this topic, based on the information available to the Task Force.

Instead, through an appropriate mechanism, further research should be conducted on the use of “proxy registration services” within the framework of Sec. 3.7.7.3 of the RAA, including but not limited to the following issues:

· the rate of uptake of such services, their cost, and consumer response to them;

· what steps are taken to ensure that accurate, complete and current contact information on the “actual registrant” is collected and maintained; 

· the circumstances under which contact information of the actual registrant is disclosed pursuant to the RAA provision (i.e., the “evidence of actionable harm” scenario) and the consequences of such disclosures;

· how registrants are notified when the withheld data is released to third parties;

· the impact of such services on registrar portability;  

· scalability of such services;

· concerns raised by customers regarding disclosure of data;

· complaints about registrar proxy or 3rd party proxy services, including complaints to or by law enforcement officials;

· contractual terms between registrants and proxy services. 

· Effect of proxy situations on the stability of domain name registrations – what happens when a proxy goes out of business, and the “actual” registrant is unknown to the registrar?

· Usefulness of proxy services to enable anonymous free speech.
The results of such research could be used to:

· develop a set of best practices for the operation of such services; and/or

· initiate a policy development or other appropriate process toward changing the terms of Sec. 3.7.7.3, if warranted.  

Further work should also be conducted on the feasibility of requiring registrars to provide e-mail forwarding services to registrants,  and the impact of such a requirement upon registrant privacy and contactability.  As a first step, the research agenda outlined above could be expanded to study the operation of such services to the extent they exist today.   

