National Privacy Regulations 
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George Papapavlou, European Commission:

· Personal data may be processed only if:

· The data subject has unambiguously consented, or

· There is a contract to which the data subject is a party.

· Processing is necessary for compliance of legal obligation of the data controller.

· Necessary to protect the vital interests of the data subject.

· To perform a task in the public interest or in the exercise of official authority.

· Legitimate interests of the controller or third parties to whom data are disclosed except where such interests are overridden by fundamental interests of data subject.

· However, personal data must be:

· Processed fairly and lawfully.

· Collected for specific, explicit, and legitimate purposes and not further processed in a way not incompatible with those purposes.

· Adequate, relevant, and not excessive in relation to the processing purpose.

· Data subject does not have to consent to the disclosure of his personal data if disclosure was part of the processing purpose, of which the data subject has been informed.

· There is no explicit regulation of the transmittal of personal data to other countries that is applicable in connection with domain name registration, but Articles 25 & 26 of Directive 95/46/EC deal with transfer of personal data to third countries and apply to all cases.

· There are various possibilities foreseen to facilitate international transfers of data while ensuring adequate data protection (consent, contracts, important public interest grounds, public information registers).

· In principle, law of the country where data controller is applies; this may be registrar/registry.

· Where the data controller is established outside the EU but has processing activities/facilities inside the EU, the law of the EU Member State where his processing equipment is used applies.

· For more information on EU privacy principles, please see Mr. Papavlou’s presentation at 

http://gnso.icann.org/mailing-lists/archives/tf2-survey/msg00017.html

Marc Schneiders, Responses from the NCUC:

· Laws worldwide protect the collection, distribution and publication of personal data and give people a right to expect that their home addresses, phone numbers and email addresses will be protected.  The EU Privacy Directive is the model of these laws, and its principles have been adopted by many countries (both members and not members of the EU).  

· For more information, please see full NCUC comments at 

http://gnso.icann.org/mailing-lists/archives/tf2-survey/msg00013.html 

Marvin J. Johnson, ACLU (US):

· The U.S. Supreme Court has recognized that the First Amendment protects the right to anonymity.  See, McIntyre v. Ohio Elections Comm'n, 514 U.S. 334, 342 (1995)("anonymous pamphleteering is not a pernicious, fraudulent practice, but an honorable tradition of advocacy and dissent"). This right to anonymity is part of "our national heritage and tradition." Watchtower Bible & Tract Soc'y of New York, Inc. v. Village of Stratton, 536 U.S. 150, 166 (2002). Further, “Anonymity is a shield from the tyranny of the majority. . . .It best exemplifies the purpose behind the Bill of Rights, and of the First Amendment in particular: to protect unpopular individuals from retaliation. . .at the hands of an intolerant society.  The right to remain anonymous may be abused when it shields fraudulent conduct.  But political speech by its nature will sometimes have unpalatable consequences, and, in general, our society accords greater weight to the value of free speech than to the dangers of its misuse." McIntyre, 514 U.S. at 357.

· The Supreme Court has recognized that the Internet is a Democratic forum in which anyone can become a "pamphleteer" or "a town crier with a voice that resonates farther than it could from any soapbox." Reno v. ACLU, 521 U.S. 844, 870 (1977) and accorded to the Internet the highest degree of constitutional protection. Id. ("no basis for qualifying the level of First Amendment scrutiny that should be applied to this medium"). 
· Other US courts at the federal and state level protect the right to speak anonymously on the Internet. See, e.g., Doe v. 2theMart.com, 140 F.Supp.2d 1088, 1093 (W.D. Wash. 2001) ("the constitutional rights of Internet users, including the right to speak anonymously, must be carefully safeguarded"); Columbia Ins. Co. v. Seescandy.com, 185 F.R.D. 573, 578 (N.D. Cal. 1999) (confirming the importance of the "legitimate and valuable right to participate in online forums anonymously or pseudononymously"); ACLU v. Johnson, 4 F.Supp. 2d 1029, 1033 (D.N.M. 1998), aff'd 194 F.3d 1149 (10th Cir. 1999) (striking down law "that prevents people from communicating and accessing information anonymously"); ACLU v. Miller, 977 F.Supp. 1228 (N.D. Ga. 1997) (striking down law prohibiting anonymous Internet speech).

· This right to anonymous speech has even been recognized in the context of commercial speech. See NLRB v. Midland Daily News, 151 F.3d 472 (6th Cir. 1998)(applying the Central Hudson test to uphold anonymity in a job advertisement).

· Comments provide a legal argument for anonymity and against use of WHOIS data both for US case law regarding commercial and noncommercial registrants in the US.  

· For more information, please see full ACLU comments at

http://gnso.icann.org/mailing-lists/archives/tf2-survey/msg00018.html

