Best Practices

The surveys conducted by Task Force 3 provided limited inputtthat could serve as a basis for identifying and  assessing best practices for improving data accuracy and verification.  Taking these limited inputs into account,  the Task Force compiled a list of preliminary SUGGESTED recommendations (RATHER THAN ANY CALL FOR MANDATES)RELATING TO best practices , which is set forth below 
1)
ICANN should work with all relevant parties to CONTINUE TO CREATE ITS ONGOING COMPLIANCE PROGRAM TO ENSURE THAT CONTRACTUAL PARTIES ARE MEETING the WHOIS-related provisions of the present agreements,;  ICANN should devote additional  resources to such a compliance program in order to provide adequate support FOR SUCH A PROGRAM.   


BEFORE ADOPTING NEW REQUIREMENTS, ICANN SHOULD ALSO REVIEW ALL VOLUNTARY PROGRAMS THAT EXIST TODAY, SUCH AS THE WHOIS DATA PROBLEM REPORT, AS THE BASIS FOR POSSIBLE FUTURE MANDATORY REPORTING PROGRAMS.

IN DEVELOPING NEW RECOMMENDATIONS FOR SPECIFIC REGISTRAR PRACTICES, ICANN SHOULD CONSIDER AMONG MANY FACTORS:
a)    the resources assigned to manage this plan, INCLUDING UP FRONT AND CAREFUL CONSIDERATION OF THE COSTS ASSOCIATED WITH IMPLEMENTING VARIOUS RECOMMENDATIONS FOR REGISTRARS AND FLEXIBILE OPTIONS FOR REGISTRARS TO IMPLEMENT THE POLICIES IN A COMPLIANT MANNER.
; 
b)    the specific elements of compliance that the internet community is primarily concerned with; 
c)    development and implementation of a graduated scale of sanctions that can be applied against those who are not in compliance with their obligations or otherwise VIOLATING the contractUAL rights under these agreements; 
d)    Measurement and reporting mechanisms that allow appropriate analysis of the effectiveness of this ongoing program INCLUDING existing compliance assistance mechanisms such as ICANN's online Whois data inaccuracy reporting tools ; 
e)    Continued outreach to and education of affected stakeholders to ensure that existing requirements and obligations are understood and met and that new requirements are captured and appropriately dealt with. This effort should ensure that ICANN advisories related to this issue  are specifically brought to the attention of newly accredited Registrars and that resources be made available to the Registrar community to ensure that the impact and scope of these obligations are apparent and understood. 
f) Informational  resources should be made required to be provided  to new Registrants and brought to their attention via the registration agreement that all Registrants must agree to prior to the activation and renewal  of their gTLD registration , using approved materials
g)    Ongoing development and promotion of gTLD Registry, Registrar and Registrant best practices that foster the accuracy of the Registrant data contained in the Whois database
2) ANY Best Practices THAT ARE VIEWED AS BEING MECHANISMS FOR improving data verification on a global basis should be developed BY ICANN AND DISSEMINATED TO ACCREDITED REGISTERS AND OTHER RELEVANT PARTIES AS PART OF ICANN’S ONGOING EDUCATIONAL AND COMPLIANCE INITIATIVES. IN SUCH EFFORTS,  Recognizing that technology/software may play a role in developing this solution, ICANN should rely on the competitive marketplace for the provision of relevant technology and should mandate only the outcome, not how the Registrar accomplishes the outcome. 

ICANN should consider retaining an independent third party which could, on a confidential basis, gather the critical underlying data germane to assessing current data verification practices in the registrar and other relevant industries, as well as from selected ccTLDs. In addition, ICANN should consider the work of the IETF, including its work on the IRIS protocol being developed by the CRISP working group.

NOTE: THESE ARE SIMPLY CONSIDERATIONS – FOR EXAMPLE, ICANN SHOULD MAKE SURE IT EDUCATES REGISTRARS AND GIVE THEM ADVANCED NOTICE.  IT IS ALSO HELPFUL FOR REGISTRARS THAT WE SAY ICANN SHOULDN’T MANDATE HOW THE REGISTRAR ACCOMPLISHES THE OUTCOME.  THE RECOMMENDATION TO CONSIDER USING A THIRD PARTY TO ASSESS DATA VERIFICATION IS AGAIN SIMPLY A SUGGESTION –THAT MAKES SENSE BECAUSE OUR SURVEY WAS NOT RESPONDED TO BECAUSE OF CONFIDENTIALITY CONCERNS AND MORE DATA WILL HELP ICANN IN ITS DECISION MAKING PROCESS.  
3)
AS ICANN OBJECTIVELY CONSIDERS VARIOUS REGISTRAR DATA COLLECTION AND PROTECTION PRACTICES, THE TASK FORCE SUGGESTS THAT IT CONSIDER ALL OPTIONS FOR THE identification and viability of POSSIBLEDATA VERIFICATION PROCESSES.  SUCH PROCESSES CAN INCLUDE BOTH A) automated  and manual verification processes that can be employed for identifying suspect domain name registrations containing plainly false or inaccurate data and for communicating SUCH INFORMATION TO THE domain name registrant; and b) readily available databases that could be used for or to assist in data verification, taking into account  the wide variety of situations that exist from region to region.   THE GNSO COUNCIL OR OTHER APPROPRIATE BODY SHOULD PARTICIPATE IN SPECIFIC EXAMINATION OF REGISTRAR DATA COLLECTION AND PROTECTION PRACTICES TO ENSURE CONSIDERATION OF POLICY IMPLICATIONS, INCLUDING VARIOUS DATA PROTECTION REGULATIONS THAT MAY AFFECT CERTAIN JURISDICTIONS IN WHICH REGISTRARS OPERATE.
1) 
2) 
3) 
NOTE: EITHER DELETE OR SAY ICANN SHOULD ALSO GIVE Consideration TO THE FEASIBILITY OF INCLUDING VARIOUS
4) Whois data elements, as recommended by the Security and Stability Advisory Committee.    
5) . 

6) WITH INPUT FROM THE RELEVANT CONTRACTED PARTIES AND OTHER INTERESTED STAKEHOLDERS, ICANN should CONSIDER DIRECT INPUT FROM  each registrar RELATING TO ITS CURRENT LEVEL OF COMPLIANCE WITH EXISTING AGREEMENTS, AND PLANS, IF NECESSARY, TO improvE the accuracy of Whois data that it collects.  The plans will be made publicly available except to the extent that they include proprietary data.   STEPS FOR  IMPROVING WHOIS ACCURACY CAN INCLUDE MANY FACTORS, SUCH AS: 
7) identification and public disclosure of a DESIGNATED contact point for receiving and acting upon reports of false Whois data;

· PLANS TO WORK WITH ICANN TO train employees and agents regarding the Whois data accuracy requirements;

· TAKING reasonable steps to screen submitted contact data for falsity, INCLUDING use of automated screening mechanisms, manual checking, spot-checking, and OTHER verification TECHNIQUES FORf submitted data;

· 
· STEPS TO IMPROVE THE ACCURACY OF contact data submitted to it through re-sellers or other agents 
·  
· MEASUREMENTS FORimproving PERFORMANCE OF the quality of the REGISTRAR’S Whois data 
8) 
9)   

10) 
11) 

· 
· 

NOTE: THIS DOES NOT MANDATE ANY PARTICULAR STEPS BUT ONLY SUGGESTS POSSIBLE METHODS FOR IMPROVING WHOIS ACCURACY.  SEVERAL ADDITIONAL SECTIONS ROSS OBJECTED TO ABOVE WERE ALSO DELETED.
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