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Comments of the Software & Information Industry Association (SIIA)

On the GNSO Whois Task Forces Preliminary Reports

July 5, 2004

The Software & Information Industry Association (SIIA) appreciates the opportunity to comment on the Preliminary Reports of the GNSO Whois Task Forces.   As the principal trade association of the software code and digital content industry, the more than 600 members of SIIA develop and market software and electronic content for business, education, consumers and the Internet.  SIIA's members are software companies, ebusinesses, and information service companies, as well as many electronic commerce companies.  Our membership consists of some of the largest and oldest technology enterprises in the world as well as many smaller and newer companies.

Preliminary Observations

A comprehensive record establishing why it is essential for the public to continue to have real-time access to accurate and reliable contact data on domain name registrants has been compiled by ICANN and by other public bodies.   As the ICANN community is well aware, copyright owners are currently battling an epidemic of online piracy.   Whois is a key tool for investigating these cases and identifying the parties responsible.  Every pirate site has an address on the Internet; and through Whois and similar databases, virtually every Internet address can be linked to contact information about the party that registered the domain name corresponding to the site; about the party that hosts the site; or about the party that provides connectivity to it.  No online piracy case can be resolved through the use of Whois alone; but nearly every online piracy investigation involves the use of Whois data at some point.    

Trademark owners use Whois in a similar way to combat cybersquatting, the promotion of counterfeit products online, and a wide range of other online infringement problems.   They also depend on accurate and accessible Whois for a number of other critical business purposes, such as trademark portfolio management, conducting due diligence on corporate acquisitions, and identifying company assets in insolvencies/bankruptcies.

Enforcing intellectual property rights is only one of the beneficial uses of Whois data.  Others include:  

· Consumer protection: Consumer protection authorities around the world rely upon accessible and accurate Whois data to track down online scam artists, particularly in the cross-border fraud cases to which consumer protection agencies around the world are devoting increasing attention.   

· Law enforcement: Public access to this data is critical to facilitate the gathering of evidence in cases of crimes carried out online, particularly in complex cybercrimes.    

· Network security:  The applications of Whois data in this arena deserve more attention than they have received.  When a virus is detected, a denial of service attack unfolds, or another threat to the security of networked computing resources is identified, the response often requires instantaneous access to Whois data. ICANN’s expert Security and Stability Advisory Committee recently concluded that “Whois data is important for the security and stability of the Internet” and that “the accuracy of Whois data used to provide contact information for the party responsible for an Internet resource must be improved.” 

Whois data has other important uses.  It helps parents know who stands behind sites their children visit online; it helps consumers determine who they are dealing with when they shop online; and it plays a role in ferreting out the source of e-mail spam.  In short, all Internet users need Whois to provide essential transparency and accountability on the Internet.  

In discussing the proposals of the Task Forces, it is essential to remember that the main problem that needs to be addressed is the widespread inaccuracy of data in the Whois.   Empirical evidence demonstrating this problem has been gathered in a variety of contexts.    Many of the domain names with inaccurate Whois data are engaged in illegal, or suspect activity such as intellectual property infringement or cybersquatting.  Consumer protection authorities have repeatedly observed that those who commit crime online through the use of registered domain names routinely cover their tracks by providing false contact information for the Whois database.  This includes fraudsters engaged in crimes such as “phishing” or corporate identity theft.    
In this context, SIIA looks forward to considering the changes outlined by the Task Forces to the status quo (specifically, to reduce data mining, address legitimate privacy concerns, improve accuracy) IF the benefits of status quo can be preserved and IF the fundamental issue of accuracy is directly addressed.  

Tiered Access: Task Force 1 Recommendations C.7, C.8; Task Force 2 Recommendation 3.5

As we understand the proposal put forward by the Task Forces, a tiered access system envisions at least two levels or “tiers” of access with different ranges of Whois data available in each tier.  Generally, under these proposals, public access to Whois would be sharply restricted, with only technical data, and perhaps a minimal amount of registrant and administrative contact data, made available to the general public.  A more complete range of contact data would only be available in a non-public, “upper” tier.
  

As a preliminary matter, SIIA does not believe that a credible case has been made that the current system of unrestricted public access to Whois data, which has been in place since the inception of the domain name system, needs to be changed.  With regard to data mining, the evidence indicates that Whois is not a major source of spam.
  With regard to privacy, the evidence of actual incidences of such abuses is extremely sparse.  It is also true that there are many other ways for individuals to have a robust presence online, including but not limited to maintaining a web site, blog, e-mail service, etc., without entering contact data in the publicly accessible Whois database (e.g., by using a proxy registration service operated in accordance with the Registrar Accreditation Agreement, by registering a third level domain name, etc.).
 

Nonetheless, we do not advocate a complete rejection of a tiered access approach.  The question ICANN must tackle is: is it possible to design and implement such a system in a way that preserves as much as possible most of the benefits that the long-standing system now in place delivers to businesses, consumers, parents, law enforcement, and all Internet users?  Answering this question means resolving a number of important subsidiary questions, in an effort to determine whether or not such a system is feasible and desirable.  .   

First, it must be determined what qualifications a user must meet to access data in the upper tier.  Who would determine whether a particular user has met those qualifications?  How would such a mechanism scale across the over 160 registrars and multiple gTLD  registries?  What would be the costs of such a system, and who would pay them?  Registrants? registrars? registries? requesters? ICANN? Or some combination of these? 

Task Force 1 considered two alternative proposals, neither of which fully addresses these questions.  In one proposal, termed the “White List” approach, a Whois requester would receive an authentication credential, accepted by all registrars, to allow the user to gain routine access to the top tier of Whois data.  In the second, the more onerous “Individual use” approach, Whois requesters would be required to establish both their identity and an “approved” purpose for their inquiry, on a request-by-request basis.  The viability of the “individual list” approach is doubtful, because of the unacceptable costs and delay that such a system would inevitably impose on legitimate users seeking access for legitimate purposes.    

A related question that must be addressed concerns the conditions under which a Whois requester would be identified to the registrant about whom the Whois requester is seeking information.  Currently, Whois data is accessed and available on an anonymous basis.  In other words, those querying the Whois database are not identified to the registrant.  Some in Task Force 1 and 2 recommended altering the system to mandate that Whois requesters no longer have anonymous access to the database.  Unfortunately, a system that requires the identity of the requester to be disclosed is not viable since it could fatally compromise investigations by law enforcement officials, consumer protection agencies, intellectual property owners – or even individual consumers -- with respect to suspect online activity.  Similarly, any delay in access to Whois information caused by mandating disclosure of the requester’s identity is wholly unacceptable.  Time is crucial, especially in the online environment.  When websites hosting infringing, or even criminal material, can be created, exploited, and abandoned in a matter of hours, prompt access to accurate and up-to-date Whois information is critical.  

Another question concerns the data that would be available to those who qualify for access in the top tier.  Would that data contain at least as much information as is currently available in the publicly accessible Whois database?  Would it contain more?  Certainly, for those who have been credentialed to gain access at the upper tier, more data should be made available, such as full registrant contact data, and perhaps billing contact data, all of which are now already made available by some gTLD registries (but not in the legacy TLDs of com/net/org) in response to public queries. 

To reiterate our view, the tiered access proposals recommend a radical departure from the Whois status quo, which has been in place since the early days of the Internet.  If the proposals were implemented, public, real-time access to all Whois data elements would no longer be available.  Instead, that system would be replaced with one that makes only some data elements publicly available, and would not make publicly available those contact data elements most valuable in combating online copyright infringement.  It bears repeating, while we do not unequivocally oppose this proposal, thorough consideration of the issues noted above, at a minimum, must be undertaken before considering any move toward a tiered access regime.  If such a system imposes significant obstacles, in cost, time, inconvenience, or insecurity, to timely and anonymous access to at least the range of registrant contact data currently available, then it simply will not work to advance the important social goals of transparency and accountability that are furthered by the current system.  

At minimum, further exploration of a tiered access system is in order to answer the serious questions, including but not limited to those posed above, that will ultimately determine its viability. 

Additional Comments on Whois Task Force 2 Preliminary Report

Notice and Consent: Recommendation 3.1

Under sections 3.7.7.4 and 3.7.7.5 of the Registrar Accreditation Agreement (“RAA”), registrars are required to provide registrants with notice of the information they collect for Whois purposes and obtain consent to publish that data in the publicly accessible Whois database.   Many registrars currently provide only lip service to this obligation.  SIIA supports the Task Force’s recommendation to strengthen compliance with these contractual requirements.  SIIA also supports the recommendation to create best practices with respect to notification and consent, and the recommendation to require ICANN to issue an advisory reminding registrars of the importance of this requirement.


Proxy Registration Services: Recommendation 3.2   


Section 3.7.7.3 of the RAA allows for the use of “proxy” registration services, some of which are offered by registrars, some by other parties.  These services permit registrants to place the name of another party, often the registrar, instead of the actual registrant’s name in the Whois database.  The registrar (or other proxy operator) then assumes legal responsibility for any harm caused by the domain name registration unless “it promptly discloses the identity” of the actual registrant when presented with “reasonable evidence of actual harm.”  We support the recommendation to further examine this practice, which could, if properly implemented provide a viable system for registrants who seek to achieve better privacy protection.  Such further study should look at the number of registrants who have made use of the system, and whether and how registrars collect and verify contact data that is disclosed upon “reasonable evidence of actual

harm.”  


National Law: Recommendation 3.3

SIIA notes with interest the recommendation that ICANN should establish a mechanism for dealing with the situation where registrars can credibly demonstrate that local privacy laws prevent them from complying with the collection and display requirements of the RAA with respect to Whois, subject to some qualifications. This mechanism should require that the criteria for credibly demonstrating such conflict be clearly established at a high enough level to discourage mere notional or speculative claims of conflict that would enable registrars to easily evade compliance with their contractual agreements.  Likewise, the criteria should not be so onerous as to needlessly place registrars in serious legal jeopardy.  The goal should be to harmonize, whenever possible, the demands of national law and of the contractual obligations that registrars have voluntarily taken on.   

 For example, the harmonization mechanism should require a registrar claiming that local law prohibits it from collecting and/or displaying certain Whois data elements to promptly contact ICANN and clearly show evidence of a specific legal conflict.  In addition, the registrar, in connection with ICANN, should consult with other parties, including local government agencies, to promptly resolve the impediments to full RAA compliance.  If there is a legitimate conflict that cannot be resolved except by relaxing contractual obligations, ICANN should require the registrar to tag the relevant Whois data, notifying the public of the problem, and directing users to alternative sources for the pertinent information.  Finally, ICANN should publish a public notice regarding its decision not to enforce compliance with the collection and display of Whois data, and its reasons for doing so.

Task Force 3 Recommendations (Accuracy)


Contract Compliance: Recommendations 1 and 2

We support these recommendations.  In particular, we note the importance of establishing mechanisms for accurately monitoring and reporting on registrars’ compliance with their contractual obligations, particularly with respect to Whois data accuracy.  Such data will be critical in determining which registrars are fully complying with the RAA and which are not.  Such data, when made publicly available, will greatly enhance transparency and accountability, thus allowing consumers to chose those registrars they feel are best doing their jobs.  

Examination and Review of Registrar Data Verification Practices: Recommendations 3 and 4  

We support these recommendations.  ICANN should undertake to examine current registrar data verification practices, and the viability of introducing such methods as manual, and automated spot-checking.  In addition, ICANN should look at the data verification practices of other online businesses, such as retailers or financial institutions, and ccTLD registries, and the viability of those methodologies for the gTLD registrar business. Furthermore, if ICANN moves toward a tiered access system that depends upon verification or authentication of the identity of Whois requesters, similar procedures should be applied to verify or authenticate the identity of domain name registrants.  

Addition of New Whois Data Elements: Recommendation 5
We strongly support the addition of a “last verified date” element and a “method of verification” element to the Whois database.  Such elements will significantly contribute to the overall accuracy of Whois and to the security and stability of the domain name system, as recognized by ICANN’s Security and Stability Advisory Committee.
 

Registrar Plans to Improve Data Accuracy: Recommendation 6
We support this recommendation.  As previously stated, assuring the accuracy of data in the Whois database is our primary concern.   In particular, we strongly agree that such a plan should take into consideration steps registrars would take to correct false data in all registrations for which substantially similar Whois information has been shown to be false for one of those registrations.  The existence of such duplicate registrations is, under the current system, easily known to each registrar but invisible to the public.  

Registrant Requirements to Annually Update Contact Information: Recommendation 7
We support this recommendation.

Registrar Obligations to Verify and Correct Whois Data or Cancel such Registrations: Recommendations 8, 9, and 10

We support these recommendations.  The ability to swiftly contact the person responsible for a website is imperative for combating online copyright infringement.  Such contact should be through prompt means, such as via phone, fax, or email.  These recommendations will greatly enhance the likelihood that such contact points are accurate.  In addition, as noted above in our comment on Recommendation 6, often those who register one domain name with false data have similarly registered other domain names with false contact data.  Recommendation 10 recognizes this reality and proposes that when any domain name is cancelled or placed on hold for failure to provide accurate contact data, all domain names with similar false contact data should be likewise cancelled or placed on hold.  When implemented, this recommendation will greatly contribute to improving the accuracy of the Whois database.

Graduated Sanctions: Recommendation 12
We strongly support this recommendation.  As it is currently drafted, the RAA provides for only one form of sanction for a registrar’s failure to comply with its contractual obligations, including the obligations regarding Whois data accuracy.  That sanction is de-accreditation.  Because this sanction is so severe, ICANN has overwhelming incentives to refrain from using it.  This fundamentally undermines ICANN’s stated goal of improving compliance with contractual obligations, including those contained in the RAA.  We agree that a more likely incentive for registrar compliance with the RAA is a scale of graduated sanctions.  Different sanctions may apply for different violations, or more severe sanctions could be administered for patterns of bad behavior.  Because some of these sanctions stop short of revoking accreditation, ICANN is far more likely to use them, and thus to succeed in its compliance program.   In short, we believe that a system of graduated sanctions, applying to violations of the RAA, including those provisions specific to Whois data accuracy, will greatly contribute to more effective compliance enforcement, and thus, to the accuracy of the Whois database as a whole.

Once again, SIIA appreciates the opportunity to comment on these recommendations.  If you have any questions, please do not hesitate to contact mbohanon@siia.net.

� Variants on these proposals are discussed in both the Task Force 1 and Task Force 2 reports, despite clear mandates from Task Force 1’s description of work, that it “not study the amount of data available for public (anonymous) access for single queries.” See Task Force 1 DOW, available at � HYPERLINK "http://gnso.icann.org/issues/whois-privacy/tor.shtml" ��http://gnso.icann.org/issues/whois-privacy/tor.shtml�.  








� See Why am I Getting All This Spam? Unsolicited Commercial E-mail Research Six Month Report, Center for Democracy & Technology, available at � HYPERLINK "http://www.cdt.org/speech/spam/030319spamreport.shtml" ��http://www.cdt.org/speech/spam/030319spamreport.shtml� (“We tested how much spam would be received to an address provided in the WHOIS database. Contrary to our expectations, just one spam e-mail was generated in the six months that our project was operational.”).  See also Email Address Harvesting: How Spammers Reap What You Sow, Federal Trade Commission, available at � HYPERLINK "http://www.ftc.gov/bcp/conline/pubs/alerts/spamalrt.pdf" ��http://www.ftc.gov/bcp/conline/pubs/alerts/spamalrt.pdf� (“Addresses posted in. . . “Whois” domain name registries. . . did not receive any spam during the six weeks of the investigation.”).


� See also the comments of People For Internet Responsibility Statement on Access to Whois data, available at �HYPERLINK http://www.pfir.org/statements/whois-access ��http://www.pfir.org/statements/whois-access�: “It is important to remember that virtually all network operations can technically be performed without an individually-registered domain name. It's relatively easy to postulate individual cases where someone might desire the convenience of a domain name, and simultaneously wish to protect their identity.  However, just as businesses cannot operate using fictitious names without full disclosure of address and other information in the public record, domain names should not become widely seen as an obscuring mechanism, regardless of whether or not they are being used for business purposes.”








� See Whois Recommendation of the Security and Stability Advisory Committee, available at � HYPERLINK "http://www.icann.org/committees/security/sac003.htm" ��http://www.icann.org/committees/security/sac003.htm�. (“Whois data must contain a ‘Last Verified Date’ that reflects the last point in time at which the information was known to contain valid data. It must also contain a reference to the data verification process.”).








