DNSSEC Deployment Workshop

{‘) Steve Crocker
(\%? Co-Chair, DNSSEC
Qo Deployment Initiative
' ICANN November 5, 2008

Cairo, Egypt



Welcome!

A very full agenda!
Kaminsky flaw increased visibility

U.S. Government actions
—.gov to be signed
— Notice of inquiry re DNSSEC in root

Top Level Domains

Products, Services

Survey of small routers, firewalls
DNSSEC recursive resolvers blooming



Signing the Root Discussion

 The NTIA Notice of Inquiry Regarding

e DNSSEC In the Root Zone

— Fiona Alexander, Associate Administrator,
US Department of Commerce, NTIA

e VeriSign’s Proposal
— Pat Kane, VeriSign

 |ICANN’s proposal
— Rick Lamb, ICANN



DNSSEC In The Field - TLD Registries

e Bulgaria, Daniel Kalchev

 Brazil, Demi Getschko

e DNSSEC Launch in .CZ, Ondrej Filip
* Public Internet Reqgistry, Lance Wolak



Routers & Resolvers



DNSSEC Software, Services, Etc

 Making DNSSEC Accessible to Customers
— Uma Murali, Names Beyond

e DNSSEC in Windows
— Shyam Seshadri, Microsoft

 Appliances & Recursive Resolvers
— Steve Crocker



DNSSEC Support in SOHO CPE

“What Is the impact of DNSSEC on
consumer-class broadband routers”?

 Joint study between Nominet UK and Core
Competence

e Conducted July and August 2008
e Expansion of .SE’s previous study
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DHCP Behavior
24 devices tested

A. 3 devices 0

perate only in route mode

B. 6 devices start out in proxy mode and switch

to route mode once the WAN link Is up up

(“chicken an

d egqg” problem)

C. 6 devices start out in proxy mode but can be
manually configured to be in route mode

D. 9 devices start out in proxy mode and
cannot be configured to be in route mode

All of these will permit clients to route through

them if the cli
for DNS servi

ent overrides the DHCP setting
ce



Summary Results

OK Out of
the Box

DHCP Behavior
A. Route

B. Proxy
then Route

C. Proxy;
changeable

D. Proxy;
not changeable

Total

Client
Routable

Unusable

Total

10



DNSSEC Compliant Recursive
Resolvers

 End systems typically ask a “recursive
resolver”

— At ISP
— On premises for large enterprises

* Signhed responses only come If asked for
* Therefore, resolvers have to ask



Recursive Resolvers Blooming

e Telia iIn Sweden operating since 2007
« Comcast in the U.S. just started

 UC Berkeley also operational

e More to come. Data to be collected.



Summary

e DNSSEC Is essential

e Sign your zones

e Insist your top level domain be signed
* Insist your partners sign their zones

* Begin checking signatures



