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DNSSEC



Signing the root zone

‣ ICANN’s strategic plan is to be “operationally ready”

‣ Signed root test bed operating for over a year

‣ System is built with advise from current DNSSEC operators, 
and many other experts in both DNS and cryptography

‣ ICANN already signs 11 top-level domains operationally, and 
incrementally signing the last remaining zones under our 
control



Signing the root zone

‣ ICANN developed a proposal to 
sign the root zone which was 
submitted to US Government

‣ VeriSign followed up with a 
different proposal to sign the 
root zone

‣ The US Government has issued a 
“Notice of Inquiry” to seek views 
relating to signing the DNS root 
zone, which is open to comments 
until November 24.
‣ http://www.ntia.doc.gov/DNS/
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1 See, National Research Council, The National 
Academies, Signposts in Cyberspace: The Domain 
Name System and Internet Navigation 154 
(2005)(Signposts), http://books.nap.edu/ 
catalog.php?recordlid=11258#toc (last checked 
September 29, 2008); Department of Homeland 
Security, National Security Division, and National 
Institute of Standards and Technology, National 
Vulnerability Database, Vulnerability Summary for 
CVE-2008–1447 (Original release date July 08, 2008; 
last revised September 17, 2008) available at http:/ 
/web.nvd.nist.gov/view/vuln/detail?vuln Id=CVE- 
2008–1447 (last checked September 23, 2008) (This 
site provides a list of most recent advisories 
regarding DNS vulnerabilities including DNS 
spoofing, cache poisoning, etc., and includes links 
to tools and solutions). 

2 The DNSSEC protocol has been under 
development since the 1990s with the latest 
revision approved by the IETF in 2005. RFC 4033 
and its companion documents RFCs 4034 and 4035 
update, clarify and refine the security extensions 
previously defined orginally in RFC 2535 and its 
predecessors. Id., Signposts, at 154; see also, S. Rose 
and R. Chandramouli, ‘‘Challenges in Securing the 
Domain Name System,’’ Institute of Electrical and 
Electronics Engineers (IEEE) Security and Privacy 
Journal, Vol. 4, No. 1, 84 (Tom Karygiannis, Rick 
Kuhn, and Susan Landau eds., Jan./Feb. 
2006)(Challenges), http://www.antd.nist.gov/pubs/ 
Rose-Challenges%20in%20Securing%20DNS.pdf. 

3 R. Arends et al., DNS Security Introduction and 
Requirements, Internet Engineering Task Force 
(IETF) Request for Comment (RFC) 4033 (March 
2005)(RFC 4033), http://www.ietf.org/rfc/ 
rfc4033.txt (last checked September 24, 2008). 

4 Id. 

Register on Thursday, October 2, 2008 
(73 FR 57336). 

The Council’s Research Steering 
Committee (Committee) will address a 
range of issues including a briefing on 
the status of NMFS’ Cooperative 
Research Program activities and 
funding. The Committee also will 
review preliminary work of the 
NEFMC’s 5-year research priorities. The 
Committee will re-examine, and 
possibly revise, the evaluation criteria 
for cooperative research priorities 
subject to review by the Committee as 
well as review a small number of 
cooperative research project final 
reports. The Committee will also 
discuss the use of a workshop format to 
conduct future Committee management 
reviews. Finally, the Committee will 
discuss outstanding issues related to the 
Council’s research set-aside programs if 
time allows. The Committee may 
consider other topics at their discretion. 

Although non-emergency issues not 
contained in this agenda may come 
before this group for discussion, those 
issues may not be the subject of formal 
action during this meeting. Action will 
be restricted to those issues specifically 
listed in this notice and any issues 
arising after publication of this notice 
that require emergency action under 
section 305(c) of the Magnuson-Stevens 
Act, provided the public has been 
notified of the Council’s intent to take 
final action to address the emergency. 

Special Accommodations 
This meeting is physically accessible 

to people with disabilities. Requests for 
sign language interpretation or other 
auxiliary aids should be directed to Paul 
J. Howard, Executive Director, at (978) 
465–0492, at least 5 days prior to the 
meeting date. 

Authority: 16 U.S.C. 1801 et seq. 

Dated: October 6, 2008. 
Tracey L. Thompson, 
Acting Director, Office of Sustainable 
Fisheries, National Marine Fisheries Service. 
[FR Doc. E8–23941 Filed 10–8–08; 8:45 am] 
BILLING CODE 3510–22–S 

DEPARTMENT OF COMMERCE 

National Telecommunications and 
Information Administration 

Docket Number: 0810021307–81308–01 

Enhancing the Security and Stability of 
the Internet’s Domain Name and 
Addressing System 

AGENCY: National Telecommunications 
and Information Administration, U.S. 
Department of Commerce 

ACTION: Notice of Inquiry 

SUMMARY: The Department of Commerce 
(Department) notes the increase in 
interest among government, technology 
experts and industry representatives 
regarding the deployment of Domain 
Name and Addressing System Security 
Extensions (DNSSEC) at the root zone 
level. The Department remains 
committed to preserving the security 
and stability of the DNS and is 
exploring the implementation of 
DNSSEC in the DNS hierarchy, 
including at the authoritative root zone 
level. Accordingly, the Department is 
issuing this notice to invite comments 
regarding DNSSEC implementation at 
the root zone. 
DATES: Comments are due on November 
24, 2008. 
ADDRESSES: Written comments may be 
submitted by mail to Fiona Alexander, 
Associate Administrator, Office of 
International Affairs, National 
Telecommunications and Information 
Administration, U.S. Department of 
Commerce, 1401 Constitution Avenue, 
N.W., Room 4701, Washington, DC 
20230. Written comments may also be 
sent by facsimile to (202) 482–1865 or 
electronically via electronic mail to 
DNSSEC@ntia.doc.gov. Comments will 
be posted on NTIA’s website at http:// 
www.ntia.doc.gov/DNS/DNSSEC.html. 
FOR FURTHER INFORMATION CONTACT: For 
further information about this Notice, 
please contact Ashley Heineman at 
(202) 482–0298 or 
aheineman@ntia.doc.gov. 
SUPPLEMENTARY INFORMATION: 
Background. The Domain Name and 
Addressing System (DNS) is a critical 
component of the Internet infrastructure 
and is used by almost every Internet 
protocol-based application to associate 
human readable computer hostnames 
with the numerical addresses required 
to deliver information on the Internet. It 
is a hierarchical and globally distributed 
system in which distinct servers 
maintain the detailed information for 
their local domains and pointers for 
how to navigate the hierarchy to retrieve 
information from other domains. The 
accuracy, integrity, and availability of 
the information supplied by the DNS are 
essential to the operation of any system, 
service or application that uses the 
Internet. 

The DNS was not originally designed 
with strong security mechanisms to 
ensure the integrity and authenticity of 
the DNS data. Over the years, a number 
of vulnerabilities have been identified 
in the DNS protocol that threaten the 
accuracy and integrity of the DNS data 
and undermine the trustworthiness of 

the system. Technological advances in 
computing power and network 
transmission speeds have made it 
possible to exploit these vulnerabilities 
more rapidly and effectively.1 

Development of the DNSSEC Protocol. 
To mitigate the long-recognized 
vulnerabilities in the DNS, the Internet 
Engineering Task Force (IETF), using 
the same open standards process 
employed to develop the core DNS 
protocols, has developed a set of 
protocol extensions to protect the 
Internet from certain DNS related 
attacks: DNSSEC.2 DNSSEC is designed 
to support authentication of the source 
and integrity of information stored in 
the DNS using public key cryptography 
and a hierarchy of digital signatures. It 
is designed to offer protection against 
forged (‘‘spoofed’’) DNS data, such as 
that created by DNS cache poisoning, by 
providing: (1) validation that DNS data 
is authentic; (2) assurance of data 
integrity; and (3) authenticated denial of 
existence.3 DNSSEC does not provide 
any confidentiality for, or encryption of, 
the DNS data itself. The DNSSEC 
protocol also does not protect against 
denial of service (DoS) attacks or other 
attacks against the name server itself.4 

The DNSSEC protocol is designed to 
allow for deployment in discrete zones 
within the DNS infrastructure without 
requiring deployment elsewhere, as 
DNSSEC is an opt-in technology. 
Signing of any individual zone or 
domain within the hierarchy does not 
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Interim Trust Anchor Repository

‣ A mechanism to publish keys of top-level domains that 
currently implement DNSSEC

‣ If the root zone is DNSSEC signed, such a repository is 
unnecessary

‣ Therefore this is a stopgap measure

‣ Should be decommissioned when the root is signed



If the root was signed
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It isn’t so there are multiple trust apexes
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RIPE Recommendations

1. Different “flavours” of TAs should be supported
2. Implementation neutral, supports common name servers
3. Verify key material is consistent and formatted correctly; 

Should have secure channel for authenticating requests
4.Process needed to revoke trust anchor, notify users of 

revocation.
5. Clear declaration of what “support” is available
6.Published exit strategy
7. Keys only published with consent of TLD operator



Supported Keying Material

‣ DNSSEC Key Algorithm

‣ RSA/SHA-1 (type 5, see RFC 3110)

‣ DS Record Digest Types

‣ SHA-1 (type 1, see RFC 4034)

‣ SHA-256 (type 2, see RFC 4509)



Publishing formats

‣ Publication formats
‣ List on website

‣ XML structured format

‣ Master file format

‣ Should work with major software implementations

‣ Formats are plain text and readable so implementors can 
modify to suit

‣ Implementors should not be putting special ITAR provisions 
in code — this is meant to go away when the root is signed!



Acceptance Model

‣ TLD operator can submit DS key data via web form

‣ DS record validated against DNSKEY data in the DNS

‣ Must match before the DS key is made active in the registry.

‣ DNSKEY does not need to be in the DNS at time of submission (to 
allow for pre-deployment), but needs to validate prior to 
publication.

‣ Administrative and Technical contacts for the domain must 
consent to the listing



Revocation Model

‣ Identical to acceptance model, without the technical test

‣ Optionally a reason can be provided

‣ Free text field, URL to an announcement or similar could be 
used

‣ List of revoked trust anchors will be provided separate to 
the active trust anchors











Trust Anchors as master file



Trust Anchors as XML



Availability

‣ Open to top-level domain operators this week

‣ Asked to play with it for a week or so, try revoking etc.

‣ System will then be reset to contain only valid records

‣ Implement any recommendations

‣ Public availability



Improving technical procedures



New technical checks

‣ The idea

‣ Network diversity test = min 2 origin ASs

‣ No open recursive name servers allowed

‣ Fully automated

‣ Other misc tidying up

‣ Waiting for RZM completion

‣ Kim will present a report on TLD compliance at the next 
meeting



XMLisation



XMLisation

‣ Aim is to make XML the normative version for IANA’s 
registries

‣ Conversions are ongoing

‣ Many already converted

‣ TXT, HTML etc. versions are generated from XML using XSLT

‣ Will restructure the IANA protocols webpage to better 
highlight the options soon



Automation



Automation

‣ Workflow automation systems at ICANN and VeriSign, 
connected with EPP

‣ Joint proposal with VeriSign to gain NTIA authorisation to 
implement software

‣ Will work in parallel operations for a period until threshold 
criteria are met for various use cases, and function as 
expected



Thanks!
barbara.roseman@icann.org

kim.davies@icann.org
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