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The Role of an ISP in DNSSEC Validation

* ISPs act in two different DNSSEC roles, both signing and validating
e Signing: authoritative infrastructure domains & customer domains
* Validating: recursive resolvers operating across the ISP network

* ISPs operate the majority of resolvers that end users query

* Itis relatively rare for most residential end users to operate their own DNS, or
to change their DNS settings to use a third-party DNS

* In most cases, ISPs can automatically update DNS server IP addresses, such as
via DHCP lease updates

* As such, good DNSSEC adoption by end users hinges on ISP adoption of DNSSEC

* ISPs rely on a chain of trust:
* asigned root
* asigned TLD
* asigned domain
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Comcast’s Recently Announced DNSSEC Rollout

Began moving customers to new DNSSEC-validating recursive resolvers on
October 18, 2010
We previously offered DNS redirect for NXDOMAIN responses (a.k.a. web
error redirect)
* The customers that opted-out are the first to migrate to DNSSEC
* We’ve made clear that when the DNSSEC rollout is complete, we will no
longer perform DNS redirect for NXDOMAIN responses
* Thereis an I-D on DNS redirect, now updated to reflect this (draft-
livingood-dns-redirect)
This first group of customers finished migrating by late November 2010
* Change occurs via DHCP lease update
The rest of our customers will then migrate in roughly 1Q2011
On our authoritative servers (thousands of domains)
* We have signed all of our .ORG domains
* We will sign all of our .NET and .COM domains soon after the TLDs sign
 Some .NET domains will be signed this week, the rest within 90 days
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DNSSEC Rollout Launch Tactics — High-Level Objectives

Reach out to early adopters

Explain very simply what DNSSEC is and why it is important to
customers

Be very clear about our plans

Respond in real-time to questions and concerns

Proactive outreach to affected customers and the tech
community

Prepare the people that interact with customers

Make sure key constituencies, stakeholders, and the Internet
community understands our plans

xfinity



DNSSEC Rollout Launch Tactics

* Announced on our company blog
 This included a 2 minute overview PSA video for our customers to watch
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DNS Security Rollout Begins
Posted by Jason Livingood, Executive Director, Intern Security and Privacy
We're pleased to announce that beginning today we will start the process of migrating customers to DNS
servers that use Domain Name System Security Extensions (DNSSEC), as part of an evolving suite of
security protections that are part of Comcast Constant Guard™. Best of all, customers will not need to take
any action and should not notice any changes to their service, though behind-the-scenes that service will
be more secure. As the first major Internet Service Provider (ISP) to do so in the United States, our
customers are among the first to be getting these new security capabilities, which is part of our continuing
push for a more secure Internet experience for both our customers as well as the global Internet.

With DNSSEC, a web site name such as www.comcast.net can be cryptographically signed in the Domain
Name System by the domain name owner. Then, when a customer tries to connect to that website, the
Comcast DNS server checks that domain name, and verifies that signature to ensure that it is valid and
has not been tampered with by hackers or other criminals. A customer will only be connected if this
security verification has been passed, which occurs so quickly our customers won't even notice that it's
being done.

The first step of our rollout, which starts today, involves migrating customers that have opted out of our
Domain Helper service over to our production DNSSEC-validating servers. This will happen initially in a
selected part of our Virginia network, and will later expand to all markets in the following sixty days, at
which point all of our customers who have opted out of Domain Helper will have been migrated. After this
has been completed, we will migrate the rest of our customers, which we anticipate will stretch into the
early part of 2011.

For more information, you may also want to check out this brief introductory video about DNSSEC, our
DNSSEC Information Center, as well as our Constant Guard™ page.

Comcast DNS Security (DNSSEC) Public Service An

We'd love to hear
your ideas!

Tell us your feedback about
this blog, our products, or
any other suggestions
CLICK HERE
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Makes DNSSEC understandable for the average person
Explains in brief why it is important, for context
Presented by Kevin Pereira from G4 Network TV’s “Attack of the Show”

Over 5,200 views — now the most popular DNSSEC video on YouTube
We expect thousands more views once we start migrating more customers
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DNSSEC Rollout Launch Tactics

* Email and web alerts to all customer care representatives
* Posted customer support FAQs
* Email to all customers to be migrated in the first phase

ity xhnitytv  ©omecost comcast.net

@OmCCISt. Customer Central

i Emat | ] Voico W8 TV | MyAccount

With Comcast, you get 7 Comcast net email addresses with 10GB of storage each that can be
accessed anywhere.
Learn more about Email Accounts

Go to SmartZone™

Comcast.net

Besides having the latest news, videos, music, and online security information, Comcast.net is the
easiest place 10 access your email, universal address boook. Comcast voicemail and TV listings.

Comcast.net features Free downloads
Personal Web Page [7] Comcast Toolbar 7]
Ondine Storage (7] Desktop Doctor (7]
Comcast Photo Center [7] Games OnDemand (7]
Free Sports, News and Entertainment Video [7) Internet Explorer 8 [?)
Comcast Universal Address Book (7] Desktop Weather [7]
Smanzone [7) Norton Security Suite [7]

Comcast Access(?)

€ ) Introducing DNS Security Extensions

Top 5 High-Spee
Comcast Online Communications
* What can | do frot

Communications  Sent: Friday, October 15, 2010 3:15 PM
* Howdo | prevent To: Deshpande, Neha

* How do | determir
« Want to change s/

* Whatdoss Teep @omcost. Service Announcement
Resources ‘

Ask Comcast

Click, Ask, Answer, |

Comcast is availabk

Moving?

Weoflerwomyfiee:  This is a courtesy email to let you know that Comcast's DNS servers are changing to servers that use DNS
Security Channel Security Extensions (DNSSEC), as part of an evolving suite of security protections that are part of Comcast

Your one stop for re: Constant Guard™. These changes, which have started today in some markets, will be completed within
the next sixty days or so. You do not need to take any action and you should not notice any changes 1o
Desktop Doctor your service, though behind-the-scenes your service will be more secure.
This free, download:
Internet connection | Watch a short video about this change at http/www.dnssec.comcastnet/dnssec-video.htm.
connectivity or your
e etme.| Additional Detalls:
' We know you have previously opted out of Comcast Domain Helper, which redirects you if you mistype a
Learn more | Downk website address o a Comcast search page. Your opt-out preference will of course continue to be honored
as you migrate to the new DNSSEC servers.

With DNSSEC, a web site name such as www.comcast.net can be signed with a secure key in the Domain
Name System. Then, when you try to connect to that website, the Comcast DNS server checks that domain
name, and it verifies the special key to ensure that itis valid and has not been tampered with by hackers or
other criminals. You will only be connected if this security verification has been passed, which occurs so
quickly you won't even notice that it's being done.

We're pleased to enhance Comcast Constant Guard™ with the addition of DNS Security Extensions
(DNSSEC), delivering you a more secure Internet experience. As the first major Internet Service Provider
(ISP) to move to DNSSEC in the United States, you should know that you are among the first to be getting
these new security capabilities and that we continue to push for a more secure Internet experience for you,
as well as a more secure global Internet.

zo€

xfinity



DNSSEC Rollout Launch Tactics

Added to the Comcast
ConstantGuard™
security program
Makes this a part of a
mainstream offering
presented to
customers regularly

comcast.net Security

Security Home GetProtected GetSmart Get Help Qutreach Our Policies Glossary More Comcast ¥

Constant Guard™ New Update FAQs

* What is a "Service Notice"?
1 I We are committed to providing you with the best
and safest online experience possible. * How did Comcast determine that | may have a bot?

* Did | get an infection from the page | was browsing?
As part of our ongoing efforts to continuously * How could | have gotten a bot?

improve the quality of m‘" service, we are launching * Why am | receiving multiple "Service Notices"?
Constant Guard™ for High-Speed Internet
* What is a Bot?

customers. Constant Guard is the result of a

multi-year effort to create a comprehensive * What is the difference between Malware and Virus?
approach to protecting our customers from increasingly sophisticated online security
threats. More FAQs...

According to Javelin Strategy and Research, there were more than 11.2 million
victims of identity theft fraud in the U.S. last year at an estimated total cost of $54
billion. Many of those thefts were made possible through the use of bots (or viruses).

The Constant Guard service consists of:

« Customer Security Assurance: Highly skilled security professionals who .
proactively contact customers to respond to issues relating to spam, and virus DN S Secu l'lty
infected computers, as well as other security-related issues.

* Education:Our online security website includes real-time security alerts, tips, tool
and other resources that help educate and protect consumers. For more detaj
please visit www.comcast.net/security.

* World-Class Technology:

+ Top-rated Norton Security Suite: Provides award-winning e protection that
helps guard against identity theft, viruses, hackers, spa
also includes easy-to-use parental controls to help
$160 value included at no additional charge.)

- Secure Backup & Share: The new eas|
your valuable files. (2 GB storage i

+ Desktop Applications: The
embedded anti-spam an
partnerships with Bi

note added

your kids safe online. (A

y to securely backup and share
at no additional charge.)

st Toolbar includes anti-spyware, network-
virus technologies brought to you through our

, Cloudmark®, Goodmail CertifiedEmail™ and Return
se up-to-date blocklists from Spamhaus and TrendMicro to
guard against unwanted spam.

DNS Security: At Comcast, we're pleased to enhance Comcast Constant
Guard™ with the addition of DNS Security Extensions (DNSSEC), delivering you
a more secure Internet experience. As the first major Internet Service Provider
(ISP) to do so in the United States, you should know that you are among the first
to be getting these new security capabilities and that we continue to push for a
more secure Internet experience for you, as well as a more secure global Internet.
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DNSSEC Rollout Launch Tactics

Alerts and/or briefings to key people and relevant partners

Online outreach

Broadband

online: sortofageek - ThrowDemsOut

K M p N Forums
Reports ~© 8. vYourPosts Your Forums Your Buddies Your Page All Forums Hot Topics Gallery
H I i
TW|tte r Forums » US Cable Sucast » Comcast HSI » [DNS] DNSSEC Rollout Beg -
gg nks: -Forum Rules -Forum FAQ -Bandwidth Limits/Congestion Management -Copyright Infringement?

M [Speed) Ultra tier upgraded from 22/5 to 30/7 speeds now! »
Re d d It « [Connectivity] Separate modems or combined COV/HSI

All Re e

(&) [DNS] DNSSEC Rollout Begins

Slashdot

Comcast customer
discussion forums
Various mailing
lists

As noted back in February here (»[DNS] Comcast launches DNSSEC trial) we started a production trial of DNS
Security (aka DNSSEC). Today, I'm pleased to say that the production rollout has now begun, and we're the
first large ISP In the U.S, to do so. See detalls here on our blog »blog.comcast.com/2010/10/dns~
sec++ins,html == complete with a video from Kevin Pereira, from G4 Network’s Attack of the Show. ©

Also, If you would like to know what a DNSSEC validation failure looks like, check out
»www.dnssec.comeast.net/failure-fag.htm. This uses a new site we've setup for testing of validation failures,
3| which is swww.dnssec-failed.org/.

Bottom line for you guys here? We'll first migrate anyone who has opted out of Comcast Domain Helper,
starting with those people In the Virginia area. And If your next question Is will Domain Helper be turned off
once the migration is completed, the answer Is yes (see »www.dnssec.comcast.net/fag.htm#faq?). Also, If
you have statically configured your DNS IP address, those IPs will eventually point to servers that perform
DNSSEC validation (BUT, you may want to manually point to 75.75.75.75 and 75.75.76.76 instead.).

to forum « permalink - actions - hey mods « W« 2010-10-18 14:20:32 « Crepyy ) « (arephy ) - Print



DNSSEC Rollout Launch Tactics
* Created a page to track our progress

Comcast DNSSEC Migration Progress

Zoom:1d 5d 1m 3m 6m 1y Max November 22,2010

e Percent of Queries Using DNSSEC Servers 5.1% e Percent of Queries Using Legacy DNS Servers 94.9%

g g iy ® [ e

80%

Queries to non-validating servers 60%
Queries to validating servers  *°*

20%

= %

Oct 2010 Nov 2010

=

lZI i >

Enter a filter term
H.| Continuing Migrations, 5.1%

G/ Continuing Migrations, 2.2%
. Continuing Migrations, 1.8%
[E] Mqre_UQgrs Migrated, 1.5%
. 1 Week After Rollout, 0.1%

C.| Weekend Before DNSSEC Rollout
ngan, 0,05%

During DNSSEC Trial, 0.04%
Prior to DNSSEC Trial, 0%
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DNSSEC Rollout Launch Tactics
 Updated our DNSSEC Information Center website
(http://www.dnssec.comcast.net)
* Updated all FAQs, posted news update
 Launched a site to enable someone to test if DNSSEC validation works or not

mhttp://www.dnssec-fail

TH A DELIBERATELY BROKEN O

ed.org/

DOM

Using DNS Security Extensions?

Then You Shouldn't See This Web Page! More DNSSEC Info
Intemet Society: DNSSEC Background

Information about DNSSEC for the Root Zone

""" Deliberately Broken ------ NTIA DNSSEC Overview and Documents
- DNSSEC Validation Test Site -
Threats DNSSEC Can Counter

DNSSEC Deployment Initiative

DETAILS: If your computer is using a DNS recursive resolver that has implemented DNSSEC validation, then DNSSEC Industry Coalition
you should NOT have arrived at this web page. As such, this web page is available for the Internet community DNSSEC Tools
to use for testing purposes, in order to validate whether or not DNSSEC validation is working correctly for end DNSSEC.net

users. This site will be maintained permanently in support of this testing goal, so that developers and others
can be assured of having a stable reference site with which to test DNSSEC validation failures, as a service to
the community.

©2010C t Cable | Privacy Statement | Acceptable Use Policy | DNSSEC Video | DNSSEC Information Center

(comcast
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DNSSEC Rollout Launch Tactics
e Recommended the Firefox DNSSEC validation add-in

e Contributed to NLnet Foundation’s DNSSEC Fund to spur integration of
DNSSEC validation in applications

] DNSSeC Secured by DNSSEC

Domain name:
www.ietf.org
is secured by DNSSEC.

Your computer is also secured by DNSSEC for this
particular domain, so you are secured against
domain name spoofing.

(View Basic Home Page)

http: / fwww.dnssec-failed.org/

DNSSeC o’ Secured by DNSSEC

Domain name:
www.dnssec-failed.org
is secured by DNSSEC.

Your computer is also secured by DNSSEC for this
particular domain, but invalid d name
signature has been detected. It could indicate
spoofed domain name!

sec-failed.org.

= Check the address for typing errors such as ww.example.com instead of
www.example.com

= If you are unable to load any pages, check your computer's network
connection.

= If your computer or network is protected by a firewall or proxy, make sure
that Firefox is permitted to access the Web.
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Upcoming Plans
e Start final phase of rollout in the first quarter of 2011
 Add more FAQs, especially concerning validation failures
* Incorporate suggestions from the Internet community
* Enhance customer education materials if necessary
 Release a ~10 minute training module for each customer care
representative and other personnel to complete (>24,000)
* Preparing first line employees is critical to enabling an ISP to
explain DNSSEC to customers, and troubleshoot any issues if
there are problems
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Prior DNSSEC Work at Comcast

 This didn’t happen overnight — it took a multi-year strategic technical planning

effort to prepare for, test, and launch

Start of Small
DNSSEC Trial

Cache Poisoning
CERT f\dvisory

2008

Kaminsky

Cache Poisoning

Vulnerability

Discovered
Patching
Recursive
DNS
Servers
Completed

Finalization

TV

Updates and
Enhancements
to Trial Testbed

.EDU
TLD
Signed

Supplier Software UDP Size
of Plan for Tesung & Iteration, EDNSO -ORG
Infrastructure i
Upgrade Hardware Testing Problems TLD
in Trial Signed
Identification
of Need for EDNSO
(ORPS Tools . Infrastructure Issue Fixed
equiremen Upgrade
to Suppliers) cgfn":leted
2009 2010

National
Production
Network
DNSSEC
Trials
Announced

for EDNSO Signed (650+)

First
Customers
Migrated to
DNSSEC

Migration of
. Comcast
NET &.COM Customers
TLDs Signed  to DNSSEC
(Estimated) Completed
Root
Signed

Committed
Goal for
Signing All
Domains

KEY
~————» Comcast - Actual
----- Comcast - Estimated
~——# 3rd Party - Actual

----- 3rd Party - Estimated
e ———————

2012
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Prior DNSSEC Work at Comcast

Knowing that the double whammy of DNSSEC and IPv6 was coming, we
upgraded all servers and load balancers in 2009
Comcast launched our DNSSEC trial in October 2008 to test how signing our
zones and running validating resolvers would work in production
 We initially created a test bed of 3 test DNSSEC enabled resolvers
(Nominum Vantio, NLnet Labs Unbound, ISC BIND)
 We soon found that adding keys to these resolvers was not an easy task
* Operational tools for signing zones and rolling over keys was also lacking
Expanded trial nationally in February 2010 to all DNS production locations
* Added Anycast addresses (75.75.75.75 & 75.75.76.76) so our customers
had an easy way to configure & test
One objective was to identify issues early, so we had plenty of time to fix
them, to remove risk from the project
* Example was EDNSO - did not work as expected with our load balancers
* We and our vendor had plenty of time to develop a new GA-grade fix, QA
test it adequately, soak test it, deploy it without rushing, etc.
» Sufficient time to develop communications, training, monitoring,
operational processes, etc.
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Lessons Learned

* ISPs have many operational processes that may need to be adjusted to support
DNSSEC validation

* Authoritative infrastructure may need to be augmented to support signing
your zones

e Zone signing can be resource intensive

e Chaining your zones to parents at the TLD as well as subzones can be tricky
and requires planning

e Recursive resolvers may need to be updated to software that supports
validation while maintaining great scalability

* Upstream routers and firewalls may need to be addressed to support larger
DNSSEC traffic for both Authoritative and Caching DNS servers

* Network Time Protocol (NTP) becomes critical for ensuring all DNS systems have
the same time since encryption is being used

* Do not underestimate the training or educational materials that need to be
prepared for customers and employees

* Ensure sufficient operational processes and monitoring is ready

 Make sure customers and relevant employees are briefed and understand what is
changing

« THERE WILL BE VALIDATION FAILURES — FAQs and policies/procedures needed
when authoritative domains encounter errors, such as RRSIG expirations
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Thank You!

For more information:
http://www.dnssec.comcast.net
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