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The	
  Role	
  of	
  an	
  ISP	
  in	
  DNSSEC	
  Valida;on	
  
• 	
  	
  ISPs	
  act	
  in	
  two	
  different	
  DNSSEC	
  roles,	
  both	
  signing	
  and	
  valida;ng	
  

•  Signing:	
  authorita;ve	
  infrastructure	
  domains	
  &	
  customer	
  domains	
  
•  Valida)ng:	
  recursive	
  resolvers	
  opera;ng	
  across	
  the	
  ISP	
  network	
  
	
  

• 	
  	
  ISPs	
  operate	
  the	
  majority	
  of	
  resolvers	
  that	
  end	
  users	
  query	
  
•  It	
  is	
  rela;vely	
  rare	
  for	
  most	
  residen;al	
  end	
  users	
  to	
  operate	
  their	
  own	
  DNS,	
  or	
  
to	
  change	
  their	
  DNS	
  seFngs	
  to	
  use	
  a	
  third-­‐party	
  DNS	
  

•  In	
  most	
  cases,	
  ISPs	
  can	
  automa;cally	
  update	
  DNS	
  server	
  IP	
  addresses,	
  such	
  as	
  
via	
  DHCP	
  lease	
  updates	
  
	
  

• 	
  	
  As	
  such,	
  good	
  DNSSEC	
  adop;on	
  by	
  end	
  users	
  hinges	
  on	
  ISP	
  adop;on	
  of	
  DNSSEC	
  
	
  
• 	
  	
  ISPs	
  rely	
  on	
  a	
  chain	
  of	
  trust:	
  	
  	
  

•  a	
  signed	
  root	
  	
  
•  a	
  signed	
  TLD	
  
•  a	
  signed	
  domain	
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Comcast’s	
  Recently	
  Announced	
  DNSSEC	
  Rollout	
  
•  Began	
  moving	
  customers	
  to	
  new	
  DNSSEC-­‐valida;ng	
  recursive	
  resolvers	
  on	
  

October	
  18,	
  2010	
  
•  We	
  previously	
  offered	
  DNS	
  redirect	
  for	
  NXDOMAIN	
  responses	
  (a.k.a.	
  web	
  

error	
  redirect)	
  
•  The	
  customers	
  that	
  opted-­‐out	
  are	
  the	
  first	
  to	
  migrate	
  to	
  DNSSEC	
  
•  We’ve	
  made	
  clear	
  that	
  when	
  the	
  DNSSEC	
  rollout	
  is	
  complete,	
  we	
  will	
  no	
  
longer	
  perform	
  DNS	
  redirect	
  for	
  NXDOMAIN	
  responses	
  

•  There	
  is	
  an	
  I-­‐D	
  on	
  DNS	
  redirect,	
  now	
  updated	
  to	
  reflect	
  this	
  (draZ-­‐
livingood-­‐dns-­‐redirect)	
  

•  This	
  first	
  group	
  of	
  customers	
  finished	
  migra;ng	
  by	
  late	
  November	
  2010	
  
•  Change	
  occurs	
  via	
  DHCP	
  lease	
  update	
  

•  The	
  rest	
  of	
  our	
  customers	
  will	
  then	
  migrate	
  in	
  roughly	
  1Q2011	
  
•  On	
  our	
  authorita;ve	
  servers	
  (thousands	
  of	
  domains)	
  

•  We	
  have	
  signed	
  all	
  of	
  our	
  .ORG	
  domains	
  
•  We	
  will	
  sign	
  all	
  of	
  our	
  .NET	
  and	
  .COM	
  domains	
  soon	
  aZer	
  the	
  TLDs	
  sign	
  

•  Some	
  .NET	
  domains	
  will	
  be	
  signed	
  this	
  week,	
  the	
  rest	
  within	
  90	
  days	
  



DNSSEC	
  Rollout	
  Launch	
  Tac;cs	
  –	
  High-­‐Level	
  Objec;ves	
  
•  Reach	
  out	
  to	
  early	
  adopters	
  
•  Explain	
  very	
  simply	
  what	
  DNSSEC	
  is	
  and	
  why	
  it	
  is	
  important	
  to	
  

customers	
  
•  Be	
  very	
  clear	
  about	
  our	
  plans	
  
•  Respond	
  in	
  real-­‐;me	
  to	
  ques;ons	
  and	
  concerns	
  
•  Proac;ve	
  outreach	
  to	
  affected	
  customers	
  and	
  the	
  tech	
  

community	
  
•  Prepare	
  the	
  people	
  that	
  interact	
  with	
  customers	
  
•  Make	
  sure	
  key	
  cons;tuencies,	
  stakeholders,	
  and	
  the	
  Internet	
  

community	
  understands	
  our	
  plans	
  

	
  



DNSSEC	
  Rollout	
  Launch	
  Tac;cs	
  
•  Announced	
  on	
  our	
  company	
  blog	
  	
  
•  This	
  included	
  a	
  2	
  minute	
  overview	
  PSA	
  video	
  for	
  our	
  customers	
  to	
  watch	
  

•  Makes	
  DNSSEC	
  understandable	
  for	
  the	
  average	
  person	
  
•  Explains	
  in	
  brief	
  why	
  it	
  is	
  important,	
  for	
  context	
  
•  Presented	
  by	
  Kevin	
  Pereira	
  from	
  G4	
  Network	
  TV’s	
  “Aeack	
  of	
  the	
  Show”	
  
•  Over	
  5,200	
  views	
  –	
  now	
  the	
  most	
  popular	
  DNSSEC	
  video	
  on	
  YouTube	
  
•  We	
  expect	
  thousands	
  more	
  views	
  once	
  we	
  start	
  migra;ng	
  more	
  customers	
  

	
  



DNSSEC	
  Rollout	
  Launch	
  Tac;cs	
  
•  Email	
  and	
  web	
  alerts	
  to	
  all	
  customer	
  care	
  representa;ves	
  
•  Posted	
  customer	
  support	
  FAQs	
  
•  Email	
  to	
  all	
  customers	
  to	
  be	
  migrated	
  in	
  the	
  first	
  phase	
  



DNSSEC	
  Rollout	
  Launch	
  Tac;cs	
  
•  Added	
  to	
  the	
  Comcast	
  	
  

ConstantGuard™	
  
	
  security	
  program	
  

•  Makes	
  this	
  a	
  part	
  of	
  a	
  
mainstream	
  offering	
  
presented	
  to	
  	
  
customers	
  regularly	
  



DNSSEC	
  Rollout	
  Launch	
  Tac;cs	
  
•  Alerts	
  and/or	
  briefings	
  to	
  key	
  people	
  and	
  relevant	
  partners	
  
•  Online	
  outreach	
  

•  Broadband	
  	
  
Reports	
  

•  Twieer	
  
•  Digg	
  
•  Reddit	
  
•  Slashdot	
  
•  Comcast	
  customer	
  
discussion	
  forums	
  

•  Various	
  mailing	
  
	
  lists	
  

	
  



DNSSEC	
  Rollout	
  Launch	
  Tac;cs	
  
•  Created	
  a	
  page	
  to	
  track	
  our	
  progress	
  
	
  



DNSSEC	
  Rollout	
  Launch	
  Tac;cs	
  
•  Updated	
  our	
  DNSSEC	
  Informa;on	
  Center	
  website	
  	
  

(hep://www.dnssec.comcast.net)	
  
•  Updated	
  all	
  FAQs,	
  posted	
  news	
  update	
  

•  Launched	
  a	
  site	
  to	
  enable	
  someone	
  to	
  test	
  if	
  DNSSEC	
  valida;on	
  works	
  or	
  not	
  



DNSSEC	
  Rollout	
  Launch	
  Tac;cs	
  
•  Recommended	
  the	
  Firefox	
  DNSSEC	
  valida;on	
  add-­‐in	
  
•  Contributed	
  to	
  NLnet	
  Founda;on’s	
  DNSSEC	
  Fund	
  to	
  spur	
  integra;on	
  of	
  

DNSSEC	
  valida;on	
  in	
  applica;ons	
  
	
  



Upcoming	
  Plans	
  
•  Start	
  final	
  phase	
  of	
  rollout	
  in	
  the	
  first	
  quarter	
  of	
  2011	
  
•  Add	
  more	
  FAQs,	
  especially	
  concerning	
  valida;on	
  failures	
  

•  Incorporate	
  sugges;ons	
  from	
  the	
  Internet	
  community	
  
•  Enhance	
  customer	
  educa;on	
  materials	
  if	
  necessary	
  
•  Release	
  a	
  ~10	
  minute	
  training	
  module	
  for	
  each	
  customer	
  care	
  

representa;ve	
  and	
  other	
  personnel	
  to	
  complete	
  (>24,000)	
  
•  Preparing	
  first	
  line	
  employees	
  is	
  cri;cal	
  to	
  enabling	
  an	
  ISP	
  to	
  
explain	
  DNSSEC	
  to	
  customers,	
  and	
  troubleshoot	
  any	
  issues	
  if	
  
there	
  are	
  problems	
  



Prior	
  DNSSEC	
  Work	
  at	
  Comcast	
  
•  This	
  didn’t	
  happen	
  overnight	
  –	
  it	
  took	
  a	
  mul;-­‐year	
  strategic	
  technical	
  planning	
  

effort	
  to	
  prepare	
  for,	
  test,	
  and	
  launch	
  



Prior	
  DNSSEC	
  Work	
  at	
  Comcast	
  
•  Knowing	
  that	
  the	
  double	
  whammy	
  of	
  DNSSEC	
  and	
  IPv6	
  was	
  coming,	
  we	
  

upgraded	
  all	
  servers	
  and	
  load	
  balancers	
  in	
  2009	
  
•  Comcast	
  launched	
  our	
  DNSSEC	
  trial	
  in	
  October	
  2008	
  to	
  test	
  how	
  signing	
  our	
  

zones	
  and	
  running	
  valida;ng	
  resolvers	
  would	
  work	
  in	
  produc;on	
  
•  We	
  ini;ally	
  created	
  a	
  test	
  bed	
  of	
  3	
  test	
  DNSSEC	
  enabled	
  resolvers	
  
(Nominum	
  Van;o,	
  NLnet	
  Labs	
  Unbound,	
  ISC	
  BIND)	
  

•  We	
  soon	
  found	
  that	
  adding	
  keys	
  to	
  these	
  resolvers	
  was	
  not	
  an	
  easy	
  task	
  
•  Opera;onal	
  tools	
  for	
  signing	
  zones	
  and	
  rolling	
  over	
  keys	
  was	
  also	
  lacking	
  

•  Expanded	
  trial	
  na;onally	
  in	
  February	
  2010	
  to	
  all	
  DNS	
  produc;on	
  loca;ons	
  
•  Added	
  Anycast	
  addresses	
  (75.75.75.75	
  &	
  75.75.76.76)	
  so	
  our	
  customers	
  
had	
  an	
  easy	
  way	
  to	
  configure	
  &	
  test	
  

•  One	
  objec;ve	
  was	
  to	
  iden;fy	
  issues	
  early,	
  so	
  we	
  had	
  plenty	
  of	
  ;me	
  to	
  fix	
  
them,	
  to	
  remove	
  risk	
  from	
  the	
  project	
  
•  Example	
  was	
  EDNS0	
  -­‐	
  did	
  not	
  work	
  as	
  expected	
  with	
  our	
  load	
  balancers	
  
•  We	
  and	
  our	
  vendor	
  had	
  plenty	
  of	
  ;me	
  to	
  develop	
  a	
  new	
  GA-­‐grade	
  fix,	
  QA	
  
test	
  it	
  adequately,	
  soak	
  test	
  it,	
  deploy	
  it	
  without	
  rushing,	
  etc. 	
  	
  

•  Sufficient	
  ;me	
  to	
  develop	
  communica;ons,	
  training,	
  monitoring,	
  
opera;onal	
  processes,	
  etc.	
  



Lessons	
  Learned	
  	
  
• 	
  	
  ISPs	
  have	
  many	
  opera;onal	
  processes	
  that	
  may	
  need	
  to	
  be	
  adjusted	
  to	
  support	
  
DNSSEC	
  valida;on	
  

•  	
  	
  Authorita;ve	
  infrastructure	
  may	
  need	
  to	
  be	
  augmented	
  to	
  support	
  signing	
  
your	
  zones	
  	
  
•  Zone	
  signing	
  can	
  be	
  resource	
  intensive	
  
•  Chaining	
  your	
  zones	
  to	
  parents	
  at	
  the	
  TLD	
  as	
  well	
  as	
  subzones	
  can	
  be	
  tricky	
  
and	
  requires	
  planning	
  

•  Recursive	
  resolvers	
  may	
  need	
  to	
  be	
  updated	
  to	
  soZware	
  that	
  supports	
  
valida;on	
  while	
  maintaining	
  great	
  scalability	
  

•  Upstream	
  routers	
  and	
  firewalls	
  may	
  need	
  to	
  be	
  addressed	
  to	
  support	
  larger	
  
DNSSEC	
  traffic	
  for	
  both	
  Authorita;ve	
  and	
  Caching	
  DNS	
  servers	
  

•  Network	
  Time	
  Protocol	
  (NTP)	
  becomes	
  cri;cal	
  for	
  ensuring	
  all	
  DNS	
  systems	
  have	
  
the	
  same	
  ;me	
  since	
  encryp;on	
  is	
  being	
  used	
  

•  Do	
  not	
  underes;mate	
  the	
  training	
  or	
  educa;onal	
  materials	
  that	
  need	
  to	
  be	
  
prepared	
  for	
  customers	
  and	
  employees	
  

•  Ensure	
  sufficient	
  opera;onal	
  processes	
  and	
  monitoring	
  is	
  ready	
  
•  Make	
  sure	
  customers	
  and	
  relevant	
  employees	
  are	
  briefed	
  and	
  understand	
  what	
  is	
  

changing	
  
•  THERE	
  WILL	
  BE	
  VALIDATION	
  FAILURES	
  –	
  FAQs	
  and	
  policies/procedures	
  needed	
  

when	
  authorita;ve	
  domains	
  encounter	
  errors,	
  such	
  as	
  RRSIG	
  expira;ons	
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Thank You! 
 
For more information: 
http://www.dnssec.comcast.net 
 


