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Motivation and concept
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Centrality of DNS
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Need for metrics allowing

to measure DNS Health &

9 Security )

6 I'm a critical end-user. Is the RR | use secure enough?

6 Given a critical transaction, can i identify the portion of transaction security/
resiliency/performance that depend on DNS and can i quantify that part?

6 Can | benchmark the security/stability level of the portion of DNS | depend on?

6 Are critical process/services non functional requirements satisfied?

ﬁNS is robust can | improve it/can i reduce costs/ can | optimize mor@ SLooaL
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Framework building blocks
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Metrics categorization and examples 16 Security metrics

29 DNS Health metrics

Metric categories

Vulnerability>

Repository
Corruption

System
Corruption

Protocol Issues >

Denial of Service>

Example of Measures

Data Staleness, NS Parent/Child Data
Coherence, Glue inconsistencies, Zone
inconsistencies

NXDOMAIN Redirection, NS Data
Registration Correctness

Cache Poisoning (percentage, probability,
rate), cache poisoning rate, DNS Spoofing/
Open Recursion, Zone Transfer failure

DoS rough effectiveness, Geographical DOS
Effectiveness, Zone transfer transaction
speed, network performance, server
performance, Rate of repeated queries
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Measurement phase

How we can answer the following questions?

6 |s my Recursive Resolver secure enough?

6 Can | identify the “portion” of transaction security/resiliency/
performance that depend on DNS and can | quantify that part?

>Can | benchmark the security level of my RR?

6 Are critical process/services non functional requirements
satisfied? E.g.: internet of things, industrial process control,
smart grid control processes

6 DNS is robust can | improve it/can i reduce costs/ can | optimize
more?

@

To start ... two metrics
6 Cache poisoning “probability”
6 DNSSEC queries Speed/Size
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Cache poisoning prob. evaluation: Base measurement

« 6000 queries
» 3 Resolvers for each country

« Average values with an error 0.04% < <0.18%
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Cache poisoning prob. evaluation: With injected poisoned records

« 6000 queries
* 10% randomly injected poisoned records

« 3 Resolvers for each country o

» Average values with an error 0.16% < — < 0.65%
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Speed: DNSSEC queries size

« 22000 DNSSEC queries
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Preliminary project results are available at:
http://www.gcsec.org/content/dns-security-and-stability
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