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2012-2013 Total Market ccTLD vs. gTLD
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But by Sept. 2012... changes were evident

Year over Year % change in DUMS - 2012 versus 2011
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and growth has been declining into 2013

20.0%

Jan 2012 - Apr 2013 Growth Percent Year/Year by Month

Top 10 European TLDs by Total Domain Names
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But what is a Domain Name? — Really...

An ASCII “label”’ on an IP address

Label = Human recognizable and memorable

hence some names more valuable that others

Basic utility of a domain name is the same regardless if its a ccTLD or a
gTLD

« Pointer to a resource on the Internet
* Necessary for routing traffic (because linked to IP address)
« Used for identity and communication

The market value of a domain name has less to do with its functional
utility and more to do with its perceived or created value

Ultimately it the DNS and IP that matters!
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Whereas the Web’s Business Models Have
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So...Why Wouldn’t the Domain Name Industry Change?
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What is happening in the DNS Market?

Reduced barriers to entry High risk, high reward business

o models
Unanticipated new players

Integration along the value chain

More choi ly for consumer : '
ore choice/supply for consumers (up to supplier or down to retailer)

But also more confusion, chaos .
Balance of power shifts

Incumbents tend to: Shifting price points and profit

React slower, focus on protecting the margins along the chain
status quo

Resist or deny change One big success can change

everything...

Underestimate the upstart competitors
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Stack of Industry Participants
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Will they? Or Won't They?

Debate on whether new gTLDs will increase abuse on the Internet
But without a benchmark, how can you tell?

How safe is it today?

NamespaceRQualityd@ndex?

Levels®ffAbuse@oncern Colors Results
(NQl)¥alues
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What is the NQI Distribution of the Internet

Namespace Quality Index Rating of Total Domains (257M)

Excellent
4%
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NameSentry 2013 Abuse Trend Analysis
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The Internet as a whole? “exercise caution” (NQI of 4,000)
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NameSentry implements GAC recommendations

2. Mitigating abusive activity—Registry operators will ensure that terms of use for registrants
include prohibitions against the distribution of malware, operation of botnets, phishing, piracy,
trademark or copyright infringement, fraudulent or deceptive practices, counterfeiting or
otherwise engaging in activity contrary to applicable law.

Enables TLD registry to detect And get as much info about it as soon
Step 1 abusive registrations right away Step 2 as possible

NameSentry™ by Architelos

NameSentry™ by Architelos  Fazsa 5 June, 2013

COM Anti-Abuse Portal themoviebrats.com Abuse Report

m SURBL 5 Internet Identity
lome . P
Home Abuse Type: Ph iShing Download GSV SRR Listed on: malware/phishing list -
Abuse Types T Detected: 2013-06-05 21:38 UTC *
Malware Domain List
Malware 1 L. 207 Phishing
Phishing Spam Spyeye Tracker -
Spam X —
[Py Domain Type Listings  Registrar IP Target Date Il\.’:aT:n‘et'gllT:ues MalwareURL
Manage Queues Detected Ftepoﬁs Zeus Tracker -
Reports -
S . e Intelligence
Intelligence ttmaical.com phishing SURBL  — No record - 2013-06-05 Ademin PalevoTracker
Ad detected 21:38 UTC N -
o ecte My account Earliest Date Detected:
ly account
Log out URL: ttmaicai.com s 2013-06-05 21:38 UTC Spamhaus
Actions IP address: -
themoviebrats.com phishing  SURBL — Mo record — 2013-06-05 Report to N rd detected
detected 21:38 UTC regi;:rar o record detecte
URL: themoviebrats.com * Nete: Date detected represents time reported by data source (if available), OR time received by NameSentry.
solinger-trading.com phishing SURBL - No record - 2013-06-05 Whois
detected 21:36 UTC

Whois Server Version 2.0

URL: solinger-trading.com Domain names in the .com and .net domains can now be registered

with many differ’ent competing registrars. Go to http://www.internic.net
shopmizzou.com phishing SURBL - No record - 2013-06-05 for detailed information.
detected 21:35 UTC Domain Name: THEMOVIEBRATS.COM
LG MGG it
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Security checks— While respecting privacy and confidentiality, Registry operators will
periodically conduct a technical analysis to assess whether domains in its gTLD are being used to
perpetrate security threats, such as pharming, phishing, malware, and botnets.
operator identifies security risks that pose an actual risk of harm, Registry operator will notify
the relevant registrar and, if the registrar does not take immediate action, suspend the domain

name until the matter is resolved.

If Registry

5 June, 2013

NameSentry™ by Architelos
Home Mame:
Abuse Types

Malware
Phishing From:
Spam
IP Monitoring Subject:
Manage Queues
Reports
Intelligence Motification
Admin Template
My account
Log out

malware

notification

NameSentry Team
Malware abuse report % %DOMAIN

Registrar:

The .% % TLD% % registry is alerting you to reported abusive
activity on a domain sponsored at your registrar. Details and
WHOIS data are below. Please investigate promptly and take
appropriate action.

DOMAIN: % %DOMAINSG %
ABUSE(S): %%ABUSEY%%
URL(S): %% URL% %
DETAILS(S): %%DETAILS% %
Listed by: % %SOURCE% %

We suggest that maliciously registered domains be suspended. If
you provide Web hosting for this domain, please remove the
malware immediately. If you believe the domain may be
compromised or hacked, please contact your registrant with the
details, so that the problem may be addressed by the registrant
and his/her hosting provider.
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Legend

% %DOMAIN% %

% %ABUSE% %

% %URL% %

% %DETAILS% %

%% SOURCE% %

%% TLD% %

% %EMAIL% %

%% TARGET% %

NameSentry Automates registrar

The Domain being reported

The type of Abuse may be multiple
URL of the abuse reported

Details of abuse report

The source from where the report came
from

The TLD of the abuse report
Email address to reply to

Phishing target of abuse
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4. Documentation—Registry operators will maintain statistical reports that provide the number of
inaccurate WHOIS records or security threats identified and actions taken as a result of its
periodic WHOIS and security checks. Registry operators will maintain these reports for the
agreed contracted period and provide them to ICANN upon request in connection with

contractual obligations.

NameSentry keeps audit records of all security threats identified and actions
taken by the registry as a result

6. Consequences — Consistent with applicable law and any related procedures, registry operators
shall ensure that there are real and immediate consequences for the demonstrated provision of
false WHOIS information and violations of the requirement that the domain name should not be
used in breach of applicable law; these consequences should include suspension of the domain
name.

NameSentry automates mitigation workflows including and up to take down
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Key Messages

Overall market slowing before new gTLDs

Registry, Registrar & Contract Holder business models changing
DNS value chain economics shifting

One major success can change the industry

Abuse on the Internet benchmarked with NQI

GAC safeguards can be implemented
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Architelos GAC Workshop
Thursday July 18
9:00 to 11:00AM
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