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More than 180 countries and 100 million volunteers



Red Cross and Red Crescent Movement

• The American National Red Cross is a non‐profit 
organization and one of the 186 member national 
societies of the International Federation of Red Cross 
and Red Crescent Societies

• The Red Cross and Red Crescent movement  is the 
world's largest humanitarian organization that 
provides assistance without discrimination as to 
nationality, race, religious beliefs, class or political 
opinions.  







Each year we train some 10 million people.



Earthquake in China



http://ehl.redcross.org/



Social Media tools offer an unprecedented opportunity to 
empower our supporters. 

To prevent. To prepare. To respond. To donate blood. To volunteer. 
To share. To meet each other.  To raise money. 



FamilyLinks.icrc.org



Redcross.org



Use of the red cross and red crescent emblems, use of “red cross” 
and of other distinctive signs and signals is strictly governed by the 
1949 Geneva Conventions and their two Additional Protocols of 
1977. 

Since 1905, the “American Red Cross” name has been protected by 
statute in the United States, now codified as 18 U.S.C. §§ 706 and 
917.  It is a federal crime for anyone to falsely or fraudulently 
solicit or collect money for the American Red Cross.

The American Red Cross has developed and continues to 
maintain a strong program to combat fundraising fraud.



The American Red Cross vigilantly investigates 
instances or allegations of fraudulent solicitation, 

and, if necessary, seeks prosecution.
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The American Red Cross vigilantly investigates 
instances or allegations of fraudulent solicitation, and, 

if necessary, seeks prosecution.
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1.We monitor the Internet to find fraudulent 
websites.  

2.We issue cease and desist letters to third 
parties who are inappropriately or fraudulently 
using the Red Cross emblem or name in web 
sites, emails or other correspondence.

3.We investigate complaints about suspicious 
fundraising campaigns.



Types of Abuse
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Unauthorized registration of domain names that contain 
“Red Cross” that divert the public from our legitimate 
websites in the form of cyber squatting, typo squatting 
and domain kiting.

Unauthorized websites that suggest affiliation between 
site owner and Red Cross to advertise a fundraising 
promotion or activity, such as the use of Red Cross 
name to attempt to legitimize fraudulent or unapproved 
activities.



Examples
Haiti Related Abuse:
• Haitiredcross.com
• Haiti-redcross.org
• Redcrosshaiti-com
Other Disaster Related Examples:
• Hurricane Gustav (2008) more than 172 domains in 

the first 24 hours
• Hurricane Ike (2008) more than 68 domains 

registered in the first 24 hours
• Hurricane Katrina (2005) hundreds of domains 

registered within wake of disaster



Other Types of Abuse
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•Spam emails to public from what appears to be 
legitimate “Red Cross” or “ICRC” email 
addresses

•Emails asking public for donations to be sent to 
Red Cross via a fraudulent website

•Emails asking public to “support” the Red Cross 
by purchasing unapproved or unaffiliated 
products



Challenges

• Prioritizing incidents – type of fraud and  
parties involved  

• Investigating incidents – resources to 
perform necessary investigation while 
balancing timing and funding concerns

• Identifying the source of the attack/problem
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• Access to actor’s contact information – The 
need to efficiently navigate the DNS to contact 
the registrant about the domain name.
– Accuracy of available Whois information 
– Navigating private/proxy registration hurdles 
under short time schedule with limited resources

• Escalating incidents with limited resources
• Communication barriers

Challenges



“…reduced public confidence in the integrity of online 
donation sites could reduce the ability of the American 
Red Cross, and similar organisations, to use the 
Internet to raise funds quickly and efficiently help 
disaster victims and respond to emergencies."

American Red Cross’ comments to ICANN 
related to fraud incidents in the aftermath of 
Hurricane Katrina - August, 2005). 

We Need Help From the 
ICANN Community
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