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Business case for�
collaboration in security 



DNS Background�

•  Growing risks to DNS security and 
resiliency 

 Emergence of Conficker; growing domain 
hijacking 

•  Community calls for systemic DNS security 
planning and response 



Key Constituency 

•  the 2009 Global DNS Security, Stability and 
Resiliency Symposium pointed out that: 

•  “...resource constrained organizations have 
difficulty establishing networks of professionals to 
reach out and solicit information from. An 
organization will instinctively turn to its 
professional network, either in reaction to an event/
incident or for proactive assistance. It is imperative 
that organizations know where to begin 
establishing their networks.” 



Capacity gap analysis �
** Private/selective groups are excluded from the list ** 



Mission of DNS CERT�

“Ensure DNS operators and supporting 
organizations have a security coordina-
tion center with sufficient expertise and 
resources to enable timely and efficient 
response to threats to the security, 
stability and resiliency of the DNS”�



Goals�

•  Validated need for standing collaborative 
response capability for systemic threats/risks  

 Full-time/global; serve all stakeholders especially less 
resourced operators – ensure bridge to existing security 
organizations and resources 

•  Fostering situational awareness; incident 
response assistance /coordination 



Participation and feedback�

•  DNS CERT must respond to constituency 

•  Participation by key constituents 

  Adds capability to CERT 

  Extends its geographic reach 

  Ensure resource constrained operators needs 
are met 

•  Need your input on requirements 



Way Forward 

•  Seek community feedback 

 Session scheduled for Nairobi meeting 
(Monday 1400- Consultation on Security 
Strategic Initiatives Paper) 

 Public review 

•  http://icann.org/en/public-comment/#dns-cert 


