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Objectives

Study the correlation between the
publication of WHOIS data and delivery of
spam to emall addresses accessible via
WHOIS
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How Do Spammers obtain
email addresses?

« Spammers harvest email addresses from many
sources...
— Web sites (via spambots)

— Usenet, news groups, social networks, IRCs, and
mailing lists

— Email client Address books (via worms & viruses)

— Directory Harvest Attacks

— List Merchants

e |s the WHOIS service another source for
spammers?
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Can registries and registrars help mitigate
automated email address collection?

* Registries and registrars offer services to protect
registrant email addresses from automated
collection via query-based WHOIS services

— CAPTCHA
— Rate limiting BRER!
— Anti-scripting techniques Enter Access Code:

— Other measures |

VERIFY CODE |

« SSAC calls these measures Protected-WHOIS
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Can registries and registrars help mitigate
abuses of emall addresses?

ICANN. the international governing body for domain names, requires every Registrar to maintain a publicly

° Reg ISt rl e S a n d re g IStra rS Offe r accessible "WHOIS™ database displaying all contact information for all domain names registered.
Se rV| Ces to p rote C‘t aval Ia b I e E}B{gpgglse_:s..lsnshsr? Egnti]tnvlisvgpsrg;c{gezd?guag}ns-grgrp;]tl:.Hametown AZ 35000, His hame phone is

= 'With a puhblic registration, John's personal information is available for anyone to see.

ema II add reSSGS from d ISpIay = \With a private registration, John's persanal infarmation is shielded from public display, and a private
email address allows John to cantrol who reaches him.
and abuses

. ~ Public Private
—_ E mal | a d d ress Registration WHOIS Listing Registration WHOIS Listing

Registrant: Registrant:

I I Jahn Srmith Ciomaing By Proxy, Inc.
SUbStItUtlon 1234 Elm Strest ComainzByProx.cam
. . Hometown, A2 24000 15111 M. Hayden Road Suite 160/PMB 353
— Spam and ant|V|rus Registered through: Domains Priced Right™ Scottsdale, AZ 85260
. . Domain Mame: ProxiedDomain.com Reaqistered through: Domains Priced Right™
fl Ite rl n Created on: 15-Oct-02 Damain Mame: ProxiedDomain.com
g Expires an: 18-0ct03 Created an: 18-0ct-02
Last Updated on; 17-0ct-02 Expires on: 15-Cct03
) C Administrative Comtact: Last Updated on: 17-0ct-02
UStomer Chooses to have a a Jaohin Srmith Administrative Contact:
H johnE@ProxiedDomain.com Comains By Proxy, Inc.
3rd pa rty I|Sted aS the 1234 Elm Street ProxiedDomain.com@DomainsByProxy.com
. Hometown, AZ 85000 DomainsByProxy.com
reg |Strant O‘ther CUStOmerS (4800 555-5555 15111 N. Hayden Road Suite 160/PMB 353
. ’ . . Technical Contact: Scottsdale, AZ 85260
Jahin Srmith {480) 624-2599
Obtaln a fo rwa rd I ng emall johng@ProxiedDomain.com Technical Contact:
1234 Elm Strest Comains By Proxy, Inc.
add reSS Hometown, &7 82000 ProxiedDomain.com@DomainsByProxy.com
(480) 555-55455 DomainsByProxy.com

« SSAC calls such measures G e S LRTIERR

(480 624-2599

Delegated-WHOIS Close

WHOIS and Spam 3)



Objectives

. Do spammers and data harvesters collect email addresses from
domain name registration records using query-based WHOIS
services?

. Do measures to protect query-based WHOIS access from
automated collection decrease the volume of spam delivered to a
registrant?

. Do email substitution and anti-spam services provided by
registrars decrease the volume of spam delivered to a registrant?

. Does the combination of measures described in (2) and (3) result
in a decrease the volume of spam delivered to a registrant?

. Do spammers favor one Top Level Domain over others?
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Methodology

Register domain names in 4 TLDs:
— COM, DE, INFO, ORG

|ldentify and publish email addresses in WHOIS
— Avoid name bias in selecting email addresses

Keep email addresses “off the radar”
— Do not publish or use addresses in any form or forum

Experiment! Monitor email received at these

addresses under different conditions
— The only publicly accessible record containing email
addresses is the domain name registration records,

SO0 any messages delivered to email addresses is
assumed to be unsolicited and bulk email (spam)
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Experiments

* Determine the effects on spam delivery
when Protected-WHOIS or Delegated-
WHOIS is used and when both services

are used together

 Track emall that arrives:

— Specifically to the email address published in
the registration record

— To any other email addresses under the
registered domain name
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Case #1: Protected-WHOIS and
Delegated-WHOIS used

Delegated-WHOIS Feb - May
Used 2007

Protected-WHOIS Used (90 days)

N

RandomlyChosenName1.ORG
RandomlyChosenName1.DE
RandomlyChosenName2.ORG
RandomlyChosenName2.DE
RandomlyChosenName3.0RG
RandomlyChosenName3.DE
RandomlyChosenName4.0ORG
RandomlyChosenName4.DE
RandomlyChosenName5.0RG
RandomlyChosenName5.DE

AN W W oKL NN OO
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Case #2: Protected-WHOIS used,
No Delegated-WHOIS

No Delegated-WHOIS Feb - May
Protected-WHOIS Used 2007
(90 days)
RandomlyChosenName6.ORG 80
RandomlyChosenName6.DE 38
RandomlyChosenName7.0RG 230
RandomlyChosenName7.DE 23
RandomlyChosenName8.0RG 322
RandomlyChosenName8.DE 54
RandomlyChosenName9.0RG 1220
RandomlyChosenName9.DE 403
RandomlyChosenName10.0RG 384
RandomlyChosenName10.DE 125
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Case #3. Delegated-WHOIS used,
No Protected-WHOIS

Delegated-WHOIS used, Feb - May
No Protected-WHOIS 2007
(90 days)

RandomlyChosenName1.INFO |8

RandomlyChosenName1.COM | 37
RandomlyChosenName2.INFO | 39
RandomlyChosenName2.COM | 75
RandomlyChosenName3.INFO | 18
RandomlyChosenName3.COM | 54
RandomlyChosenName4.INFO | 5

RandomlyChosenName4.COM | 11
RandomlyChosenName5.INFO | 14
RandomlyChosenName5.COM | 23
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Case #4: Neither Protected-WHOIS nor
Delegated-WHOIS used

No Delegated-WHOIS Feb - May
Used 2007
No Protected-WHOIS (90 days)
used
RandomlyChosenName6.INFO 11700
RandomlyChosenName6.COM 57870
RandomlyChosenName7.INFO 3870
RandomlyChosenName7.COM 40770
RandomlyChosenName8.INFO 4590
RandomlyChosenName8.COM 28890
RandomlyChosenName9.INFO 36270
RandomlyChosenName9.COM 76500
RandomlyChosenName10.INFO 1710
RandomlyChosenName10.COM 16200
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Comparison of Results

Spam Over Three Months

100,000

10,000

100

10

Delegation

No Delegation
No Protection

Protection

For an email address that is not

published anywhere other than the
WHOIS

— When protected-WHOIS is used, it
is possible to achieve two orders
of magnitude reduction in the
amount of spam delivered

— When Delegated-WHOIS is used,
it is possible to achieve three
orders of magnitude reduction in
the amount of spam delivered

— When Protected-WHOIS and
Delegated-WHOIS are used, it is
possible to achieve close to four
orders of magnitude reduction in
the amount of spam delivered
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Registrar Experiments

* Is the size and business model of registrars
IS a factor in registrants receiving spam
email?

— Worth considering?
— Limited sample size study performed by SSAC
— Preliminary results not conclusive
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Findings

The appearance of email addresses in responses to WHOIS
queries virtually assures that spam will be delivered to these emaill
addresses.

For an email address that is not published anywhere other than
the WHOIS, when Protected-WHOIS or Delegated-WHOIS
services are used, the volume of spam delivered to recipients in
domains is significantly reduced. The greatest reduction in the
delivery of spam is realized when both protective measures
are applied.

Of the two forms of preventative measures registrants can obtain
through registries and registrars, the Delegated-WHOIS is more
effective than Protected-WHOIS.
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Findings

With respect to the choice of TLD
4. The TLD itself does not appear to matter

— Four TLDs were studied
— .COM names received more spam than other TLDs
— .DE names received fewer spam than other TLDs

« SSAC speculates that this could be because .DE
zone file is not easily accessible

WHOIS and Spam 16



Conclusions

Registries and registrars that
implement anti-abuse measures
such as rate-limiting, CAPTCHA
and similar measures can protect
WHOIS data from automated
collection.

Anti-spam measures provided
with domain name registration
services are effective in
protecting email addresses not
published anywhere other than
the WHOIS from spam.

The appearance of email
addresses in responses to
WHOIS queries will very likely
cause spam to be delivered to
these email addresses.

4.

The combination of protected-WHOIS
and Delegated-WHOIS services as
defined in this presentation is the most
effective way to prevent the WHOIS
service being used as a source of
email addresses for spammers.

SSAC recommends further studies to
investigate whether spammers are
more likely to target

e (Certain TLDs over other TLDs

e Large registrars than small for
email address collection

» Registrars having a reseller or
retail business model.
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