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Closed Testbed (http://www.dnssec.my)

Duration 315t March — 315t October 2009
Zones .my .net.my

IANA Joined since 23" May 2009
DNSSEC Testbed

Note *First phase of implementation of

myDNSSEC Project

*Separated system from .my registry
system

*Only available for invited participants

Internet Identity for All
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e Raise awareness on DNSSEC technology

* Anticipate potential deployment issues

* Form “Best-Practices” Policies, especially with regards to Key
Management

* Gather feedback from participants for improvement of .my
DOMAIN REGISTRY DNSSEC-enabled Registry System

 Create and sustain deeper cooperation with operators of
authoritative DNS server and cache DNS server
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"MyDNSSEC Closeo
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 IANA DNSSEC
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estbed Hie

. (root) 1 Test Bed root server
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drcny

RESULT:

; (1 server found)

my -
my -

b_net.my.-
b.net.my.

77 global options: printcemd

3271
3271
3z71
3271
3271
3271

dig @152.228.180.211 b.net.my

IH
IH
IH
IN
IH
IH

+trace +multiline

NS
NS
NS
N3
N3
N5

77 Beceiwved 150 bytes from 1892 _ZZ8

172800 IN
172800 IN

77 Received 153 bytes from 204.¢l1.

; =<¥» DiE 5.3.4-P1 <«<>» @192 _Z2Z8.180.211 b_.net.my +trace +tmultiline

pch-test_iana._org-

ns.iana.org-

test4 _dyntld_net_iana._org.
test3.dyntld.net.iana.org.
testl_dyntld net.iana.ocrg.
testZ.dyntld.net.iana.org.
-180.211§53(1%2_228.180.211) in 0 ms

NS b.dnssec.my.
NS a._dnssec.my.
216.37§53 (pch-test.iana.org) in 2Z3€ ms

172800 IN NS nsl_dnshost_my.
172800 IN NS nsZ._dnshost.my.

77 Received 70 bytes from 2001:328:1000:1::210£53(b.dnssec.my) in 4 ms
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dig B@15%2_228.180_.211 b_.net.my +dnssec +mumltiline

; =<»» DiE 9.3_.4-P1 <=<»» @192 _Z2Z8.1830_.211 b.net._my +dnssec +mltiline

7 {1 server found)

77 global options: printcmd

77 Fot answer:

77 —¥*HEADER<<—- popcode: QUERY, status: NOERROER, id: 8257

77 flags: gr rvd ra =ad; QUERY: 1, AMNSWER: Z, AUTHORITY: 3, ADDITICMAL: 1

;7 DOPT PSEUDDSECTICN:

7 EDNS: wersion: 0, flags: do; udp: 40%&
;7 QUESTICH SECTICON:

iBonet _my. IN &

;7 BNSWER SECTICH:

b_net.my. 43 IN A Z18_.208.1153_%8

b.net.my. 43 IN BRRSIG &2 5 3 &0 Z01001250304253 |
Z00910Z7030425% 57135 b.net_my.
T/ 3NEQR0HExaTEeMToHeDpS1 £2 FhmY cvHewD+HcExN
wERIZLERISTt4RwIErP3FHAQCvEFELY 0gtEboRNEgi ko cE
E/gZment+wemnmERUECRcd rjMroigjEwcMvwEZh £3EMET.
BTh3riln7zEIM7iv/ h/angzC73cTol ZwNIglM= |

;7 BRUTHORITY SECTICH:

b.net._my. 172783 IN N5 nsi.dnshost.my.-
b_net_my. 172783 IN N5 ns3l _dnshost._my-
b.net.my. 43 IN RRSIG N5 5 3 o0 Z01001z25030423 |

20091027030425 57135 b.net._my.
nxixfBkgiMoSwaw TEEdHMOERTO S JTINZV1pYwgyJ=WOES3
J2FzgevbISFCeCUp,/ gt JF4Md4dEVASsU+HQTel fpwldgep
vb3orsvd4Ib/di QPAUZemtqg/CeVglRTAUGOULEi3Wkz]
ITZeTwptP0mpWH4dgR T ZPrDEZ ANOvDU ek S JUHCH = |

;s Puery time: 0 msec

;; SEBVER: 1892 _Z228.180.Z211§53({192_228_.180.211)
77 WHEM: Tue Oct 27 13:24:50 2005

77 MS5G BIZE rcwd: 433
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B ; DOMAIN REGISTRY

Participants Categories Total Participants Total Domain Registered
.my Resellers 1 0
Academic 1 1
APTLD Member 7 (Korea, Mongolia, 4

China, Singapore, Hong
Kong, Sweden, Austria)

Government agency 4 2
Internet Service Provider (ISP) 2 1
Non-profit organization (NPO) 2 0
Others 1 0
Private sector 5 5
Statutory Body 1 0
TOTAL: 24 14
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Next?s —————

Closed Testbed Public Testbed ZI
Duration 315t March — 31+t Expected launch date :
October 2009 December, 2009
Zones .my .net.my All zones
IANA Joined since 23" May Will continue participation
Testbed 2009
Note *First phase of *Second phase of
myDNSSEC myDNSSEC
implementation plan implementation plan
*Separated system from | *Adopt .my registry system
.my registry system and process flow
*Only available for *Open for all users or public
invited participants to test
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s Next? : Pu

Plain | —
= /ﬂf?
B zone - = KSK/ZSK k.
s = - Secure connection =
T = signner.dnssec.my keygen.dnssec.my
Dsset
5 File
%, _>, signed
Web 9 zone

N\
x.dnssec.my E Hidden NS — y.dnssec.my

i.dnssec.my |- e j.dnssec.my
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Closed Testbed | Public Trial (and

SVEIELY
Production)
Key Type KSK, ZSK KSK', ZSK
Key Algorithm RSA-SHA1/ RSA-SHA1/
RSA-SHA256 RSA-SHA256
Key Length (KSK) 2048 bits 2048 bits
Key Length (ZSK) 1024 bits 1024 bits
Key Generation Tools Bind Command  ZKT
Signing Tools Bind Command  ZKT
Zones .my and .net.my All zones
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Key Size |Algorithm |[Scheme Period Rollover
(bits) (month) (time/year)
1024 RSA/SHA1 |Pre-publish |3 4
KSK
Key Size |Algorithm |Scheme Period Rollover
(bits) (month) (time/year)
2048 RSA/SHA1 |Double 12 1

Signature

Note: Subject to further consultation and discussions with our regulator and

relevant stakeholders
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DOMAIN REGISTRY

NSEC, RSASHA1

Size Size Different | Time No of Domain

Before(Bytes) | After(Bytes) (Kb) Taken Domain Signed
.my 1030900 6852120 5684.79 45s 16957 5
.com.my 3942355 26525365 22053.72) 2m36s 63582 5
.net.my 125355 842001 699.85 5s 1990 5
.org.my 124926 848674 706.79 5s 2037 5
.gov.my 87451 532056 434.18 3s 1206 5
.edu.my 96101 606213 498.16 3s 1401 5
.mil.my 967 6313 5.22 <1s 5 5
.name.my 51736 227021 171.18 2s 450 5

Note: Zone File size increase around 6 times
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NSEC3,RSASHA1

Size Size Different | Time No of Domain

Before(Bytes) | After(Bytes) (Kb) Taken Domain Signed
.my 1030900 6852210 5684.87 43s 16957 5
.com.my 3942355/ 26525482 22053.83 2m34s 63582 5
.net.my 125355 842088 699.93 5s 1990 5
.org.my 124926 848796 706.90 5s 2037 5
.gov.my 87451 532118 434.25 3s 1206 5
.edu.my 96101 606234 498.18 4s 1401 5
.mil.my 967 6328 5.24 <1s 5 5
.name.my 51736 227073 171.23 2s 450 5

Note: Zone File size increase around 6 times
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More focus on:

1) Size of signed zone file (further analysis)

2) Automated child’s key retrieval process

3) Key management (i.e. key size, validity period and rollover)
analysis

4) Zone Time To Live (TTL)

5) Larger response size (> 512 bytes) and firewall limitation

6) Current bandwidth consumption and enhancement require if
any

7) Impact of signed root zone to .my’s ccTLD and downwards in
the DNS hierarchy

8) Awareness and participation of authoritative and cache DNS
server administrators

9) myDNSSEC production: expected Q4 2010
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tni@domainregistry.my
http://rnd.domainregistry.my
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