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The 10 best ways to hack a registry...

Simon McCalla
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When you consider
securing a business
against losing data, what
do you typically think
of...?
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Looks complicated to
hack...

And to be honest...it is.
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What if there was another,
much easier way of
breaking in...?
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Let’'s become a ‘hacker’ for
the next 10mins

You don’t need any
technical skills...
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1. Walk through the front
door
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2. Walk through the back
door
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3. Pick up the telephone
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See who's here Top Tweets viwa»

sunainajairath why does noone talk bout this-50 days on,Manipur's
lifeline still blocked.bengal is a worry so is naxalbari.doesnt manipur
belong to india

2 hours ago

newsdan Cumbria Police say that if you see a man driving a dark
3 grey/silver Citreon Picasso registration NDS5 ZFC then dial 999.
Whitehaven shoaoting
about 1 hour ago

==

Friends and industry peers you

KHUW- Celebrities you watch_. chris_coltrane Now THIS is cool. Someone has made a working
Businesses you frequent. Find " printer, out of a felt tip pen and some Lego men. hitp://bit.ly/9kKrma
them all on Twitter. 2 hours ago
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[ £4 .

... Voice of America was knocked offline temporarily Monda
after hackers were able to change the organisation's DNS (Dozfaain
Name. System) settings, redirecting web traffic hitting Voice of
America sites to another site controlled by the hackers...

__After it was hacked, China's top search engine company, Baidu,

sued its domain name registrar, Register.com, claiming that

hackers got into the account by pretending to be Baidu

representatives in an online chat with the registrar's tech support
end of November.”

taff. That lawsuit was quietly settled at the

S
Source: Techworld - Feb 23 2011




nominelr

4. Send someone a present
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5. Leave some USB sticks
lying around
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6. Pretend to be an
employee



nominelr

Home | About Us | Self Service Solutions | Serviced Solutions | Accessories | Case Studies | What People Say | Price Guide | Contact Us
Username: l:l Password: l:l mNE‘w user sign up | Forgotten password? é Your Basket W

You are here: Home [ Step 1- Choose Your Template = Step 2 - Design Your Card

Step 2 - Design Your Card

Hote : To select multiple objects, hold-down the CTRL key whilst clicking on the abjects using the mouse.

TandIM Card Designer

DESIGN TOOLS

(%) s () v

350 Ellis Street
Mountain View, CA 94043
. S‘ ® Phone: 650-426-3100

pr— Matt Larson
Fonr Al 7 Employee

STYLE Normal -
ALIGN Left -
COLOUR ._|

OBJECT STACKING ORDER 142-7793-0013
Wy SENDTO BACK W BRING TO FRONT

0 SEMD FURTHER ™l BRING CLOSER p % VIEW CARD FRONT SRYISUHET: N1 Yel8

[Auaum || smapToGRID GRID sizE: 15 g | 55| ADDTO BASKET *
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Standard Reader / Payp al
Writers m VISA |\ﬂ$.l : COBEET
Type Frequency || Interface || Supported Tag Types |(Image Price||Purchase
IS0 14443 AB, ISO £225 ihinin
ACG HF Serial i ke 15693, ISO 1I80=DD 3 + e
,) = -
MEz RS2 |NFe,1.CODE vAT | -
Add to Cart
13.56 ISO 14443 AB, ISO £225
ACGHF USB \d}iz USB 15693, ISO 18000-3, + '
¥ NFC. 1-CODE vat|| View Cart
| I [EM4x02 I |
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7. Get a job as a cleaner
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CERBERUg +44 (0)870 351 2486

info@spyonyou.co.uk

Home Products My Account Contact Us Cerberus Blog Links

Spyonyou.co.uk was created by Cerberus Investigations to offer the _

Sp}TOIlYO u best covert surveillance and privacy protection tools. Our products will
.co.uk be THE SPY on you!

4+ Welcometo SpyOnYou.couk = Products  Computer Surveillance = USE Keystroke Recorder - Keylogger

USB Keystroke Recorder -

Kevl Shopping Cart
eviogaer
y gg Cart empty
Made by KeeLog
Other items by KeeLog 0 items
£0.00

£40.84
» View cart

» Checkout
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8. Login to their WiFi
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9. Steal their equipment
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10. ....0h ok, now let’s try
some traditional hacking
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What can we do to prevent
this from happening?
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Review and make some common-
sense changes to your security
arrangements

Train your staff to recognise and
deal with social-engineering attacks

Test yourselves

Pay someone to try and hack you
using these methods

Learn from the experience, be
prepared to change: don’t be proud
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What did Nominet learn
from doing this?
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Need to undergo this exercise with
sensitivity and care

Bring your staff along with you:
explain everything

Make the exercises challenging and
fun

Do it repeatedly - keep people on
their guard
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Thank You.



