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Abst ract

Thi s docunment describes a protocol for the registration and
managenment of second | evel dommin nanes and associ ated nane servers
in both generic Top Level Domains (gTLDs) and country code Top Leve
Domai ns (ccTLDs). This protocol was devel oped by the Network

Sol utions Registry for use within the Shared Regi stration System and
i s being published "as-is" to docunent the protocol inplenentation
devel oped by the Network Solutions, Inc. Registry.

I nternet domain name registration typically involves three entities:
a registrant who wi shes to register a domain nane, a registrar who
provi des services to the registrant, and a registry that provides
services to the registrar while serving as the authoritative
repository of all functional information required to resolve nanes
registered in the registry's TLDs. This docunent describes a
protocol for registry-registrar comrunication only. The protoco
does not provide any registrant services.

Thi s docunment is being discussed on the "rrp" mailing list. To join
the list, send a nessage to <maj ordonmo@\SI Regi stry.conm> with the
words "subscribe rrp” in the body of the message. There is also a web
site for the mailing list archives at

<http://ww. NSI Regi stry.net/maillist/rrp>.

Conventions Used In This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD"', "SHOULD NOT", "RECOVMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ MUSTSHOULD]. Further
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the term"inplicit attribute"” refers to an entity attribute whose
value is derived either fromanother attribute or is dependent on an
est abl i shed RRP session.

In exanples, "C. " represents lines sent by the registrar client and
"S:" represents |lines sent by the registry server.

The term "Systent is used in this docunent to collectively refer to
this protocol and the software and hardware that inplenents the
pr ot ocol
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1

I nt roducti on

Thi s docunment describes the specifications for the NSI Registry

Regi strar Protocol (RRP) version 1.1.0, a TCP-based, 7-bit US-ASCI
text protocol that permts nultiple registrars to provide second

| evel Internet donmin name registration services in the top |eve
domains (TLDs) admi nistered by a TLD registry. RRP is specified using
Augnent ed Backus- Nauer Form (ABNF) as described in [ABNF]. Note that
all ABNF string literals are case-insensitive and the exanpl es
provided in this docunent may use m xed case to inprove readability.

RRP was devel oped by the Network Solutions, Inc. Registry under the
auspi ces of the Shared Registration System program The protocol was
initially deployed in April 1999 as part of a test bed inplenmentation
of the Shared Registration Systemwith five registrars. Additiona
regi strars began using the protocol in July 1999. The operationa
experi ences of both the registry and the registrars identified
several "lessons |earned" which have been docunented here as "Known

| ssues".

Thi s docunent provides both a description of a protocol and notice of
| earned operational issues that may be useful as first steps in

devel opi ng a standards track domain registration services protocol
Thi s docunment and the protocol it describes my be nodified in the
future based on continued operational experience and comunity
reaction.

The registry stores information about registered domai n nanes and
associ ated name servers. A dommin nane's data includes its name, nane
servers, registrar, registration expiration date, and status. A nane
server's data includes its server nane, |P addresses, and registrar

A registrar MAY performthe follow ng registration service procedures
usi ng RRP:

- Determine if a domain nane has been regi stered.

- Regi ster a domai n nane.

- Renew the registration of a donain nane.

- Cancel the registration of a domain nane.

- Update the name servers of a domain nane.

- Transfer a domain nane from another registrar

- Examine the status of domain names that the registrar has
regi stered.

- Modify the status of domain names that the registrar has
regi stered.

- Determine if a nane server has been registered.

- Register a nane server.

- Update the I P addresses of a nanme server.
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- Delete a name server.
- Examine the status of nane servers that the registrar has
regi stered.

All RRP conmands include features to provide idenpotency. That is,
the effect of each command is the same if the command is executed
once or if the command is executed nultiple tines. This property is
extremely useful in situations when a command is retried due to an
error condition that results in a m ssed conmand response and a

command retry is attenpted. Conmand retries will be caught by the
System and rejected with an appropriate error response code. Conmand
paranmeters that do not provide idenpotency will be explained fully as

part of the appropriate command descri ption.
2. Security Services

RRP provi des only basic password-based registrar authentication
services. Additional security services, including privacy and

regi strar authentication using public key cryptography, are provided
t hrough other System features.

2.1 Connection Security

Each RRP session MJST be encrypted using the Secure Socket Layer
(SSL) v3.0 protocol as specified in [SSL]. SSL provides privacy
services that reduce the risk of inadvertent disclosure of

regi strar-sensitive informati on, such as the registrar's user

i dentifier and password.

SSL supports nutual authentication of both the client and server
using signed digital certificates. The Shared Regi stration System

i mpl emented by the NSI Registry requires digital certificates issued
by a comrercial certification authority for both registrar clients
and public registry RRP servers. Both the registrar client and the
public registry RRP server are authenticated when establishing an SSL
connection. Further, a registrar MJUST be authenticated when
establishing an RRP connection via the RRP SESSI ON conmand by
providing a registrar user identifier and password known only to the
regi strar and the System Registrars nmay change their session
password at any tinme using the RRP SESSI ON comand.

The SSL protocol is not an | ETF Standards Track protocol. The

Transport Layer Security protocol, specified in [TLS], is a Standards
Track protocol that provides SSL v3.0 conpatibility features.
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2.2 System Data Security

The System stores information about the registered domai n nanes and
their nane servers. Only the current registrar of a registered
domain nane is authorized to query it, update its name servers, and
cancel or renewit. Any registrar can request a transfer of a domain
nanme and its associ ated nanme servers from another registrar to the
requesting registrar. Only the current sponsoring registrar can
receive and explicitly approve or reject domain transfer requests.

Only a nane server's registrar can query, update, and delete it. In

general, nanme servers nust be registered through the current

regi strar of the nane server's parent donmin nanme, though an

i mpl ementati on MAY all ow use of nane servers registered in other TLDs
wi t hout specifying | P addresses or requiring parent donmin

regi stration. Use of ccTLD nanme servers for a gTLD domain nane is one
such exanpl e

Name servers are inplicitly transferred by the System when their
parent donmain nane is transferred. In addition, a nanme server cannot
be deleted if it is hosting domain nanes.

3. Connection Model

| ANA has assigned TCP port 648 for RRP use. Al RRP inplenentations
MUST provi de RRP services over SSL on TCP port 648. An RRP server
MJUST return a banner in the following format to confirmthat a
connection has been established:

<regi stry name> RRP Server version <version><crlf>
<server build date and tinme><crlf>

Each line ends with carriage return and Iine feed characters. The
server build date and tine string includes the day, nonth, date, tinme
(specified in hours, mnutes, and seconds), the local tinme zone, and
the four-digit year. A dot (".") in colum one on a line by itself
mar ks the end of banner text.

Exanpl e

A registrar successfully establishes a connection with the NSI
Regi stry on TCP port 648:

S:NSI RRP Server version 1.1.0

S: Mbn Cct 25 20:20: 34 EDT 1999
S:.
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4. Protocol Description

A typical RRP session will go through a nunber of states during its
lifetime. Figure 1 illustrates the possible states of an RRP server.

Initially, the server waits for a client connection and
aut hentication (PRE). All client connections MJST be authenti cated.

v
R + Ti meout
| Waiting for I +
Aut hentication Succeeded | Client |
e | Authentication | Authentication
| | ( PRE) | ----- + Failed
| R R RREEEREEEEE o |
I I I
\% \% |
Fomem - + Succeeded R +
|Vaiting for|<----------------- | Waiting for [ |
| Command |---------- + | Aut hentication Retry|
| (WFC) | Timeout | | (WFR) |
TS —— + | oo e o o + |
" I I I I
| | | Ti meout | | Failed
Request V | Response | | |
R + | \% \% \%
| Executing | | R +
| Command | Fome - >| Di sconnect ed
| (EXE) e >| (Di'S) |
S + QU T o e e e e a o +

Figure 1. RRP Server Finite State Machi ne

If the authentication fails, the server gives the client another
chance to identify itself (WR). If the authentication fails again,
the server disconnects (DIS). O herw se, the server waits for a
request fromthe client (WFC). Upon receiving a request, the server
executes it and responds to the client with the result (EXE). The
server then waits again for another request fromthe client (WFC). If
the client sends a QU T conmand, the server ends the session and

di sconnects (DIS). To keep its state in sync with that of the server,
the client SHOULD wait for a response fromthe server before sending
anot her request on the sanme connection. The follow ng table

summari zes these states:
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PRE Waiting for client connection and authentication
WFR Waiting for authentication retry

WFC Waiting for a command from an authenticated client
EXE Executing a comand

D S Di sconnect ed

The WFR and WFC states MAY tine out. An inplenmentati on SHOULD defi ne
inactivity tineout periods for these states based on Systemspecific
factors, including (but not limted to) resource availability and
security risk. In the absence of other factors, a default tineout
period of 10 m nutes SHOULD be used. The server MAY di sconnect if the
server is in one of these states and no nessage is received fromthe
client during the tineout period.

4.1 Request Format

An RRP request nominally consists of a command nanme, an entity bl ock
command options, and an end-of-command delinmter. Conmmand options and
entity blocks collectively define conmand parameters and their
specification is order independent; exanples provided in this
docunent specify entity bl ocks before command options.

CommandNane [EntityBl ock] [ ComandOpti ons] EndOf Cormand

A conmand nane specifies the type of an RRP request. A conmmand is a
word or abbreviation termi nated by a carriage-return |inefeed (crlf)
sequence.

CommandNanme<cr | f >

An entity block specifies the data in an RRP request. It consists of
attri bute name-val ue pairs specifying the entity and all of the
attributes of the entity. Each attribute name-value pair starts with
the attribute nane, followed by a colon, the attribute value, and is
finally term nated by a carriage-return |inefeed sequence. Entity

bl ocks are optional for some requests.

entityNane: entityVal ue<crl f>
attri buteNane: attri but eVal ue<crl f >

Command options specify control paraneters for an RRP request. A
command option starts with a dash, followed by the option nane, a
colon, the option value, and is finally termi nated by a carri age-
return |inefeed sequence.

- commmandOpt i onNane: conmandOpt i onVal ue<cr | f >
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An EndOf Conmmand delimter specifies the end of an RRP request. It
consists of a dot (".") in colum one followed by a carriage-return
I i nefeed sequence.

.<crlf>
4.2 Response Format

An RRP response starts with a three-digit response code, foll owed by
a space, an ASCI| text description of the response, a carriage-return
i nefeed sequence, and zero or nore attribute name-value pair |ines.
An RRP response is termnated by a dot in colum one followed by a
carriage-return |inefeed sequence.

ResponseCode<space>r esponseDescri pti on<crl f >
[attributeNane: attri buteVal ue<crl f>]
.<crlf>

4.3 Protocol Conmands

| mpl enent ati ons of RRP commands MJST provide "all or nothing" success
and failure operation. Failed conmand executi on MJST | eave the System
in the sane state it was in before the cormand was attenpted and

fail ed.

All RRP conmmands include features to provide idenpotency. Command
features that are not idenpotent are explained fully as needed as
part of the appropriate command description

4.3.1 ADD

This command allows a registrar to register a domain name or a name
server in the System

4.3.1.1 Registering a Domain Name

The request to register a domain nane MJUST contain the follow ng
dat a:

- The "EntityName" paranmeter set to val ue "Donmin".

- Fully qualified second | evel domain nanme in the "Donmai nNane"
par anet er.

Hol | enbeck & Srivastava I nf or mat i onal [ Page 8]



RFC 2832 NSI Regi stry Regi strar Protocol May 2000

The request to register a domain nane MAY contain 1 or nore, and a
maxi mum of 13, fully qualified nanme servers hosting the donmain nane
in multiple instances of the "NaneServer" paraneter. The nane servers
MJUST have al ready been registered in the registry. Inplenentations
MAY al | ow specification of name servers associated with donains

regi stered in other TLDs. For exanple, an inplenmentation MAY all ow
use of ccTLD nane servers for gTLD domai n nane registration

The request to register a domain nane MAY contain the initia
registration period in years for the donmain being registered in a
single instance of the "Period" paranmeter. The System MUST provi de a
default initial registration period in years if the "Period"
paranmeter is not provided. The acceptable year values for the
"Period" paranmeter are inplenentation specific.

The Systemwill register the domain nane to the registrar for the
period specified by the registrar. If the registrar does not specify
a registration period, a Systemspecified default value MJST be used
for the initial registration period. If the domain nane is
successfully registered, the System MJST return the registration
expiration date in the "registration expiration date" attribute in
the response.

Aut hori zed User: All registrars MAY use the ADD conmand to register
domai n nanes.

Exanpl es

>

registrar registers a domain name without specifying nane servers:

»add<crl f>

Entit yNanme: Donai n<cr| f >

Domai nNane: exanpl e. conxcr| f >

- Period: 10<crl f>

.<crlf>

200 Command conpl eted successful l y<crlf>

regi stration expiration date:2009-09-22 10: 27: 00. O<crl| f>
:status: ACTI VE<cr | f >

.<crlf>

DROLNOOOOO
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A registrar registers a domain nane using previously-registered nane
servers:

»add<crl f>

. Enti t yName: Domai n<cr| f >

Domai nNane: exanpl e2. conxcr | f >

- Period: 10<crl f>
NaneServer:nsl. exanpl e. conxcrl f>

NameSer ver: ns2. exanpl e. conkcr| f >

.<crlf>

200 Command conpl et ed successful | y<crl f>
regi stration expiration date: 2000-09-22 10: 27: 00. O<cr| f>
:status: ACTI VE<cr | f >

.<crlf>

DROLOLOOOOOOO

4.3.1.2 Registering a Nanme Server

The request to register a name server MJST contain the follow ng
dat a:

- The "EntityName" paranmeter set to val ue "NaneServer".
- Fully qualified server name of the nane server in the "NanmeServer"
par anet er .

If the name server being registered is the child of a registered
domai n nane, the name server registration request MJST include one or
nmore, and a mexi mum of 13, nanme server | P addresses in nultiple

i nstances of the "I PAddress" parameter. Nane servers associated with
donmai ns registered in other TLDs SHOULD NOT be specified with IP
addresses to reduce the possibility of duplicating DNS NS records for
the nane servers in nultiple zone files.

The regi strar MJUST regi ster the nanme server in the System before
using it to host dommin nanes. Further, the name server MJST be

regi stered through the sanme registrar that is the current registrar
of its parent domain nane. The System MAY all ow any registrar to use
t he nane server to host dommi n names.

Aut hori zed User: All registrars MAY use the ADD conmand to register
name servers.
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Exanpl es

A registrar registers a new name server in an existing domain nane:
C: add<crl f>

C. Enti tyName: NanmeServer<crl f>

C

: NaneSer ver: nsl. exanpl e. conxcrl f>

C. | PAddress: 198.41. 1. 11<crl f>
C.<crlf>
S: 200 Command conpl et ed successful | y<crl| f>
S..<crlf>
4.3.2 CHECK

This command allows a registrar to determne if a domain name or nane
server has been registered in the System

4.3.2.1 Domai n Name Check

The request to deternmine if a domain nane is regi stered MUST contain
the foll owi ng data:

The "EntityNanme" paranmeter set to val ue "Donmain".
- Fully qualified second | evel domain name in the "Donmai nNane"
par anet er.

The System MJST provide a positive or negative response to docunent
donmai n nane availability at the nonent the command is executed.

Aut hori zed User: All registrars MAY use the CHECK conmand to
deternmine if a domai n nane has been regi stered or not.

Exanpl es

A registrar checks the availability of a domain nane in the System
C:. check<crl f>

C. Enti t yNane: Domai n<cr| f >

C:. Donmai nNane: exanpl e. conkcr | f >

C.<crlf>

S: 211 Domai n nane not avail abl e<crlf>

S:.<crlf>
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4.3.2.2 Nane Server Check

The request to deternmine if a nanme server is registered MUST contain
the foll owi ng data:

- The "EntityNanme" parameter set to val ue "NaneServer".
- Fully qualified server name in the "NanmeServer" paraneter.

The System MJST provide a positive or negative response to docunent
name server availability at the nonent the comand is executed. I|f
the nane server has been registered, the System MUST return the IP
address(es) of the nanme server.

Aut hori zed User: All registrars MAY use the CHECK conmand to
deternmine if a name server has been regi stered or not.

Exanpl es

A registrar checks the availability of a server nane in the System

C: check<crl f>
C. Enti tyName: Nanmeserver<crl f>
C. Naneserver: nsl. exanpl e. conxcrl f >
C.<crlf>
S: 213 Name server not avail abl e<crlf>
S: i pAddress: 192. 10. 10. 10<cr | f >
S..<crlf>

4.3.3 DEL

This command allows a registrar to delete (cancel the registration)
of a donmmin nane or delete a name server.

4.3.3.1 Deleting a Dormai n Nanme

The request to cancel the registration of a domain nanme MJST contain
the foll owi ng data:

- The "EntityName" paraneter set to val ue "Donmin".
- Fully qualified second | evel domain nanme in the "Donmai nNane"
par anet er .

A request to delete a domain nane SHOULD cause the deletion of al
nane servers that are children of the domain nane being del eted. The

name servers SHOULD be deleted if they are not actively hosting other

dommi ns. A dommin MUST not be deleted if it has child nane servers
hosti ng ot her donmins.
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Aut hori zed User: The current registrar of a domain name MAY use the
DEL command to delete a domain nane fromthe System

Exanpl es

A registrar deletes a domain nanme, inplicitly deleting all nane
servers registered in the domain:

C. del <crl f>
C. Enti t yNane: Domai n<cr| f >
C:. Donai nNane: exanpl e. conkcr | f >

C.<crlf>
S: 200 Command conpl et ed successful | y<crl f>
S:.<crlf>

4.3.3.2 Deleting a Nane Server
The request to delete a nane server MJST contain the foll ow ng data:

- The "EntityName" paranmeter set to val ue "NaneServer".
- Fully qualified nane of the nanme server in the "NanmeServer"
par anet er .

A name server MJST not be deleted if it is hosting domains. Deleting
such domai ns or nane servers is prohibited because their deletion
WLL result in orphaning the hosted donmi ns.

Aut hori zed User: The current registrar of a nanme server MAY use the
DEL command to delete a nane server fromthe System

Exanpl es
regi strar deletes a nanme server that is not hosting donmains:

A
C:. del <crlf>

C. Enti t yNane: NameSer ver <crl| f>

C. NaneServer:nsl.registrarA conxcrlf>
C.<crlf>

S: 200 Command conpl et ed successful | y<crl f>
S:.<crlf>
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A registrar tries to delete a nane server that is hosting domains:

C. del <crl f>

C. Enti tyName: NameSer ver<cr| f>

C. NanmeServer:nsl.regi strarA conxcrlf>

C.<crlf>

S: 532 Domain nanmes |inked with name server<crlf>
S:.<crlf>

4. 3. 4 DESCRI BE

This command allows a registrar to obtain general information about
an RRP inplenmentation. The comand MAY contain the follow ng
par anet er s:

- The "Target" parameter set to value "Protocol".

The i nplenmentation MUST return the protocol version nunber whether or
not the request contains the "Target" paraneter.

Aut hori zed User: Al registrars MAY use the DESCRI BE command.
Exanpl es
A registrar obtains general information about an RRP inplenentation

C. descri be<crl f>

C. -Target: Protocol <crl f>

C .<crlf>

S: 200 Command conpl et ed successful | y<crl f>
S: Protocol : RRP 1. 1.0<crlf>

S..<crlf>

4.3.5 MOD

This command allows a registrar to update a registered domai n name or
a nane server. The command allows the follow ng operations on an
attribute value for both single-valued and nulti-valued attributes:

- Add an attribute value. The value to be added MJUST be uni que anobng
the values of the attribute. For a single-valued attribute, it
repl aces the current val ue.

- Renpve an attribute value. The value to be renmoved MJST exi st.
Further, an attribute value cannot be renmoved if it is the only
val ue of a required attribute.

Attribute values to be renoved are identified by tagging with an "="
suf fix.

Hol | enbeck & Srivastava I nf ormati onal [ Page 14]



RFC 2832 NSI Regi stry Regi strar Protocol May 2000

4.3.5.1 Domain Moudification

The request to nodify a regi stered domain name MJST contain the
foll owi ng dat a:

- The "EntityName" paranmeter set to val ue "Donain".
- Fully qualified second | evel domain name in the "Donmai nNane"
par anet er.

The registrar can performthe follow ng update operations on the
domai n narme:

- Update the nanme servers of the domain nanme by setting one or nore
i nstances of the "NameServer" paraneter.

- Update the status of the domain nanme by setting one or nore
i nstances of the "Status" paraneter. Valid values for the "Status"
paranmeter are defined in Section 6.

Aut hori zed User: The current registrar of a domain name MAY use the
MOD command to nodify the attributes of a donmin nane.

Exanpl es

A registrar renmoves one nanme server (nsl) froma domain and adds a
new name server (ns3) to the same donuin:

C. nod<crl| f>

C. Enti t yNane: Domai n<cr| f >

C. Donai nNane: exanpl e. conkcr | f >

C. NaneServer: ns3.regi strarA. conxcrlf>
C. NaneServer:nsl.registrarA cone<crl f>

C.<crlf>
S: 200 Command conpl et ed successful ly<crlf>
S:.<crlf>

4.3.5.2 Nane Server Modification
The request to update a name server MJST contain the follow ng data:
- The "EntityNanme" parameter set to val ue "NaneServer".

- Fully qualified server name of the nane server in the "NameServer"
par anet er.
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The registrar can performthe follow ng update operations on the nane
server:

- Update the "NaneServer" attribute of the nane server. This allows a
regi strar to change the nanme of a nane server while preserving al
exi sting associ ati ons.

- Update the |IP addresses of the name server by setting one or nore
i nstances of the "I PAddress" paraneter.

Aut hori zed User: The current registrar of a nanme server MAY use the
MOD command to nodify the attributes of a donmin nane.

Exanpl es
A regi strar changes the nanme and | P address of a name server:

C: nod<crl f>

C. Enti tyNane: NameSer ver <crl| f>

C. NaneServer:nsl.registrarA conxcrlf>

C. NewNaneSer ver: ns2.regi strarA conxcrl f>
C: | PAddress: 198.42. 1. 11<crl f>

C: | PAddress: 198.41. 1. 11=<cr| f >

C.<crlf>
S: 200 Command conpl et ed successful ly<crlf>
S:.<crlf>

4.3.6 QUT

This command allows a registrar to close an RRP connection. A
response MUST be sent before closing the connection.

Aut hori zed User: All registrars MAY use the QU T comuand.
Exanpl es
A registrar ends an RRP session and closes an exi sting connecti on:

Cquit<crlf>

C.<crlf>
S: 220 Command conpl eted successfully. Server closing connection<crlf>
S:.<crlf>
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4. 3.7 RENEW

This command allows a registrar to renew a domain nane in the System
The request to renew a domain name MUST contain the foll owi ng data:

- The "EntityName" paranmeter set to val ue "Donain".
- Fully qualified second | evel domain name in the "Donmai nNane"
par anet er.

The request to renew a domain name MAY contain the renewal period in
years for the domain being renewed in a single instance of a "Period"
paranmeter and a single instance of a "Current ExpirationYear"
paranmeter. These paraneters MJST appear together if either is

speci fied, though the order in which the paraneters appear is

i nsignificant. The "Period" paraneter identifies the nunber of years
to be added to the registration. The "Current Expirati onYear"
paranmeter identifies the current expiration year, and is required to
ensure that repeated attenpts to retry this command do not result in
nmul ti pl e successful renewals. The System MJUST provi de a default
nunber of renewal years if the "Period" and "Current ExpirationYear"
paranmeters are not provided. Repeated use of this command without the
"Period" and "Current ExpirationYear" paraneters nmay result in
repeat ed successful renewal s since idenpotency is not provi ded when

t hese paraneters are not used. The acceptable year values for the
"Period" paraneter are inplenentation specific subject to syntax
restrictions.

The System renews the domain nane for a period specified by the
registrar. If the domain name renewal is conpleted successfully, the
System MUST return the new registration expiration date in the

"Regi strationExpirationDate" attribute in the response.

Aut hori zed User: The current registrar of a domain name MAY use the
RENEW command.

Exanpl es

A registrar renews a domain nane using a specified renewal period:
C. renew<crl f>

C. Enti t yNane: Domai n<cr| f >

C: Domai nNane: exanpl e. conkcr| f >

C. -Period: 9<crl f>

C.-Current Expi rati onYear: 2001<cr| f >

C.<crlf>

S: 200 Command conpl et ed successful | y<crl f>

S:registration expiration date:2010-09-22 10:27:00. O<crlf>
S:.<crlf>
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4.3.8 SESSI ON

This command allows a registrar to establish an RRP session. A
regi strar can also use this commnd to change their password. The
request to establish an RRP connection MJST contain the follow ng
command paraneters:

- The "1d" paranmeter set to the registrar's Systemuser |ID
- The "Password" parameter set to the registrar's current System
passwor d.

The request to establish an RRP session MAY contain a new password
for the registrar in a single instance of the "NewPassword"
par anet er .

The regi strar MUST send this comrand to the System before any ot her
conmand. If the commuand fails due to invalid information (such as an
invalid registrar I D or password), the registrar can resend this
request with corrected information. If the command fails a second
time, the System SHOULD cl ose the connecti on.

Aut hori zed User: All registrars MAY use the SESSI ON conmand.
Exanpl es

A registrar establishes an RRP session

C. session<crl| f>

C.-ld:registrarA<crlf>

C. -Password:i-amregistrarA<crlf>
C.<crlf>

S: 200 Command conpl et ed successful l y<crl f>
S:.<crlf>

4.3.9 STATUS

This command allows a registrar to determne the current status of a
domai n nane or nane server.

4.3.9.1 Domain Status
The request to query a domain name MJST contain the follow ng data:
- The "EntityName" parameter set to val ue "Domain".

- Fully qualified second | evel domain nane in the "Domai nNane"
par anet er .
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The response fromthe System MAY contain the foll owi ng data:

- Fully qualified server nanes of name servers hosting the donmain
name in multiple instances of the "nanmeserver" attribute.

- Registration expiration date in the "registration expiration date"
attribute

- I D of the current registrar of the domain name in the "registrar”
attribute.

- Date the domain nane was transferred by the current registrar in
the "registrar transfer date" attribute

- Current statuses of the donmain name in nultiple instances of the
"status" attribute.

- Date the domain nane was originally registered in the "created
date" attribute.

- IDof the registrar that originally registered the domain nane in
the "created by" attribute.

- Date the domain nane was | ast updated in the
attribute.

- IDof the entity (either a registrar or the registry) that | ast
updated the donmain nane in the "updated by" attribute.

updat ed date"

Aut hori zed User: The current registrar of a domain name MAY use the
STATUS conmand to view current domain name attributes.

Exanpl es
The current registrar of a domain nane queries the domai n nane:

:status<crl f>

. Enti t yNanme: Domai n<cr| f >

Domai nNane: exanpl e. conxcr | f>

.<crlf>

200 Command conpl et ed successful | y<crlf>
naneserver:ns2.registrarA. conxcrlf>
naneserver:ns3.registrarA. conxcrlf>

regi stration expiration date: 2010-09-22 10:27: 00. O<crl f>
regi strar:registrarA<crlf>

regi strar transfer date:1999-09-22 10:27:00. O<crlf>
st at us: ACTI VE<cr| f >

created date: 1998-09-22 10: 27: 00. O<crl f>

:created by:registrarA<crlf>

:updat ed date: 2002-09-22 10: 27: 00. O<cr| f>

:updated by:registrarA<crlf>

.<crlf>

DODDDVLOLONDLONDOO OO
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A registrar queries a donmain nanme currently regi stered by another
registrar:

C:status<crlf>
C. Enti t yNane: Donai n<cr| f >
C: Domai nNane: exanpl e. conkcr| f >

C .<crlf>
S: 531 Authorization fail ed<crlf>
S:.<crlf>

4.3.9.2 Nane Server Status
The request to query a name server MJST contain the foll ow ng data:
- The "EntityNanme" parameter set to val ue "NaneServer".
- Fully qualified nane of the nanme server in the "NanmeServer"”

par amet er .

The response fromthe System MAY contain the foll owi ng data:

Fully qualified name of the nane server in the "nameserver"

attribute.

- | P addresses of the nane server in nultiple instances of the
"i paddress" attribute.

- I D of the current registrar of the name server in the "registrar”
attribute.

- Date the nanme server was transferred by the current registrar in
the "registrar transfer date" attribute

- Date the nanme server was registered in the "created date"
attribute.

- IDof the entity that registered the nane server in the "created
by" attribute.

- Date the name server was |ast updated in the
attribute

- IDof the entity that |ast updated the nane server in the "updated

by" attribute.

updat ed date"

Aut hori zed User: The current registrar of a nane server MAY use the
STATUS conmand to view current domain name attributes.

Exanpl es

The current registrar of a nane server queries the name server:
C. status<crlf>

C. Enti tyName: NameSer ver<crl f>

C. NaneServer:nsl.registrarA conxcrlf>
C.<crlf>
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S: 200 Command conpl et ed successful | y<crl f>

S:i paddress: 198.42. 1. 11<crlf>
S:registrar:registrarA<crlf>

S:registrar transfer date: 1999-09-22 10: 27: 00. O<crl f>
S: Creat edDat e: 1998-09-22 10: 27: 00. O<cr| f >

S: CreatedBy: regi strar A<crl f>

S: Updat edDat e: 2002- 09- 22 10: 27: 00. O<cr | f >

S: Updat edBy: regi strar A<cr| f >

S..<crlf>

A registrar queries a nane server that was registered by another
registrar:

C: status<crlf>
C. Enti tyName: NanmeServer<crl f>
C: NaneServer:nsl.registrarA conxcrlf>

C .<crlf>
S: 531 Authorization fail ed<crlf>
S:.<crlf>

4. 3. 10 TRANSFER

This command allows a registrar to request transfer of domain nanme
sponsorship froma second registrar and to approve or reject transfer
requests initiated by other registrars. The request to transfer a
domai n name MUST contain the follow ng data:

- The "EntityName" paraneter set to val ue "Donmin".
- Fully qualified second | evel domain name in the "Donmai nNane"
par anet er .

The identity of the requesting registrar is derived fromthe current
active session. The identity of the current sponsoring registrar (the
regi strar who nmust approve or reject the transfer request) is known
by the registry and does not need to be known by the requesting

regi strar in advance of issuing the transfer request.

The System MUST notify the potential |osing registrar when a donain
transfer request has been received using an out-of-band transport
mechani sm such as electronic mail and/or transaction reporting. The
| osing regi strar SHOULD then explicitly approve or reject the
transfer. A request to approve or reject a transfer request MJST
contain a single instance of the "Approve" paraneter with a val ue of
"Yes" to approve the transfer or a value of "No" to reject the
transfer. A server inplenentation MAY provide a default approval or
rejection action to be taken if the losing registrar does not
explicitly approve or reject the transfer request within a fixed
anount of time. The criteria used by registrars to approve or deny
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requested transfers are typically based on business policies that are
beyond the scope of this docunent.

Approval of a transfer by the current sponsoring registrar results in
a change of sponsorship to the original requesting registrar

Approval attenpts by any other registrar MIST result in explicit
failure of the attenpted approval. Rejection of the transfer by the
current sponsoring registrar results in an end to the transfer
request with no change in sponsorship. Rejection attenpts by any
other registrar MJUST result in explicit failure of the attenpted
rejection.

Name servers MUST be inplicitly transferred when their parent donmain
nane is transferred.

Aut hori zed User: All registrars MAY use the TRANSFER command to
request transfer of registration service authority to the requesting
registrar. Only the current sponsoring registrar of a domain name nmay
explicitly approve or reject a requested transfer. The registry NAY
implicitly approve or reject requested transfers after a fixed anount
of tinme.

Exanpl es

A registrar requests transfer of a domain name from anot her
registrar:

C:transfer<crlf>
C. Enti t yNane: Domai n<cr| f >
C:. Donmai nNane: exanpl e. conkcr | f >

C.<crlf>
S: 200 Command conpl et ed successful l y<crl f>
S:.<crlf>

The original registrar approves the transfer request:

C:transfer<crlf>

C. - Approve: Yes<cr | f >

C. Enti t yNane: Donai n<cr| f >

C:. Dormai nNane: exanpl e. conkcr | f >

C.<crlf>
S: 200 Command conpl et ed successful ly<crlf>
S:.<crlf>
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5. Response Codes

RRP commands may return a variety of response codes to signify nornal
conpletion or error conditions. This section docunents all of the
defi ned RRP response codes.

5.1 Response Code Summrary

200 Command conpl eted successfully
This is the nornmal response for successful conpletion of nbost RRP
conmands.

210 Dorei n name avail abl e
This is the normal response for successful conpletion of an RRP CHECK
conmand for a domamin nane that is not currently registered

211 Domei n name not avail able
This is the normal response for successful conpletion of an RRP CHECK
command for a domain nanme that is currently registered

212 Nane server avail able
This is the normal response for successful conpletion of an RRP CHECK
command for a nane server that is not currently registered

213 Name server not avail able
This is the normal response for successful conpletion of an RRP CHECK
command for a nane server that is currently registered

220 Command conpl et ed successfully. Server closing connection This is
the normal response for successful conpletion of an RRP QUI T comuand.
It may al so be returned by other RRP commands if a transient
situation is noted that requires closing the connection after
successfully conpleting the RRP command.

420 Conmand failed due to server error. Server closing connection A
transi ent server error has caused RRP command failure and session
term nation. A new session nust be established before continued
processi ng can be attenpted.

421 Command failed due to server error. Client should try again A
transi ent server error has caused RRP command failure. A subsequent
retry may produce successful results.

500 I nvalid command nane

A client-specified RRP command nane was not recognized as a valid RRP
conmand nane.
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501 Invalid command option
A client-specified RRP conmand paraneter was not recognized as a
valid RRP command paraneter.

502 Invalid entity val ue

The "val ue" of an entity nane-value pair is invalid. Command bl ocks
that require an "EntityNanme" paraneter also require a val ue that
specifies the entity nanme, and the provided value is invalid.

503 Invalid attribute name
A client-specified RRP conmand paraneter was not recognized as a
valid RRP command paraneter.

504 M ssing required attribute

A paraneter required to execute the RRP command was not provi ded by
the client. The conmand should be retried with all required

paranmet ers specifi ed.

505 Invalid attribute val ue syntax

A supplied paraneter value is syntactically incorrect. For exanple, a
year value digit such as "5" nay be required but the client provided
a string of characters such as "five".

506 Invalid option val ue
A client-specified value for an RRP command parameter is out-of-
bounds or otherwi se not within acceptable Systemlinits.

507 Invalid command format

The specified conmand does not resenble a well-formed RRP command.
The command should be retried using the proper command structure and
synt ax.

508 M ssing required entity

An entity required for conmand conpl eti on was not provided by the
client. For example, the CHECK command requires specification of
either a "Domain" entity or a "Nameserver" entity.

509 M ssing command option

A conmand paraneter that isn't really optional (such as the registrar
IDin a SESSI ON command) was not provided by the client. The command
should be retried with all needed paraneters.

520 Server closing connection. Client should try opening new
connection; <why>

A tinmeout event has been detected, and the client's session is being
ended. The System SHOULD define timeout periods to begin a client
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command, conplete a client comand, and for the duration of an open
session. The reason for the timeout MJUST be provided at the end of
the response code string.

521 Too many sessions open. Server closing connection

A Systemdefined linmt on the nunber of open connections has been
exceeded, and it is inmpossible to establish a new session at the
nonent. It may be possible to establish a session by waiting for a
few nmonents or by closing existing unused sessi ons.

530 Authentication failed

The client-supplied registrar identifier or password was not
recogni zed by the System A subsequent retry with valid val ues may
produce successful results. Repeated authorization failures MAY
result in term nation of the TCP connection

531 Authorization failed

Regi strars may not view or alter data associated with either the
registry or another registrar. This response code is typically
returned when a registrar attenpts to view or nodi fy data bel ongi ng
to either the registry or another registrar. A typical situation

i ncl udes doi ng a STATUS command for a donmin registered to another
regi strar.

532 Dorai n names |inked with nane server

The nane server is hosting active domains. This error occurs when a
registrar is trying to delete a server that is the name server for
active domains. The registry MIUST not allow the registrar to delete
this server. Al of the domain nanes using this server MJST be

nodi fied to use a different nanme server before the name server can be
del et ed.

533 Domai n nane has active name servers

The domai n name has active nane servers. The registrar is trying to
delete a domain nane that is a parent domain of an active nane
server, i.e., a server that is hosting active domains. Al of the
name servers within the domain MJST be renoved from service before
the domai n can be del et ed.

534 Domai n nanme has not been flagged for transfer
The registrar is trying to approve or reject a domain nane transfer
for a domain name that is not pending transfer

535 Restricted |IP address

| ANA identifies certain I P address ranges that are not valid for
normal use. The registrar is trying to use an |IP address that is in
a restricted I P address range as identified by | ANA
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536 Donmin already flagged for transfer
The registrar tried to performa transfer comand for a domain nane
that is awaiting approval of an earlier transfer request.

540 Attribute value is not unique

A supplied attribute value is not unique. This occurs when the
registrar is adding a domain name that already exists in the
registry, a server that already exists in the registry, or an I[P
address that is already being used by another server in the registry.
Anot her possibility occurs when perform ng domain nodifications and
the registrar is adding a server that is already in the |ist of
servers for the donmin name or setting a donmin name to a status to
which it is already set. The RRP STATUS command MAY be used to
deternmine current donmin nanme status before attenpting to change the
status. Wien nodifying or adding a nane server, the |P address of the
nane server mght not be unique. The registry MJST not allow IP
addresses to be used by nore than one server.

541 Invalid attribute val ue

A supplied paraneter value is invalid. Exanples of invalid attribute
val ues include an invalid | P address, an invalid domain name, an
invalid server nane, or an invalid renewal period.

542 Invalid old value for an attribute

A current attribute value to be nodified is invalid. The registrar is
trying to nodify an attribute of a server or a domamin nane that does
not exist in the registry.

543 Final or inmplicit attribute cannot be updated

The registrar is attenpting to nodify an attribute that is only
nodi fiable by the registry. Registrars can not nodify final or
implicit attribute val ues.

544 Entity on hold

The attenpted operation was rejected because the entity is on HOLD
status. If the HOLD status was set by the registrar, the status can
be changed using the MOD command and the requested commmand can be
retried. If the HOLD status was set by the registry, the registrar
must contact the registry to change the status before the command can
be successful

545 Entity reference not found

A required entity reference was not found. This occurs when the
registrar tries to add a new nane server and the parent domain of the
name server does not exist in the registry. It also occurs when the
user is trying to add a new nane server to a donmain nane when the
nanme server does not exist in the registry.
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546 Credit limt exceeded

The registrar's credit limt has been exceeded. This is an

i mpl enentation specific error that occurs when a potentially billable
operation, such as adding a donmin name, renewi ng a domai n nanme, or
transferring a domain nane, is attenpted and the regi strar does not
have sufficient financial standing with the registry to conplete the
operation.

547 Invalid command sequence

RRP commands are issued using a well-fornmed syntax that requires
entry of conmmand structures in particular sequences. This response
code indicates that an ill-fornmed command was received and rejected.

548 Domain is not up for renewa

A RENEW conmand was attenpted during a period in which the domain can
not be renewed. Inplenentations MAY |imt renewal periods to
particular tine frames, such as within 90 days of the domamin's
expiration. This response indicates that the RENEW command was

recei ved outside of the Systemdefined donmain renewal period.

549 Command fail ed

A System error prevented successful conpletion of the requested RRP
command. Retrying the command m ght produce success, but a repeated
failure indicates a Systemerror condition

550 Parent dommin not registered

The parent domain of a name server being registered is not

regi stered. This occurs when the registrar tries to add a new nane
server and the parent domain for the server does not exist in the
registry.

551 Parent dommin status does not allow for operation

The status of the parent domain does not allow the requested
operation. This occurs when a registrar tries to nodify a server
whose parent domain is flagged as LOCK or HOLD in the registry.

552 Donmmi n status does not allow for operation

The status of the domamin does not allow the requested operation. This
occurs when a registrar tries to nodify or delete a donmain that is
flagged as LOCK or HOLD in the registry.

553 Operation not allowed. Domain pending transfer

The status of the domain does not allow the requested operation. The
registrar is attenpting to delete a donmain that is pending approva
or denial of a transfer request.
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554 Donmi n al ready registered
A registrar tried to register a domain name that has al ready been
regi stered by the sane registrar.

555 Donmi n al ready renewed

A registrar tried to renew a domain using the sane paranmeters as
specified for an earlier, successful renewal. This will comonly
occur when executing the same RENEW command nore than once.

556 Maxinmum regi stration period exceeded

A registrar tried to renew a donmin registration, and the resulting
new regi stration period exceeds the System defined maxi num
registration period. If there is renewal tinme available with the
System defined maxi mum regi stration period it nmay be possible to
retry the RENEW comand with specified renewal period paraneters.

5.2 Command- Response Correspondence

The session between the client and the server is intended to be an
alternating dial ogue. Each command i ssued by a client MJST be acted
upon by the server, which MJST return a response code to docunent the
success or failure of command execution. "Success" neans that the
command conpl eted normal execution without error. "Failure" neans
that the System did not conplete the conmand as requested. Failure
may be due to either syntax, semantic, data, or Systemerrors.

A conplete list of response codes for each RRP command is listed
bel ow.

Command: ADD

Success: 200, 220

Fai l ure: 420, 421, 500, 502, 503, 504, 505, 507, 508, 520, 531, 535,
540, 541, 545, 546, 547, 549, 550, 554

Command: CHECK

Success: 210, 211, 212, 213

Fai l ure: 220, 420, 421, 500, 502, 503, 504, 505, 507, 508, 520, 541,
547, 549

Command: DEL

Success: 200, 220

Fai l ure: 420, 421, 500, 502, 503, 504, 505, 507, 508, 520, 531, 532,
533, 541, 544, 545, 547, 549, 551, 552, 553

Command: DESCRI BE

Success: 200, 220
Fai l ure: 420, 421, 500, 501, 506, 507, 509, 520, 547, 549
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Command: MOD

Success: 200, 220

Fai l ure: 420, 421, 500, 502, 503, 504, 505, 507, 508, 520, 531, 535,
540, 541, 542, 543, 544, 545, 547, 549, 550, 551, 552, 553

Command: QUI'T
Success: 220
Fai l ure: 420, 421, 500, 507, 520, 547, 549

Command: RENEW

Success: 200, 220

Fai l ure: 420, 421, 500, 502, 503, 504, 505, 507, 508, 520, 531, 541,
545, 546, 547, 548, 549, 552, 553, 555, 556

Command: SESSI ON

Success: 200, 220

Fai l ure: 420, 421, 500, 501, 506, 507, 508, 509, 520, 521, 530, 531
547, 549

Command: STATUS

Success: 200, 220

Fai l ure: 420, 421, 500, 501, 502, 503, 504, 505, 506, 507, 508, 520,
531, 541, 545, 547, 549

Command: TRANSFER

Success: 200, 220

Fai l ure: 420, 421, 500, 501, 502, 503, 504, 505, 506, 507, 508, 520,
531, 534, 536, 541, 544, 545, 546, 547, 549, 552, 553

6. Dommi n Status Codes

The status of a donmmin can be viewed using the RRP STATUS conmand and
nodi fied using the RRP MOD command. Both the registry and the
sponsoring registrar MAY vi ew and change the status of a domain. The
criteria for status changes are highly dependent on registry and

regi strar busi ness nodels and are thus beyond the scope of this

speci fication.

The dommin's status SHOULD have a direct bearing on whether or not
the domain appears in the appropriate TLD zone file and whether or
not the domain can be nodified. A domain can have nore than one
assigned status, e.g., REG STRAR-HOLD and REG STRAR-LOCK. If a dommin
is in ACTIVE status, then the domain name can only be in this status.
VWhen a registrar sets a domain name to REG STRAR-LOCK, the registry
MJUST automatically renove the ACTIVE status. When the registrar
renoves the REG STRAR-LOCK and ot her donmmin statuses, the registry
MJUST automatically set the domain nane status to ACTI VE.
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6.1 Donmin Status Code Description

ACTIVE: This is the default status of a domain at registration tine.
The registry sets the domain to this status. The domain is nodifiable
by the registrar. The domain can be renewed. The domain SHALL be
included in the zone file when in this status if the domain has at

| east one associ ated nane server.

REGQ STRY-LOCK: The registry sets the domain to this status. The
domai n cannot be nodified or deleted by the registrar. The registry
MUST renove the REG STRY-LOCK status for the registrar to nodify the
domai n. The domain can be renewed. The domain SHALL be included in
the zone file when in this status if the domain has at |east one
associ at ed nane server.

REQ STRY-HOLD: The registry sets the domain to this status. The
domai n cannot be nodified or deleted by the registrar. The registry
MJUST renove the REG STRY-HOLD status for the registrar to nodify the
domai n. The domain can be renewed. The domain SHALL NOT be incl uded
in the zone file when in this status.

REGI STRAR- HOLD: The registrar of the domain sets the domain to this
status. The domain can not be nodified or deleted when in this
status. The registrar MJUST rempve REG STRAR-HOLD status to nodify the
domai n. The donmain can be renewed. The donmain SHALL NOT be incl uded
in the zone file when in this status.

REGI STRAR- LOCK: The registrar of the donmain sets the domain to this
status. The dommi n cannot be nodified or del eted when in this status.
The regi strar MUST remove REG STRAR-LOCK status to nodify the donain.
The domain can be renewed. The domain SHALL be included in the zone
file when in this status.

REG STRY- DELETE- NOTI FY: A dommin is set on this status if it has
expired and has child name servers that are hosting other domains.
Only the registry may set this status. The domain SHALL be incl uded
in the zone file when in this status if the domain has at | east one
associ at ed nane server.

7. Formal Syntax

The foll owing syntax specification uses the augnmented Backus- Naur
Form (BNF) as described in [ ABNF].

; ABNF specification for Registry Registrar Protocol (RRP) v1.1.0
; Note that character string literals are case insensitive
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; Lexical tokens
space = %20 ; " "
dot = %2E ; "."
dash = %2D ; "-"
under score = %5F ;
colon = %&3A ; ":"
cr = %0D ; ASCII carriage return

If = %O0A ; ASCII |inefeed
crif =cr If
al pha %%41-5A | %%61-7A ; A-Z /| a-z

digit %30-39 ; 0-9

dns-char = alpha / digit / dash

id-char = alpha / digit / underscore / dash
id-prefix = alpha / digit

id-word = id-prefix *id-char

printabl e-char = %20-7E ; AsCll " " - "~"

; Start of basic gramar.

year = 4digit

nmonth = 2digit

day = 2digit

ymd = year dash nonth dash day

hour = 2digit

mnute = 2digit

second = 2digit

split-second = 1digit

hms = hour colon mnute colon second dot split-second
time-stanp = ynd space hns

i p-address = 1*3digit dot 1*3digit dot 1*3digit dot 1*3digit
password = 4*16pri nt abl e-char

option-nane = 1*128i d-word

option-tag = dash option-nane

option-value = 1*128i d-word

attribute-nane = 1*128i d-word

attribute-value = 1*128pri ntabl e-char

attribute-line = attri bute-nane colon attribute-value crlf
response = 3digit space 1*printable-char crlf

versi on-nunber = "RRP" space 1*digit dot 1*digit dot 1*digit

| abel = id-prefix [*6ldns-char id-prefix]

sldn = | abel dot | abe

servernane = *(label dot) sldn

period = %31-39 / (%31-39 %30-39) ; "1" - "9" or "10" - "99"
peri od-option = dash "Period" colon period crlf

yesno = "Yes" / "No"

domai nstatus = "Active" / "Registry-Lock™ / "Registry-Hold" /
"Regi strar-Lock"” / "Registrar-Hold" /
"Regi stry-Del ete-Notify"
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; RRP conmands and responses.
rrp = add / check / delete / describe / nod / quit / renew/
session / status / transfer

add = add-request add-response

check = check-request check-response

del ete = del -request del -response

descri be = describe-request describe-response
nmod = nod-request nod-response

quit = quit-request quit-response

renew = renewrequest renew response

sessi on = session-request session-response
status = status-request status-response
transfer = transfer-request transfer-response

;. ADD command
add-request = add-dommi n-request / add-naneserver-request
add-response = add-domai n-response / add-nameserver-response
add- donmi n-request = "add" crlf

"EntityNane" col on "Domain" crlf

"Domai nName" colon sldn crlf

[ peri od- opti on]

0*13(" NanmeServer" col on servernane crlf)

dot crlf
add- nanmeserver -request = "add" crlf

"EntityName" colon "NanmeServer" crlf

"NanmeServer" col on servernanme crlf

1* ("1 PAddress" colon ip-address crlf)

dot crlf
add- dormai n-r esponse = response

"Regi strationExpirationDate" colon tine-stanp crlf
"status" colon domai nstatus crlf

dot crlf
add- nanmeserver -response = response

dot crlf

; CHECK commmand.

check-request = check-domai n-request / check-naneserver-request
check-response = check-donmai n-response / check-naneserver-response
check-domai n-request = "check" crlf

"EntityNanme" col on "Domain" crlf

"Domai nName" colon sldn crlf

dot crlf

check-nanmeserver-request = "check" crlf

"EntityNanme" colon "NanmeServer" crlf

"NanmeServer" col on servernane crlf

dot crlf

check-domai n-response = response
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dot crlf
check- naneserver-response = avail abl e-check- nameserver-response /
not avai | abl e- check- naneserver-response

avai | abl e- check- naneserver-response = response

dot crlf

not avai | abl e- check- naneserver-response = response

1* ("1 PAddress"” colon ip-address crlf)

dot crlf

; DEL command.

del -request = del -donai n-request / del - naneserver-request
del -response = response
dot crlf

del -dormai n-request = "del" crlf
"EntityNanme" col on "Domain" crlf
"Domai nName" colon sldn crlf

dot crlf

del - naneserver-request = "del" crlf
"EntityNane" col on "NaneServer" crlf
"NanmeServer" col on servernanme crl f
dot crlf

; DESCRI BE command.

descri be-request = "describe" crlf

[target-option]

*(option-tag col on option-value crlf)

dot crlf

descri be-response = response

"Protocol" col on version-nunmber crlf
*attribute-line

dot crlf
target-option = dash "Target" colon "Protocol" crlf

; MOD command.

nod- r equest = nod-domai n-request / nod- nanmeserver -request
nod- response = response
*attribute-line

dot crlf

nod- domai n-request = "nod" crlf
"EntityNanme" col on "Domain" crlf
"Domai nNane" col on sldn crlf
*(add-attribute-value-line /
renove-attribute-val ue-line /
repl ace-attri bute-val ue-1ine)
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dot crlf
nod- nanmeser ver -request = "nod" crlf
"EntityNane" col on "NaneServer" crlf
"NaneServer" colon servernanme crlf

[ "NewNaneServer" colon attribute-value crlf]
*(add-attribute-value-line /
renove-attribute-value-line /

repl ace-attri bute-val ue-1ine)

dot crlf
add-attri bute-value-line =

attri bute-nanme col on new attri bute-val ue
renove-attri bute-value-line =

attri bute-nanme colon old-attri bute-value "="
repl ace-attribute-value-line =

attri bute-nane colon old-attribute-value "="
new- attri bute-val ue
ol d-attribute-val ue
new-attri bute-val ue

attri bute-val ue
attri bute-val ue

; QUIT conmand.

quit-request = "quit" crlf
dot crlf

qui t-response = response
dot crlf

;  RENEW conmmand.

renewrequest = "renew' crlf

"EntityNanme" col on "Domain" crlf

"Domai nName" colon sldn crlf

[renew- peri od- opti on]

dot crlf
expiration-year-option = dash "Current Expirati onYear" colon year crlf
renew period-option = period-option expiration-year-option /

expiration-year-option period-option

renewresponse = response

"Regi strati onExpirationDate" colon tine-stanp crlf

dot crlf

; SESSI ON command.
sessi on-request = "session" crlf
regi strar-id-option
regi strar-password-option
[regi strar-newpassword-option]
dot crlf
sessi on-response = response
dot crlf
registrar-id-option = dash "Id" colon option-value crlf
regi strar-password-option =
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dash "Password" col on password crlf
regi strar-newpassword-option =
dash "NewPassword" col on password crlf

; STATUS command.
status-request = status-domai n-request /
st at us- naneserver - r equest
st atus-response = response
*attribute-line
dot crlf
st at us-domai n-request = "status" crlf
"EntityNane" col on "Domain" crlf
"Domai nNane" col on sldn crlf
dot crlf
st at us- nameserver-request = "status" crlf
"EntityName" colon "NanmeServer" crlf
"NaneServer" col on servernanme crlf
dot crlf

;  TRANSFER command.
transfer-request = "transfer"” crlf
[ appr ove-opti on]
"EntityNanme" col on "Domain" crlf
"Domai nName" colon sldn crlf
dot crlf
transfer-response = response
"Regi strati onExpirationDate" colon tine-stanp crlf
dot crlf
approve-option = dash "Approve" colon yesno crlf

; End of granmar.
8. Internationalization

RRP is defined using 7-bit US-ASCI| characters. O her character sets
and character codes are not currently supported.

9. Known | ssues

RRP was not designed to provide bul k data query features. The prinmary
goal of the original protocol designers was to provide a fast, |ight
wei ght transactional protocol that could be inplemented with m nina
need for database queries that would take a "long" tine to conplete
or that would return a "large" anmount of data. |nplementers SHOULD
consi der devel oping offline reporting features to provide bul k data
for registrar reporting in a fashion suitable for the given

regi stry-regi strar operating environnent.
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This version of RRP does contain a few limtations noted over the
course of several nobnths of operational experience with live domain
name registrars. Later versions of this protocol or its successors
shoul d strive to resolve or address each of the foll ow ng issues:

The DESCRI BE command should return information describing System
defined default inplenmentation val ues.

Use of the RENEW conmmand wit hout the "Current ExpirationYear" and
"Period" paraneters does not provide idenpotency. Repeated execution
of a RENEW conmand wi t hout these paraneters can result in multiple
successful RENEW commands, which may not be the desired action if a
registrar is retrying a RENEW command due to network connectivity
probl ens.

Time stanps returned by RRP do not include tine zone identifiers and
SHOULD be interpreted as |local registry tinme.

The protocol does not provide features for a registrar to becone
aware of dommin transfer requests and responses. Systems nust rely on
means outsi de of the protocol, such as electronic mail and/or

regi stry-provided reports, to informregistrars of transfer requests
and responses.

The protocol does not provide features for a registrar to determ ne
all of the dommins served by a nane server. Systens nust provide this
i nformati on using a nmethod outside of the protocol, such as through
periodic extracts froma System dat abase.

The protocol does not provide features to nmanage | ane del egati on of
nanme servers. Any registrar may "use" nane servers registered by

anot her registrar. Wen a registrar tries to delete a domain or nane
server it is quite possible that nane servers in the domain to be

del eted or the nane server to be deleted will be associated with

ot her live domains, precluding imediate deletion. Systems nust rely
on nmeans outside of the protocol to manage | ane del egati on of name
servers.

The use of "=" within the MOD command to indicate a value to be
renoved i s sonewhat confusing. A nore explicit means of identifying
old and new attribute values within the protocol syntax coul d nmake
this feature nore obvious.

The CHECK command al so returns nane server |P addresses when
returning positive confirmation of the registration of a name server.
This extra information may be useful, but it is inconsistent with the
limted function of the command. The conmand should return a
positive or negative response and not hi ng nore.
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10.

11.

12.

The formal protocol syntax described in this docunment requires a
specific order for the elements of a conmand entity bl ock and conmand
options. The NSI Registry's server-side inplenentation of the
protocol provides the additional flexibility of allow ng order

i ndependent specification of options and entity bl ock el enents.
Client-side inplementers are strongly urged to observe the order of
command el enents as specified here to ensure conpliance if the nore
restricted formis enforced in the future.

RRP does not return time stanps or transaction identifiers to track
transactions. The NSI Registry provides registrars with daily and
weekly reports that include tinme stanps in local registry time to
docunent and synchroni ze data on a per-registrar basis.

Security Consi derations

M suse of the Registry Registrar Protocol can have catastrophic
operati onal consequences for registrants, registrars, and registries.
As such, all registrars nust be authenticated prior to al
interactions with the registry. |In addition, all data exchanged
between the registrar and the registry nust be protected to avoid
uni nt ended di scl osure of information

| ANA Consi derati ons

| ANA assigned TCP port 648 for RRP use in Novenber 1998. No ot her
action is required of 1ANA to support operation of this protocol

| ANA has reserved certain | Pv4 address ranges as described in

[ ALLOCATION]. Inplenmenters MJUST ensure that name server |P addresses
do not fall into one of the reserved address ranges to avoid
operational DNS errors.

Ref er ences

[ ABNF] Crocker, D. (Editor) and P. Overell, "Augnented BNF for
Synt ax Specifications: ABNF', RFC 2234, Novenber 1997.

[ ALLOCATI ON] Hubbard, K., Kosters, M, Conrad, D., Karrenberg, D. and
J. Postel, "Internet Registry IP Allocation Cuidelines",
BCP 12, RFC 2050, Novenber 1996.

[ MUSTSHOULD] Bradner, S., "Key Words for Use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

Hol | enbeck & Srivastava I nf or mat i onal [ Page 37]



RFC 2832 NSI Regi stry Regi strar Protocol May 2000

13.

14.

[ SSL] A. Frier, P. Karlton, and P. Kocher, "The SSL 3.0
Protocol ", Netscape Comuni cati ons Corp., Novenber 18,
1996.

[ TLS] Dierks T. and C. Allen, "The TLS Protocol Version 1.0",

RFC 2246, January 1999.
Acknow edgnent s

Many peopl e have contributed significantly to this docunent and the
protocol it describes. Brad McM |l en and Neeran Saraf deserve specia
mention as co-authors of an earlier internal protocol specification
Ot her content contributors to the earlier internal specification

i nclude Aristotle Balogh, Chris Bason, Mark Kosters, Jasdip Singh,
and Yibing Wi. Finally, significant contributors to the review of
this docunent include Steve Mahlstedt and Chris Snmith

Aut hors' Addresses

Scott Hol | enbeck

Net wor k Sol utions, Inc. Registry
505 Huntmar Park Dr.

Her ndon, VA 20170

USA

EMai | : shol | enb@et sol . com

Manoj Srivastava

Net wor k Sol utions, Inc. Registry
505 Hunt mar Park Dr.

Her ndon, VA 20170

USA

EMai | : manoj s@et sol . com

Hol | enbeck & Srivastava I nf or mat i onal [ Page 38]



RFC 2832 NSI Regi stry Regi strar Protocol May 2000

15. Full Copyright Statenent
Copyright (C) The Internet Society (2000). All Rights Reserved.

Thi s docunment and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist in its inplenentation nay be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of

devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be

foll owed, or as required to translate it into | anguages other than
Engl i sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI MS ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
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