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AbuseHUB:	
  Ramping	
  Up	
  the	
  
Fight	
  against	
  Botnets	
  in	
  the	
  

Netherlands	
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SIDN	
  

•  Registry	
  for	
  the	
  Netherlands	
  (.nl)	
  

•  5.2M	
  domain	
  names,	
  1.600	
  registrars	
  

•  Largest	
  DNSSEC	
  zone	
  in	
  the	
  world	
  (1.5M	
  signed)	
  

•  RSP	
  for	
  .amsterdam	
  (capital)	
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Botnet	
  Infec@ons	
  

Source:	
  h`p://pineut.wordpress.com/2013/04/13/botnet-­‐aanval-­‐op-­‐wordpress-­‐com/	
  

Out	
  of	
  scope	
  

AbuseHUB	
  
collect,	
  correlate,	
  distribute	
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Abuse	
  Informa@on	
  Exchange	
  

•  Legal	
  en@ty	
  (associa@on)	
  that	
  manages	
  AbuseHUB	
  

• Open	
  cross-­‐industry	
  collabora@on	
  for	
  ISPs,	
  ccTLDs,	
  hos@ng	
  providers,	
  and	
  other	
  infrastructure	
  providers	
  

•  Goal:	
  improve	
  fight	
  against	
  botnets	
  in	
  the	
  Netherlands	
  through	
  a	
  na@onal	
  informa@on	
  hub	
  

•  Targeted	
  impact:	
  further	
  increased	
  internet	
  security	
  and	
  internet	
  usage	
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Members	
  

With	
  financial	
  support	
  from:	
  

90%	
  of	
  fixed	
  access	
  market	
  |	
  70%	
  of	
  domain	
  name	
  market	
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Botnets	
  from	
  a	
  Users’	
  Perspec@ve	
  

RTL	
  News	
  (Netherlands)	
  
Sep	
  11,	
  2013	
  
XS4ALL	
  =	
  ISP	
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Abuse	
  Desk	
  (XS4ALL)	
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Warning	
  Page	
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AbuseHUB:	
  Under	
  the	
  Hood	
  

Removal	
  (decentralized)	
  

AD	
  

AD	
  

Sources	
   Informa@on	
  exchange	
  (centralized)	
  

AD	
  

AbuseHUB	
  
Manager	
  

AbuseHUB	
  Hos@ng	
  
Provider	
  

Abuse	
  
HUB	
  

Hos@ng	
  
Provider	
  

RN	
  

RN	
  

RN	
  

RN	
  

1.419.732	
  reports	
  (~13.000/day)	
  
Jul	
  4-­‐Oct	
  21	
  (PoC)	
  

�	
  

PRO	
  

14-11-2013 
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Added	
  Value	
  

Stakeholder	
   Expected	
  Impact	
  

Internet	
  users	
   •  Safer	
  and	
  more	
  stable	
  internet	
  experience	
  
•  Shorter	
  quaran@ne	
  periods	
  

Members	
  (ISPs	
  and	
  
hos@ng	
  providers)	
  
	
  

•  Reduced	
  costs	
  (fewer	
  no@fiers	
  to	
  manage)	
  
•  Increased	
  effec@veness	
  through	
  correla@on	
  
•  Increased	
  scale	
  and	
  level	
  of	
  automa@on	
  
•  Compe@@ve	
  advantage	
  

Reliable	
  no@fiers	
   •  Increased	
  efficiency	
  through	
  one-­‐stop-­‐shop	
  
•  SIDN:	
  new	
  tool	
  to	
  fight	
  DNS	
  botnets	
  

Ministry	
  of	
  Economic	
  
Affairs	
  

•  New	
  tool	
  against	
  cybercrime	
  
•  Contributes	
  to	
  economic	
  growth	
  in	
  the	
  Netherlands	
  
•  Self-­‐regula@ng	
  ini@a@ve	
  
•  Sets	
  an	
  example	
  within	
  the	
  EU	
  and	
  elsewhere	
  

Research	
  ins@tutes	
   •  Improved	
  botnet	
  research	
  based	
  on	
  anonymous	
  data	
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Why	
  Does	
  SIDN	
  Par@cipate?	
  	
  

•  Increased	
  value	
  of	
  local	
  internet	
  through	
  increased	
  security	
  

•  Strengthens	
  self-­‐regula@on	
  of	
  the	
  Dutch	
  internet	
  industry	
  

•  New	
  collabora@ve	
  tool	
  to	
  fight	
  DNS	
  botnets	
  in	
  a	
  collabora@ve	
  way	
  (as	
  reliable	
  no@fier)	
  

•  Further	
  improve	
  rela@ons	
  with	
  other	
  industries	
  such	
  as	
  ISPs	
  

•  Extends	
  our	
  exper@se	
  on	
  abuse	
  handling	
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SIDN’s	
  Contribu@on	
  

•  ccTLD	
  that	
  enables	
  a	
  safer	
  internet	
  for	
  the	
  local	
  internet	
  community	
  

•  Co-­‐funder	
  of	
  development	
  phase	
  
•  Together	
  with	
  the	
  Dutch	
  Ministry	
  of	
  Economic	
  Affairs	
  

•  Emphasizing	
  an	
  open	
  and	
  cross-­‐industry	
  approach	
  with	
  ISPs,	
  hos@ng	
  providers,	
  and	
  others	
  

•  Ac@ve	
  par@cipa@on	
  in	
  opera@onal	
  phase	
  
•  Roles:	
  no@fier	
  of	
  DNS	
  abuse,	
  AbuseHUB	
  operator,	
  and	
  receiver	
  of	
  AbuseHUB	
  reports	
  (member)	
  

•  Board	
  seat	
  (treasurer)	
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Ecosystem	
  

Project	
  
Manager	
  

Working	
  
Groups	
  

Development	
  
Coordinator	
  

Board	
  NCSC	
   Internet	
  Safety	
  
Plaporm	
  

Reliable	
  
No@fiers	
  

AbuseHUB	
  
Hoster	
  

AbuseHUB	
  
Operator	
   Abuse	
  Desks	
  

Internet	
  
Users	
  

Secretariat	
  

Soqware	
  
Developer	
  

Co-­‐funders	
  
Startup	
  Phase	
  

Tes@ng	
  
Provider	
  

General	
  
Assembly	
  

(Candidate)	
  
Members	
  Dutch	
  DPA	
  

Evaluator	
  

Startup	
   Opera@ons	
  

ACDC	
  

Governance	
  Outreach	
  



100%	
  tekst	
  

TEXT	
  LEVELS	
  

Plain	
  text	
  1

2

3

•  Eerste	
  bullet	
  niveau	
  

•  Tweede	
  bullet	
  niveau	
  

4 Titel	
  

Past,	
  Present,	
  Future	
  

Month	
   Milestone	
  

Apr	
  2012	
   SIDN	
  decides	
  to	
  cofund	
  the	
  ini@a@ve	
  

Jul	
  2012	
   Business	
  plan	
  approved	
  by	
  founding	
  members	
  	
  

Jul	
  2012	
   Established:	
  the	
  Associa@on	
  Abuse	
  Informa@on	
  Exchange	
  

Aug	
  2012	
   Ministry	
  of	
  Economic	
  Affairs	
  decides	
  to	
  cofund	
  

Jul	
  2013	
   Proof-­‐of-­‐concept	
  live	
  (using	
  “AIRT”)	
  	
  

Jul	
  2013	
   Contracted	
  soqware	
  development	
  company	
  (iBuildings)	
  

Jul	
  2013	
   Kick-­‐off	
  soqware	
  development	
  phase	
  

Oct	
  2013	
   Produc@on-­‐like	
  tes@ng	
  

Nov	
  2013	
   AbuseHUB	
  version	
  1	
  in	
  produc@on	
  (Nov	
  14)	
  

Dec	
  2013	
   Addi@on	
  of	
  second	
  reliable	
  no@fier	
  

Dec	
  2013	
   Addi@on	
  of	
  two	
  new	
  members	
  

Mar	
  2014	
   AbuseHUB	
  version	
  2	
  in	
  produc@on	
  (correla@on)	
  

Q2	
  2014	
   Support	
  for	
  users	
  to	
  de-­‐infect	
  themselves,	
  in	
  collabora@on	
  

Grow
th	
  

Developm
ent	
  

Prepara@on	
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Ques@ons?	
  

Cris@an	
  Hesselman	
  

Manager	
  SIDN	
  Labs	
  

cris@an.hesselman@sidn.nl	
  

@hesselma	
  

	
  

	
  

www.sidnlabs.nl	
  

www.abuseinforma@onexchange.nl	
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AbuseHUB	
  Operator	
  

Opera@onal	
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Operator	
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Management	
  

Systems	
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System	
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Reliable	
  
No@fiers	
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  Desks	
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Developer	
  

Reliable	
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AbuseHUB	
  Control	
  Panel	
  


