
Charter 

Better understand the security and stability of 
the global domain name system (DNS).  

• The actual level, frequency and severity of 
threats to the DNS;  

• The current efforts and activities to mitigate 
these threats to the DNS; and  

• The gaps (if any) in the current security 
response to DNS issues.  

 



Events 

• DSSA Phase I  “Go Fast” 

• DSSA Phase II “Go Deep” 

• Board DNS Risk Management Framework  

 

 

 



Options 

1. Consider the Final Report Phase 1 as the Final 
Report as envisioned in the charter of the DSSA 
WG, section 2.4. This will result in closure of the 
WG.  

2. The ALAC, ccNSO, GNSO and NRO all decide that 
DSSA WG should continue its work.  
– In that case, the DSSA believes that the current 

charter needs to be updated, as it does not reflect 
either (a) the current environment, nor (b) the 
working method and scope of activities of the DSSA as 
agreed with the SO’s and AC’s.  

 



Recommendation and Rationale 

Recommendations:  

•Accept the final report 

•Disseminate to the membership of each of the 
participating SO’s and AC’s for their 
consideration and implementation. 

–  The DSSA believes that there is substantial value 
in the Phase 1 Report as it outlines a shared 
mechanism to rapidly collect and consolidate risk- 
assessment scenarios across a broad and diverse 
group of interested stakeholders.  

 



Considerations for Option 2 

• Refresh the volunteer pool 

• Manage divergence with DNS Risk 
Management Framework  

• Monitor and coordinate parallel efforts 



  
 

DSSA 
DNS Security and Stability Analysis working group 

  Thursday, 18-October: 11:15-12:45 Harbour C 

  Details: http://toronto45.icann.org/node/34225 

Context 

STRATEGIC	
Cross-community	collabora on	

Gaps	in	policy,	management,		
or	leadership	splits	the	root	

“Reduc ve”	forces	(security,	
risk-mi ga on,	control	

through	rules,	etc.)	splits	the	
root	

A acks	exploi ng	technical	
vulnerabili es	of	the	DNS	
bring	down	the	root	or	a	

major	TLD	

Ecosystem-wide	

“Regional”	or	“segment”	focus	

Provider	or	organiza on-focused	risk	

CORE	
	

GLUE	

EDGE	

LONG-TERM	 IMMEDIATE	

Need:	
coordina on,	fast	

response	

Need:	
models,	tools,	

support,	direc on	

TACTICAL	
DNS	providers	are	at	the	forefront	

Inadvertent	technical	mishap	
brings	down	the	root	or	a	

major	TLD	

Widespread	natural	disaster	
brings	down	the	root	or	a	

major	TLD	

Risk	Scenario	
Topic	List	

Predisposing	
Condi ons	

Security	
Controls	

Vulnerabili es	

A	Non-
Adversarial	

Threat	Source	

(with	a	range	
of	effects)	

In	the	context	of…	

(with	varying		
pervasiveness)	

(planned	and	
implemented)	

(ranging	in	
severity)	

Could	
Ini ate	

(with	varying		
likelihood	of	
ini a on)	

A	Threat	
Event	

Which	
could	

result	in	

(with	varying		
likelihood	of		

impact)	

Adverse	
Impacts	

Crea ng	RISK	to	users	and	providers	of	the	DNS	–	a	
combina on	of	the	nature	of	the	impact	and	the	likelihood	

that	its	effects	will	be	felt	

(with	varying		
severity	and	

range)	

An	Adversarial	
Threat	Source	

(with	capability,	
intent	and	
targe ng)	

	

OR	

Framework 

Scenarios 

Education, Training,  
Awareness 

Standards, Tools, 
Techniques 

Risk 
Planning 

Glue 
Regional or segment focus 

Constituencies 

Edge (internal) 
Within the organization 

 

Core 
Ecosystem-wide 

Collaborative 

Risk  
Assessment Governance 

Steering 

Coordination 

Sharing 

Delivery 

Doing 

Security  
Management/Leadershi

p 

Operational & Technical 
Practices and Controls 

Research & Analysis 

Event 
Monitoring 

Technology Selection, 
Deployment & 
Management 

Compliance 
Monitoring 

Incident 
Response 

Edge (external) 
Cross-organizational 
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