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Security Infrastructure NIC.AR

Znetwork
R4SC0 reset

o
SRR :. P

- "'c’mll R
nee\'hes'm—"'“"l.-:m- i
o “omrios g

mmur |cauon....reset--

. . . . n.o R-gn 5 emet o
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New security policies were defined and applied i %ﬁg rs:}::‘_&rﬂﬁéi’:ﬂﬁ%%m'

specific traffic behavior policies.

IPS
Firewall rules were applied to limit public access.
Router |
Load Balancer system was installed to distribute )
the traffic load on different servers. Firewall
WAF

A redundant structure for the entire platform is
made. Links to Internet, servers, routers, etc.

Load Balancer

Web APP
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Monitoring and Statistics
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DNS servers new statistics were collected 2
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The health of our servers and their replicas sl , T -
monitoring tools were developed. R R I '
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Attack 04/05/2014 - Details and Learning

Details:

Our first contact with Anonymous and DDoS
attacks.

For several hours they maintained an intense UDP
packets sent to various ports on the NIC AR WEB
servers using hundreds of different IP origins.
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Chalenges:

Improve communication with the ISP
Log redundancy and expand the lo
Check our Internet publication t
public access.

Improving monitoring sys
attacks faster.




12 Paso: ISPs, BGP y Redundancy

Improve the relationship with our suppliers and achieve more fluid channels for
communication faster results.

Implement a system of BGP communities with carriers that before an
international attack we can control our publications in a much more
agile and independently.

Add more Internet services and
connect to the IXP that handles
domestic traffic

Internacional

Com. Nacional: 262249:100

AS$ 262249 Com. Internacional: 262249:101
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Paso: Conexion con Team CYMRU

Q)

Team Cymru provides a free service that lets through a BGP session IPv4 / IPv6
stay informed about bogons networks - Netblocks - etc.

BGP Utilization Peer CYMRU RNIC02

The statistics were last updated Thursday, 18 June 2015 at 10:50.
at which time 'RNIC02.nic.ar’ had been up for 15 days, 22:13:00.

"Daily' Graph (5 Minute Average)

4000.0

To connect with them allowed us to filter both inbound traffic as
corresponding to different types of attacks and botnet. s

1000.0

0.0
2 4 6 8 1012 14 16 18 20 22 0 2 4 6 8 10

Max  Aversge  Current
BGP Utilization (percentage) 38120%  3807.0%  3803.0%
Ournsight  Our Initiatives  Dragon New BGP Utilization Peer CYMRU RNIC01

"Weekly' Graph The statistics were last updated Thursday, 18 June 2015 at 10:45,
at which fime "RNICOLnic.ar' had been up for 21 days, 13:30:49.
“Daily' Graph (5 Minute Average)
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1000.0
00 M

) >
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We recelve sampled and generalized hfgrmatlon about Internet trafﬂc.ﬂ.gwl‘mtes from many
partners, and this chart reflects those rates over the past 30 days, aggroga"md qqu. This Is by “Weekly' Graph (30 Minute Average)

no means the “full speed” of the Internet, but a way of seeing trends and patterns within the 40000
overall mix of traffic. 278 4 3000.0

2000.0

View all available monitoring graphs N 1000.0
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32 Paso: Monitoring— SIEM — Netflow — External Reports

Monitoring systems to detect attacks were improved more quickly.

System statistics using NetFlow alerting changes in behavior or the use
of unauthorized protocols are installed.

SIEM to visualize any unusual behavior easily and teams see errors
more clearly.

External reporting system that allows monitoring the state of the
network from different parts of the world and have a system of alerts
to external infrastructure.

Co o 4w
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New Attaks

5 Minute Average
Since the first attack we suffered until now were recurrent attacks on our site
and servers from port scanning to DDoS. £ so00m0
g 400,000
g 300,000
After the changes we have to face these attacks without suffering full service £ oo
cuts = 100,000
T % 09:00 10:00 11:00 12:00 13:00 1400 1500 16:00 17:00 18:00 19:00 20:00 21:.00
le origen Time
. . . ima 186.182.30.41 200.108.146.10
Many of the attacks were detected by the alarm system allowing quick actions w s 200.108.146.10
and complete them on time. o e S

ima 195.69.221.144

iaa 14.199.192.205
{as 69.38.33.51

In the case of DDoS through expanding bandwidth, agreements with suppliers ., ,iose20:
and filters communities, achieved withstand denial of service without leaving = 7=

{4 59.148.180.168

s
. 2
service. a8 77.40.48.194 o ceme om0 oe mee

o
Tims
{a 49.1.248.90
= W ninown App hiips biach o e o o o F T
la 66.46.124.134 200.108.146.10
{aa 210.211.125.78 200.108.146.10
(e 222.57.47.2 200.108.146.10
laa 61.237.242.21 200.108.146.10
s ae o B 173.242.124.40 200.108.146.10
i=a  Aplicacion Trafico(Total: 68.57 GB) % del trafico total o
la 47.23.50.186 200.108.146.10
% |
ish chargen 34.21 GB 50% lak 1.215.163.146 200.108.146.10
{44 119.160.128.92 200.108.146.10
ik Unknown_App 31.12 GB 45% |
la 81.177.174.112 200.108.146.10
{aa 113.164.17.30 200.108.146.10
{a 201.148.65.197 200.108.146.10
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C.DNS.AR
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Estructura DNS k*
ﬁMaster Signer \ Dlﬁn Master

Https//nic.ar
Verificador de Zona Verificador DNSSEC
Upload DS Generador de Zonas Reload + Notify Reload + Notify
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.NET
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Anycast

Another very important to ensure service stability contribution was
participation in Anycast networks.

Our first steps were incorporating us to the RIPE network and PCH

We are currently working with LACTLD in the new "anycast" network,
also a new "anycast" national network traffic.

£a RIPE RIPE Dat Website
”w-/ INCC RiPE NETWORK COORDINATION CENTRE Search IP Ad N
Manage IPs and ASNs > Analyse Participate > Get Support > Publications

You are here: Home > Publications > RIPE Document Store > Anycast Assignment Request Form

Publications «

RIPE Document Store

RIPE Documents by Number

Anycast Assignment Request Form

Publication date: 02 Jun 2009
RIPE Documents by Category This document is obsoleted by ripe-567

RIPE Policies

The RIPE NCC is now allocating IPv4 address space to its members (LIRs) from the
last /8 (185/8) that was allocated to the RIPE NCC by IANA. IPv4 addresses from this
/8 are allocated according to section 5.6 of “IPv4 Address Allocation and Assignment
Policies for the RIPE NCC Service Region”. No more IPv4 Anycast can be assigned.

FTP Archive
RIPE NCC Organisational Documents >

IPv6 Info Centre >
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State:
Obsoleted

Updated by:
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$ DOCUMENTS
H
:

LACTLD
ANYCAST CLOUD

In a regional cooperation effort, ccTLDs from
Latin America and the Caribbean seek to
promote the robustness of the Internet.

Login [search pch.net b
v | oz |

PCH

PAPERS DISCUSSION TOOLS DATA

Peering@PCH
PPCH DNS Anycast Service
Internet Exchange Support
Route Servers
inter-

line Phone

PCH DNS Anycast Service

Packet Clearing House, as part of its service 1o the Internet Community,
offers anycasted secondary DNS service for country code top level
domains (ccTLDs) and other critical infrastructure domains. This service is
generally provided free of charge to ccTLD operators for developing
counties.

PCH provides name service for these ccTLDS through an anycast system,
with about 100+ localions on six continents. A full st of current locations
i available on the PCH peering web page.

Anycast is a routing technique used to distribute servers in multiple

PCH anycast node




Nuevos Desafios

U Continue to improve monitoring systems and automating tools.

U Expand our networks Anycast.

U Keep learning new techniques and technologies.

U Expanding the work of our CSIRT
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Luciano Minuchin - minuchinl@nic.goh.ar
Sehastian Motia— mottas@nic.goh.
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Buenos Aires
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