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DNSSEC Implementer’s Gathering

Sponsors

The Program Committee held a DNSSEC
Implementers Gathering on 22 June
sponsored by:

* CIRA
* NIC.AR
 SIDN




DNSSEC Implementer’s Gathering

Thanks to:

 CIRA
* NIC.AR
- SIDN

Who can
sponsor the
gathering at
ICANN 54 in
Dublin?




The DNSSEC Workshop and associated
activities at ICANN are an organized activity of
the:

« ICANN Security and Stability @§SAO

Advisory Committee (SSAC) S
with additional assistance from the:
* Internet SOCiEty lntemetﬂ,,'—-‘\; Deploy360
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Use of DNSSEC Validation for World (XA)

Zoom: 1h 1d 5d 1w im 3m 6m 1y max @ Validating

http://stats.labs.apnic.net/dnssec/XA?c=XA&x=1&g=0&r=0&w=7&r=1




Code SubRegion Vz?lihcl:?essc Us:;'?gogle Samples  Weight sva\l::‘ig't;t:d

XH Eastern Africa, Africa 30.60% 25.55% 250980 10.07 2527584
XK Southern Africa, Africa 28.64% 13.92% 128842 6.47 833686
QQ Melanesia, Oceania 22.87% 29.89% 24455 1.35 32922
XQ Northern America, Americas 21.70% 10.04% 3658719 2.64 9671710
XW Eastern Europe, Europe 20.54% 11.50% 9180424 0.57 5240075
QM Northern Europe, Europe 19.94% 6.43% 1654900 1.67 2769145
XP South America, Americas 18.48% 15.68% 16900813 0.43 7195636
QO Western Europe, Europe 17.09% 4.52% 2195884 2.29 5039091
XU South-Eastemn Asia, Asia 16.94% 24.13% 17463185 0.35 6176253
XV Western Asia, Asia 16.69% 16.10% 6482191 0.55 3570590
T s 15.36% 500% 329897 2.29 756906
XL Western Africa, Africa 14.09% 41.37% 273080 9.75 2662860
Xl Middle Africa, Africa 13.71% 35.54% 34580 9.47 327643
XT Southern Asia, Asia 13.44% 25.08% 7310756 1.57 11487581
XJ Northern Africa, Africa 12.55% 17.39% 4634605 0.59 2739434
QN Southern Europe, Europe 11.67% 11.55% 6110077 0.5 3068137
QR Micronesia, Oceania 9.11% 33.51% 17776 0.31 5576
XN Caribbean, Americas 8.33% 18.50% 517432 1 516829
XO Central America, Americas 7.21% 15.27% 5320388 0.43 2310730
XR Central Asia, Asia 5.71% 11.87% 366847 2.04 749475
XS Eastern Asia, Asia 4.23% 8.28% 10655438 242 25830318
QS Polynesia, Oceania 3.81% 10.92% 8380 0.9 7561

http://stats.labs.apnic.net/dnssec/XA?c=XA&x=1&g=1&r=0&w=7&r=1




DNSSEC Uses Google Weighted

cC Country Validates PDNS Samples  Weight Samples

PM f::gr‘ige'fr:::gs'q”e'°"' Sl 88.99% 99.05% 527 0 0
Al Anguilla, Caribbean, Americas 88.54% 14.93% 576 0.5 289
YT Mayotte, Eastern Africa, Africa 84.65% 4.56% 241 14.69 3539
DM  Dominica, Caribbean, Americas 77.53% 47.18% 1028 1.27 1309
< Tl psosoleiiae et el 75.56% 6.42% 716 22 1577
SE Sweden, Northern Europe, Europe 70.50% 7.34% 152901 1.84 280685
AG :::g‘i‘; :“d Barbuda, Caribbean, 64.59% 8.27% 6738 0.34 2274
Si Slovenia, Southern Europe, Europe 61.69% 7.37% 154806 0.3 46203
M Isle of Man, Northern Europe, Europe 58.42% 62.38% 101 11.96 1207
Q Iraq, Western Asia, Asia 57.81% 20.50% 286598 0.34 98271
AD  Andorra, Southern Europe, Europe 56.08% 9.15% 4460 0.52 2318
EE Estonia, Northern Europe, Europe 55.16% 4.56% 71642 0.44 31286
YE Yemen, Western Asia, Asia 50.71% 23.35% 21143 7.19 152056
GQ  Equatorial Guinea, Middle Africa, Africa 49.65% 66.64% 1283 3.27 4198
DK  Denmark, Northern Europe, Europe 48.29% 7.62% 83123 1.97 163616
PS S;Z“"::‘i’apa'es""'a“ b e el 48.09% 16.32% 203552 0.41 84128
RO Romania, Eastern Europe, Europe 44 .87% 9.37% 1447471 0.23 328373
cz ‘E:jfggeRep“"“c' Eastemn Europe., 44.39% 16.03% 486819 0.5 244109
BJ Benin, Western Africa, Africa 43.61% 37.87% 4309 9.1 39207
KE  Kenya, Eastern Africa, Africa 43.47% 28.44% 43184 15.63 675179
PA Panama, Central America, Americas 42.79% 49.09% 68572 0.94 64197
BB Barbados, Caribbean, Americas 42.37% 5.27% 23203 0.28 6585

DJ Djibouti, Eastem Africa, Africa 41.97% 47.86% 14607 0.19 2719

http://stats.labs.apnic.net/dnssec/XA?c=XA&x=1&g=1&r=0&w=7&r=1




DNSSEC Deployment Report

Wed Jun 17 00:12:55 UTC 2015
Total TLDs: 966 / Signed TLDs in root: 788 / Recently added: xxx. (06/16/2015)
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https://rick.eng.br/dnssecstat/



The TLDs - DS or Operational

Current

| gTD | ccTLD | Regional Total _

Measured: June 19, 2015

Status: DS in the Root or Operational
“Regional” TLDs are SU and EU

Total (788) does not include signed root




TLD DNSSEC Implementation Status

Experimental - internal experiments
Announced - Public commitment to deploy




ccTLD DNSSEC Status on 2015-06-19

¥ g Experimental (9)
Announced (11)
| Partial (4)
DS in Root (34)
B Operational (67)




ccTLD DNSSEC Adoption as of 2015-06-19
Experimental . Announced O Partial . DS in Root Q Operational .

Experimental -- Internal experimentation announced or observed (9): GY HKHT IQ IR MS MU RW TO

Announced -- Public commitment to deploy (11): CIDZGH ILIT MX SG TR UY VN ZA

Partial -- Zone is signed but not in operation (no DS in root) (4): GALRMAVC

DS in Root -- Zone is signed and its DS has been published (34): AD AF AG AR AW BY BZ CC CN EG FO GD GI GL GN HU ID KE KG KI KY LA LB LC MM
NC NU PE PW SJTN TV UG VU

Operational -- Accepting signed delegations and DS in root (67): AC AM AT AU BE BG BR CA CH CL CO CR CX CZDE DK EE ES FIFR GR GS HN HR IE

INIO IS JP KR LI LK LT LU LV ME MN MY NA NF NL NO NZ PL PM PR PT RE RU SB
SCSESHSISXTFTHTLTM TT TW TZ UA UK US WF YT



AF ccTLD DNSSEC Status on 2015-06-19

Experimental (2)

Announced (4)
B Partial (3)

DS in Root (5)
B Operational (7)




AP ccTLD DNSSEC Status on 2015-06-19
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Experimental (4)
Announced (4)
| Partial (0)
DS in Root (14)
B Operational (19)




EUR ccTLD DNSSEC Status on 2015-06-19
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Hungary - .HU
1 Feb 2015




LAC ccTLD DNSSEC Status on 2015-06-19

Experimental (3)

Announced (2)
| Partial (1)

DS in Root (8)
B Operational (9)

Caymen Islands - .KY
Apr 2015
‘ Argentina - .AR
June 2015




NA ccTLD DNSSEC Status on 2015-06-19

I Experimental (0)
Announced (0)
| Partial (0)
DS in Root (1)
[l Operational (3)




Receiving the DNSSEC Deployment Maps

The DNSSEC Deployment Maps are now published
via email every Monday morning through the
Internet Society Deploy360 Programme. To
subscribe, visit:

www.internetsociety.org/deploy360/dnssec/maps/




DNSSEC Maps - Next Steps

Second-level domains?

 Rick Lamb’s site
* http://rick.eng.br/dnssecstat/
New columns: “% Signed” and “Signed/Total”

Sort on column headings

NewgTLDs and some ccTLDs and gTLDs
Deploy360 post: https://wp.me/p4eijv-5Ul

* nTLDStats

e https://ntldstats.com/dnssec
* New tab with graphs, and more

* Only for newgTLDs

* Deploy360 post: https://wp.me/p4eijv-5Ui




DNSSEC - Sighed SLDs

TLD ‘ Description DS Date Si:; og| Signed/Total
nl, ’: szlﬁi(:r:;?:gii“ﬁx:m . 11-NOV-2010 [43.61 [2436217/5586548
br. E Comite Gestor da Internet no Brasil 23-JUN-2010 [20.96 |760842/3629910
se. & s [ The Internet Infrastructure Foundation  27-AUG-2010 45.93 |574500/1250711
com. VeriSign Global Registry Services 31-MAR-2011 (043  [500857/117460222
cZ. [- CZ.NIC,zs.p.o 24-JUN-2010 [61.92 (460021/742935
net. VeriSign Global Registry Services 9-DEC-2010 |0.61 |91033/14894552
org. OrgU Public Interest Registry (PIR) 22-JUL-2010 (048 |50796/10501086
lovh, OVH SAS 19-JUN-2014 146.92 |29854/63633
Afilias Limited 4-SEP-2010 1025 |13056/5141986
paris. City of Paris 19-APR-2014 |13.86 [2573/18567
[immo. Auburn Bloom, LLC 27-AUG-2014 (1040 (1112/10697
|websi DotWebsite Inc. 30-MAY-2014 (1.31  [945/71941
lclub. .CLUB DOMAINS, LLC 18-JAN-2014 (0.27 |713/261154
ienc dot Science Limited 15-NOV-2014 0.22 |672/309589
lemail. Spring Madison, LLC 3-JAN-2014 [1.26 [636/50557
[bzh. Association www.bzh 17-JUN-2014 (1292 |595/4607

Missing some with high %, ex. .GOV, .NO




DNSSEC - Signed newgTLDs

[ nTLDStats  Registrar  Registry Backend NewgTlDs  Hand

e Parking DNSSEC Launch Fraud 4

DNSSEC
Domains: TLDs with signed Domains: Signed Zones: Falled DNSSEC:
6,132,662 N 207 (31.51%) 53,213 (0.87%) O 40,536 93.09%)

Signed Domains Proportional Distribution

53.2k
W emall
53 W cub
i boutique
52.8k W tps
W solutions
52.6k M training
M photos
52.4k agency
academy
52.2k axpert
W Other
08Jun 08Jun 07Jun 08Jun 08Jun 10Jun 11Jun 12Jun 13Jun 14Jun 15Jun 168Jun
Registrar Breakdown TLD Breakdown
Registrar Domains 9% Share new gTLD Domains % Share
1. OVH sas 2,114 |397% 1. ema 320 | 0.60%
2. 1,020 | 1.92% 2. clb 181 | 0.34%
3 260 | 0.49% 3. I 170 | 0.32%
4 111 |0.21% 4, tips 145 |0.27%
5. 48 | 0.09% 5. .soltions 116 |0.22%
6. 26 |0.05% 6. .training 102 | 0.19%
7. 26 |0.05% (b 102 |0.19%

ot (InterNetX GmbH) 19 | 0.04% 8. .agency 96 |0.18%




DNSSEC Event Calendar

New calendar to track DNSSEC/DANE-related events.
Two views - event listing:

https://www.dnssec-deployment.org/events/

Calendar view:

http://www.dnssec-deployment.org/calendar/

Send event submissions to york@isoc.org




IETF 93 Hackathon

Sat/Sun, June 18/19, 2015 - Prague - IETF 93

e https://www.ietf.org/hackathon/93-
nackathon.html

e https://www.ietf.org/registration/
MeetingWiki/wiki/93hackathon

* Opportunity to work on new tools or services for
DNSSEC / DANE / DNS Privacy

e Join us!




DNSSEC History Project

The DNSSEC History Project is an ongoing project to
collect and record the history of the work that went
into bringing about the deployment of DNSSEC. To

view - or to contribute - please see:

https://wiki.tools.isoc.org/DNSSEC_History_Project







