
2017 Root Zone KSK Rollover
Matt Larson, VP of Research, Office of the CTO
matt.larson@icann.org | ICANN 58 | March 15, 2017



|   2

Root KSK rollover milestones

Event Date
Creation of KSK-2017 27 October 2016

Operationally Ready 2 February 2017

Out-of-DNS-band Publication Now (and onward)

In-band Publication 11 July 2017 (onward)

Sign the root key set (the actual rollover) 11 October 2017 (onward)

Revoke KSK-2010 11 January 2018

Remove KSK-2010 from systems Dates TBD, 2018
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ICANN’s automatic updates testbed

¤On 13 March 2017, ICANN released a testbed to allow operators 
to test whether resolver configurations follow Automated 
Updates
¤The goal is to test production resolvers with live test zones 

executing a KSK rollover in real time
¤A full test lasts several weeks

¤Joining the testbed involves:
¤Configuring a trust anchor for a test zone such as
2017-03-05.automated-ksk-test.research.icann.org

¤Receiving periodic emails with instructions for what to do and 
what to watch for

¤https://automated-ksk-test.research.icann.org
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ICANN’s automatic updates testbed
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Educational and informational resources

¤Check out ICANN’s main page for root KSK rollover 
information:

https://www.icann.org/kskroll

¤Link to that page can be found on ICANN’s main web page under 
“Quicklinks”
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Join the ksk-rollover@icann.org mailing list
Archives: https://mm.icann.org/listinfo/ksk-rollover
KSK Roll Website: https://www.icann.org/kskroll

Thank You and Questions

Engaging with ICANN

flickr.com/photos/icann

linkedin.com/company/icann

twitter.com/icann
Follow #Keyroll

facebook.com/icannorg weibo.com/ICANNorg

youtube.com/user/icannnews

slideshare.net/icannpresentations

soundcloud.com/icann


