
ECDSA adoption in DNSSEC
a view on 3 gTLDs, a special TLD and 7 ccTLDs



Introduction

• ECDSA was standardised for DNSSEC in 2012  
—> RFC 6605 

• No use at all until end of 2015  
(less than 50 domains in our datasets) 

• 2015: CloudFlare announces “Universal DNSSEC”  
On-the-fly DNSSEC signing using ECDSA 

• 2016: PowerDNS makes ECDSA the default 
algorithm



Recap: why use ECDSA?
• DNSSEC suffers from reachability problems 

because of fragmentation [1]  
(and yes, that is still a thing in 2017) 

• DNSSEC is abused for amplification attacks [2]  
(see e.g. reports from DDoS protection services) 

• Common cause: large messages because of large 
RSA signatures and keys 

• Solution: use elliptic curve cryptography 
• Smaller keys, smaller signatures, stronger 

cryptographic security!



Datasets
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Dataset# TLD Start date End date #Domainsı #Signedı (%ı)

I
.com

Mar. 1, 2015 Feb. 14, 2017
126.6M 0.63M (0.5%)

.net 15.1M 0.10M (0.7%)

.org 10.5M 0.08M (0.7%)
II .nl Feb. 9, 2016 Feb. 14, 2017 5.7M 2.59M (45.5%)
III .gov February 14, 2017 1083 990 (91.4%)

IV

.at

February 14, 2017

1.3M < 0.01M (0.3%)
.ca 2.5M < 0.01M (< 0.1%)
.dk 1.3M 0.02M (1.8%)
.fi 0.4M < 0.01M (0.4%)
.nu 0.3M 0.08M (26.0%)
.se 1.4M 0.07M (48.6%)

ıOn February 14, 2017

Table 8.1: Datasets

8.2.2 Datasets
As mentioned previously, the data used for this study comes from the large-scale
active DNS measurement platform introduced in Chapter 7. Table 8.1 shows
which data we used from this platform. The first dataset was selected because it
covers the longest time period, and includes the point in time when the statistics
for the study in Chapter 5 were collected (which show virtually no adoption
of ECDSA). The second dataset covers the .nl ccTLD. This ccTLD has the
largest DNSSEC deployment worldwide, and enabled support for ECDSA secure
delegations only recently (on March 1, 2016). The third dataset is a one-day
snapshot of the .gov TLD reserved for US Government use. The snapshot
is based on a publicly available list of .gov domains2. Studying .gov is of
interest as DNSSEC-signing is mandatory and there are specific guidelines that
recommended a switch to ECDSA signing by 2015 [22].The fourth and final
dataset is a new addition compared to the publication on which this chapter is
based [186]. This dataset reflects the state of six ccTLDs on the final day of the
other datasets and will be used to determine current adoption levels of ECDSA
in those six ccTLDs.

8.3 Results
8.3.1 Adoption of ECDSA in .com, .net and .org
First, we look at adoption of ECDSA in .com, .net and .org. These TLDs
supported secure delegations for domains signed using ECDSA P-256 and P-384
over the entire period covered by the dataset. From here on, the analysis ex-

2
https://usgv6-deploymon.antd.nist.gov/cgi-bin/generate-gov

data sourced from OpenINTEL (see last slide)



Methodology
• We looked at algorithm identifiers in DS, DNSKEY 

and RRSIG records 

• We distinguish between full and partial 
deployments:

DS DNSKEY RRSIGsecure delegation

parent zone 
e.g. .com DNSSEC-signed domain

used to sign

partial deployment if only these records are present

full deployment if all of these records are present



The three largest gTLDs

CloudFlare announces  
Universal DNSSEC

“The Sacramento Bee”

DomainNameShop
from Norway



Partial adoption
• Partial deployments also occur for other algorithms 

• Causes: no support for secure delegations, 
operators or registrants not registering a DS



Algorithm distribution in .com

• on February 14, 2017



Making ECDSA great(er) (again)
• If all domains managed by CloudFlare fully deploy 

DNSSEC, this would make ECDSA “YUGE”!
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Figure 8.6: Percentage of CloudFlare-operated domains that are signed

TLD #Domains #Signed (%) %ECDSA #CloudFlare %Signedı %ECDSAı

.com 126.6M 0.63M (0.50%) 14.73% 1.40M 1.59% 72.5%

.net 15.1M 0.10M (0.69%) 17.49% 0.15M 1.65% 63.7%

.org 10.5M 0.08M (0.72%) 17.23% 0.11M 1.73% 63.3%

ıPotential deployment including CloudFlare

Table 8.2: CloudFlare’s DNSSEC potential in .com, .net and .org

percentage of domains operated by CloudFlare that are DNSSEC-signed. As
the figure shows, while there is growth, the percentage is still small (< 3%).
If all CloudFlare users were to fully deploy its DNSSEC service, however, the
picture would change dramatically. In fact, as Table 8.2 illustrates, if all domains
operated by CloudFlare fully deploy DNSSEC, the number of signed domains
more than doubles in all three TLDs and ECDSA P-256 would become the
dominant signing algorithm in these TLDs overnight.

8.3.3 Adoption of ECDSA in .nl and Other ccTLDs
The second dataset selected for this study covers the .nl ccTLD, which – unlike
.com, .net and .org – did not support secure delegations with ECDSA at the
start of the dataset. This allows us to study ECDSA adoption before and after
the ccTLD started supporting secure delegations for this algorithm. Figure 8.7
shows partial and full adoption of ECDSA in the .nl ccTLD. Three things
stand out. First, initial ECDSA deployment is dominated by CloudFlare, just
like in .com, .net and .org. From the middle of June 2016, however, the
first domains signed with ECDSA from other operators appear, and toward
the end of the dataset these far outnumber domains operated by CloudFlare.
Each jump in the number of domains signed with ECDSA is attributable to
an individual operator. Apart from the growth spurt starting in October 2016



Adoption in .nl

.nl starts supporting
ECDSA for DS

PowerDNS 4.0
makes ECDSA

the default

Local Dutch hosters 
enable ECDSA

DomainNameShop
from Norway

More than 50% of these partial (CloudFlare) deployments still exist!



Adoption in other ccTLDs
• We also studied 6 other ccTLDs, specifically: 

.at  - Austria   .fi  - Finland 

.ca - Canada  .nu - Niue 

.dk - Denmark  .se - Sweden 

• Takeaway: adoption varies, local hosters adopting 
ECDSA makes a big difference
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ccTLD
.at .ca .dk .fi .nu .se

%Signed 0.30% 0.01% 1.81% 0.38% 25.99% 48.59%
%ECDSA P-256 0.99% 41.25% 88.47% 75.13% 14.58% 2.64%

Table 8.3: Adoption of ECDSA in other ccTLDs

ECDSA. Second, in ccTLDs with low DNSSEC adoption, a large proportion of
domains the do deploy DNSSEC use ECDSA. While there is not enough data to
conclude that this is a trend, this does appear to suggest that newer DNSSEC
deployments tend to favour ECDSA for signing. It will be interesting to study
if this continues in the future and will become an actual trend.

8.3.4 Adoption of ECDSA in .gov
As Section 8.2.2 mentions, we also measured adoption for the .gov TLD. The
reason for doing this is twofold. First, US Federal Government agencies were
required to deploy DNSSEC for domains they operate in the .gov TLD latest
by the end of 2009 [21]. This means that all .gov domains should be DNSSEC-
signed, which, as Table 8.1 in Section 8.2.2 shows, is not the case. Second, the
US National Institute for Standards and Technology recommends switching to
ECDSA [22] for DNSSEC.

Taking these two things into consideration, and also considering the rela-
tively small number of domains for US federal agencies, one might expect to
see significant ECDSA adoption in .gov. Disappointingly, however, in Febru-
ary 2017 not a single .gov domain uses ECDSA for signing, almost two years
after the date that NIST recommends switching to this algorithm.

And the worries do not stop there. The same NIST publication [22] states
that zones that sign using RSA and that use the deprecated SHA-1 hash algo-
rithm should migrate to using SHA-256. The reason for this is that there are
serious concerns about the security of the SHA-1 hash algorithm. Yet in Febru-
ary 2017, almost half of .gov domains4 are still exclusively signed using RSA
with the SHA-1 hash algorithm. The final concern is about key sizes. As dis-
cussed earlier in Chapter 5, NIST recommends deprecating 1024-bit RSA keys
in favour of 2048-bit RSA keys. Yet again, in February 2017 over 8% of .gov
domains exclusively use 1024-bit RSA signing keys. And even worse, six .gov
domains use 512-bit RSA keys, a key size that is considered highly insecure and
trivial to break [175].

4Ironically including nist.gov.



Adoption in .gov
• Federal agencies must sign their .gov domains 

• NIST recommended a switch to ECC and larger RSA keys 
years ago 

• So do .gov domains use ECDSA? 

NO, NONE, ZERO, ZILCH, NADA.
• Some “fun” facts: 

• 8% of .gov domains exclusively use 1024-bit RSA 
• Six .gov domains still use 512-bit RSA
• Almost 50% of .gov domains use SHA1 hashing in 

DNSSEC (against NIST recommendations from 2015!)



Signing with a CSK
• In earlier work, we showed that signing with a Combined 

Signing Key (CSK) has additional advantages to further 
reduce fragmentation and amplification 

• So we asked ourselves: do people use CSKs with 
ECDSA? 

• Takeaway: some operators choose to use a CSK, but 
there is no clear trend. From other data we know that CSK 
uptake for ECDSA appears to be higher than for RSA
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TLD or ccTLD
Scheme .com .net .org .at .ca .dk .fi .nl .nu .se

KSK/ZSK 97.7% 98.4% 98.4% 74.0% 97.4% 47.8% 99.5% 53.4% 85.4% 99.1%
CSK 2.3% 1.6% 1.6% 26.0% 2.6% 52.2% 0.5% 46.6% 14.6% 0.9%

Table 8.4: ‘Traditional’ KSK/ZSK key management versus single key CSK

Given the sorry state of DNSSEC deployment in the .gov TLD, it is clear
there is a need for an overhaul. US federal agencies, including NIST itself,
would do well to follow NIST’s recommendations and to update their DNSSEC
deployments to sign using ECDSA.

8.3.5 Key Management Schemes in ECDSA Deployments
Finally, new in this thesis compared to the publication on which the chapter
is based [186], we have examined whether zones that have been signed using
ECDSA use the ‘traditional’ split key model with a KSK and ZSK, or whether
they use a Combined Signing Key (CSK) (the advantages of which we explained
in Chapter 5, Section 5.4.4). We examined this across all datasets shown in
Table 8.1, for the last day included in the datasets (February 14, 2017).

Table 8.4 shows the result. As the table shows, there are big di�erences
between the TLDs included in the study. Closer examination shows that there
is insu�cient evidence of any trends of operators favouring one key manage-
ment model over the other. In the four ccTLDs with a significant fraction of
ECDSA-signed domains using the CSK key management model, this fraction
can be attributed to a single or only a few operators. Because of the additional
benefit in terms of reduction of amplification potential of using the CSK model
(Chapter 5, Section 5.4.4) it is worthwhile to monitor future development of
adoption of this key management model.

8.4 Recommendations for Operators
The most important takeaway for operators from the study presented in this
chapter, is that the adoption of new algorithms in the complex DNSSEC ecosys-
tem takes a lot of time. The uptake of ECDSA did not start to grow significantly
until late 2016, four years after it was standardised for use in DNSSEC [92].
This is true throughout the DNSSEC ecosystem; in related work, Huston and
Michaelson [100] show that support for ECDSA among DNS resolver operators
is also not yet universal. It is much higher than on the signing side, though,
with 82% of validating resolvers supporting ECDSA. We note that the Internet



RSA developments
• But what is happening in the RSA space? 1024-bit is 

considered too weak, but are people switching? 

• Takeaway: window of opportunity to go from insecure 
RSA variants to ECC algorithms during upgrades or a 
risk of increases in RSA keysizes for many domains 
(with the associated problems)
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KSK: 2048 KSK: 1024 KSK: 2048 KSK: 1280 KSK: 4096 KSK: 4096 !Power of 2
TLD ZSK: 1024 ZSK: 1024 ZSK: 2048 ZSK: 1280 ZSK: 2048 ZSK: 4096 Other KSK ZSK
.com 59.9% 37.9% 0.9% 0.3% 0.3% 0.2% 0.5% 0.3% 0.4%
.net 54.3% 42.3% 1.3% 0.4% 0.5% 0.3% 0.9% 0.5% 0.5%
.org 55.4% 41.3% 1.1% 0.3% 0.6% 0.3% 1.0% 0.4% 0.5%

KSK: 2048 KSK: 1536 KSK: 2048 KSK: 4096 !Power of 2
TLD ZSK: 1024 ZSK: 1280 CSK: 2048 ZSK: 2048 CSK: 1024 ZSK: 2048 Other KSK ZSK
.nl 96.2% 2.3% 0.9% 0.2% 0.2% 0.1% 0.1% 2.3% 2.3%

Table 5.1: Key size distribution for .com, .net, .org and .nl, February 2017

graphic need for this (in theory, increasing the key size by a single bit doubles
the burden of cryptanalysis), this has become common practice. As RSA is in
widespread use and may have been implemented under the assumption that key
sizes are always a power of two, changing this practice may be infeasible.

The complex KSK/ZSK split discussed in the previous section comes into
play here as well. KSKs are often 2048 bits to be su�ciently strong. But to
keep signature sizes manageable, the ZSK is often 1024 bits. This also illustrates
why having a CSK is unattractive; either it is 2048 bits, imposing significant
signature overhead on all DNS messages, or it is smaller and needs to be rolled
frequently with (manual) parent interaction.

Finally, another problem is looming on the horizon: 1024-bit keys are in-
creasingly considered weak. The National Institute of Standards and Technol-
ogy (NIST), that issues guidelines for the US federal government, disallows use
of 1024-bit keys beyond 2014 [20]. But that NIST made an exception for DNS-
SEC until October 2015 “due to message size constraints [fragmentation]” is
telling ([22], §8.1.3).

To give an impression of the current use of RSA keys, Table 5.1 gives an
overview of the most commonly used key sizes in four TLDs4. As the table
shows, the most commonly used configuration for the .com, .net and .org
TLDs is to either use a 2048-bit KSK with a 1024-bit ZSK, or to use two 1024-
bit RSA keys. Additionally, the table shows that the fraction of domains that use
RSA keys whose size is not a power of two is 0.5% or less for these three TLDs.
The table also shows the distribution of key sizes for .nl. This ccTLD has the
largest number of DNSSEC-signed domains of all TLDs (in absolute numbers).
As the table shows, the distribution is quite di�erent from that for .com, .net
and .org. One particular configuration, a 2048-bit KSK with a 1024-bit ZSK is
used by the vast majority of domains. Interestingly, a non-trivial fraction of .nl
domains use a CSK. Finally, in .nl there are also significantly more domains
that use RSA keys of a size that is not a power of two.

4The data for this table comes from the OpenINTEL measurement system that will be
discussed in detail in Chapter 7.

(data is for 2017-02-14)



EdDSA

• EdDSA has very recently been standardised for 
use in DNSSEC  
(thanks to Ondřej Surý and Robert Edmonds!) 

• RFC 8080 standardises two curves: 
• Ed25519 (algo 15) 

256-bit curve, 128-bit security, highly attractive, 
keys only require 32 bytes in a DNSKEY record 

• Ed448 (algo 16) 
448-bit curve, 224-bit security, high security



EdDSA (cont’d)
• EdDSA support is (virtually) non-existent in software 

• There are good reasons to push for support: 
• EdDSA is much faster
• EdDSA keys require only half the space of an 

equivalent ECDSA key in a DNSKEY record 
• EdDSA has better security properties 

(see https://safecurves.cr.yp.to) 

• So support your favourite OSS project to implement 
EdDSA! 

• SURFnet is pushing for our new HSM vendor to support 
EdDSA; they claim to have put it on the roadmap

https://safecurves.cr.yp.to


Conclusions

• ECDSA adoption has taken off, there are now 
significant numbers of domains signed with this 
algorithm 

• Deployments still traceable to a hand full of 
operators 

• Secure delegations through the RRR channel are 
blocking deployment of DNSSEC in general, and 
ECDSA in particular



Recommendations
• For DNSSEC signer operators:

• Planning a new deployment?  
Choose ECDSA P-256 as signing algorithm 

• Existing deployment: 
Consider switching to ECDSA (or even EdDSA) as 
part of your upgrade/replacement cycle (not trivial) 
(this is what we will be doing in 2017) 

• For DNS resolver operators:
• Doing DNSSEC validation? 

Check support for ECDSA, consider upgrading if 
not supported



SURFnet plans for 2017
• SURFnet will be switching all signed domains to 

ECDSA P-256 in 2017 

• Migrating to new HSMs 

• Simpler key management scheme: single key 
(“CSK”) 

• Live algorithm rollover of about 1200 domains 

• We will blog about our progress and share our 
automation scripts and code



Further reading
• [1] DNSSEC Meets Real World: Dealing with Unreachability Caused by 

Fragmentation.  
IEEE Communications Magazine, 52 (April), 2014  
http://bit.ly/commag14-dnssec-frag 

• [2] DNSSEC and its potential for DDoS attacks  
Proceedings of ACM IMC 2014, Vancouver, BC, Canada  
http://bit.ly/imc14-dnssec  

• [3] Making the Case for Elliptic Curves in DNSSEC  
ACM Computer Communication Review (CCR), 45(5). 
http://bit.ly/ccr15-ecdsa  

• [4] The Performance Impact of Elliptic Curve Cryptography on DNSSEC Validation  
To appear in IEEE Transactions on Networking  
http://bit.ly/ton16-ecc-impact 

• Internet Society Deploy 360 Programme, DNSSEC  
http://www.internetsociety.org/deploy360/dnssec/

http://bit.ly/commag14-dnssec-frag
http://bit.ly/imc14-dnssec
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http://bit.ly/ton16-ecc-impact
http://www.internetsociety.org/deploy360/dnssec/
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