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Email transport is not
secure today

Encryption and authentication
of email transport streams and
storage is severely insufficient

Telcos and ISPs allow
surveillance of their
customers by not solving this

All types of vital documents
and data go by emalil

Greater public perception of
the issue
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United Nations / MGN
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The Telegraph theguardian

Home Video News World Sport Business Money Comment Culture Travel Life W ’I thought I'd bought my ﬁrst home’ but I
lost £67,000 in a conveyancing scam'

HOME » FINANCE » PERSONAL FINANCE » BORROWING » MORTGAGES

'Fraudsters hacked emails to my solicitor and stole
£340,000 from my property sale'

In a growing form of cybercrime fraudsters are targeting property sellers and  Bsle)Uz) (e BY I Si@ R T AU aainTo M s (VLTS 00l B0 e BT RS 0k K e=1 Rl RS R 1S
their solicitors No 1 cybercrime in the legal sector
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A growing risk for ISP emall

\

Lack of
cooperation
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Lack of
security and
Innovation
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Move to
IM / chat
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% Federal Office
b for Information Security

Efforts ongoing
everywhere

Governmental
recommendations in USA,
Germany, Netherlands...

B3I TR‘0310§‘13 - National efforts by ISPs in
Secure E-Mail Transport Germany & France to improve
Email security

Requirements for E-Mail Service Providers (EMSP)
regarding a secure Transport of E-Mails

Version: 1.0
Date: 05/12/2016
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.- E-MAIL MADE IN GERMANY

Eine Initiative von GMX, Telekom und WEB.DE

B R ey ey ey ey g B v i E -ma | | m ad e

E-MAIL MADE IN GERMANY

E-Mail made in Germany bietet unseren Kunden einen hohen Sicherheits- und Datenschutzstandard und steht fiir Produktqualitit und Zuverlassigkeit.

o T.. @ in Germany

. * An agreement among
E ' STRATO Germany’s biggest email
et s, A providers

freenet'y

Verschliisselte Dateniibertragung

Daten werden verschlisselt Gbertragen, sowohl zwischen unseren
Nutzern und unseren Rechenzentren als auch untereinander. mehr

* They use DNSSEC and
DANE to authenticate the
destination server and to
ensure that the SMTP
connection is encrypted

Datenverarbeitung in Deutschland

Unsere Rechenzentren stehen in Deutschland. Die Verarbeitung aller
Daten erfolgt ausschlieBlich gemaB dem strengen deutschen
Datenschutz. mehr

Sichere E-Mail-Adressen tragen das E-Mail made in

-, Germany-Siegel | = &8
Sichere E-Mail-Adressen werden in der Nutzeroberflache angezeigt. So ¢

erkennen Sie direkt, dass Sie sicher kommunizieren. mehr

Impressum Presse e Initiative vo emx T.. Stay Open. Dx



TRUSTED EMAIL SERVICES

https://tesmail.org/
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A vendor community initiative

Dx Stay Open. DOVECOT POWERDNS:::
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A twofold audience

'Technical guidelines ’

Meetings Website
Mailing list Test tool
Facebook group Twitter account
- n
Telcos / Big ISPs Small ISPs / hosters
Big hosting companies Independent sysadmins
Users

1 ®
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Several technologies recommended

- Provide anti-abuse filters and policies (SPF, DKIM,
DMARC)

- Encrypt email traffic (STARTTLS) with secure ciphers

- Authenticate destinations with DNSSEC and DANE

- Deploy end-to-end encryption with PGP and HKP
(including mailboxes)
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STARTTLS MITM Downgrade

Normal STARTTLS Negotiation

EHLO foobar.com

250 STARTTLS

€
STARTTLS
ENCRYPTED TRAFFIC
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STARTTLS MITM Downgrade

STARTTLS Negotiation with MITM

EHLO foobar.com EHLO foobar.com -
< 250 example.net 250 STARTTLS
CLEARTEXT CLEARTEXT
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Spoofed MX Domain Attack

Works even if MTA checks certificate validity

Cache poisoning
attack against
example.com

MX for

X5
example.com?

badguy.com

EHLO foobar.com

L 250 STARTTLS
STARTTLS badguy.com

Cert for badguy.com MTA
ENCRYPTED TRAFFIC
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Quick Digression on DANE

RFC 6698: DNS-based Authentication of Named Entities for TLS

« DANE defines a new record type in « DANE is used in conjunction with SMTP
DNS: TLSA Record & TLS to fully secure mail delivery
« Can be used to securely authenticate
TLS certificates:  DANE addresses vulnerabilities
By specifying constraints on CAs that discussed earlier:
are valid or explicitly specifying  Authenticate presented certificates
certificates using DNSSEC signed TLSA record
- By allowing self-signed certificates to * Use presence of a TLSA record to
prevent downgrade (you must

be explicitly specified
« Using DNSSEC as a trust-anchor

encrypt)



DANE in Action (normal)

MX 5 mta1.foo.com

MX for TLSA 31 1 a4bf...

foo.com?
mta1.fe6.com?

Only continue if STARTTLS
supported, cert sigs match etc.

ENCRYPTED TRAFFIC
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DANE in Action (MITM)

MX 5 mta1.foo.com
TLSA 31 1 a4bf...

MX for

foo.com?
mta1.fe6.com?

Only continue if
STARTTLS supported,
cert sigs match etc.

Retry, then bounce
eventually
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Operational Issues with DNSSEC/DANE

« DNSSEC is perceived as difficult to DNSSEC Validation has been difficult

implement and administer until recently
« This may have been true previously but * However this has also changed
not today * Resolvers: Unbound, PowerDNS,
« Zone signing, Key generation, signature Bind
rollover etc. is all automated » Stub Resolver Libraries: GetDNS
« Signing a zone ‘one command’ with « DANE seen as not currently suitable for
some nameservers use by browsers/clients
« Transferring DS record to registrar for » C.f. Certificate Transparency from
signing by parent zone is typically still Google
manual



What do | need to implement this?

Software Operational
« DNSSEC Compliant DNS Server * DNS | | |
«  DANE-Compliant MTA (sending only) * DNSSEC Signed Email Do.malns
. All TLS-capable MTAs are DANE « TLSA Records for your mail servers
« TES records for membership lookup

capable by default
« MTA

* Policy to allow local overrides
« WebMail recipient lookup javascript



The TES test
tool

- Tests your domain name for
email support, STARTTLS, TLS
version, unencrypted auth,
DNSSEC, DANE and SPF

- Will be made public shortly on
the TES website

In Dec 2016, we ran a test scan
of the top 1000 domain names

by Web traffic )
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Domains supporting encrypted mail

(o)
47% (227

O OK, ting TLS
8.3% OK, supporting

B OK, but no TLS
5,0%
@ Unresponsive mail servers

ONo MX records

B MX records invalid under DNSSEC

B Non-existing MX hostnames

21 Stay Open. wa



TLS support on mail servers

22

OTLS 1.2
BTLS 1.1
BTLS 1.0

ONo TLS support

~90% of those supporting TLS
do not offer authentication before
STARTTLS
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DNSSEC and DANE support

DNSSEC DANE
Deployed by 15 domains - Deployed by 3 domains
1,9% of domains having email - 0,3% of domains having email

- 2,4% of domains supporting TLS - 0,4% of domains supporting TLS

The three lonely heroes: comcast.net, web.de and gmx.net
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Thank you

https://tesmail.org/

info@tesmail.org
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