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How can we help this guy who has numerous passwords and wants to log in in to a webshop he hasn‘t visited for quite some time?


.

"We call this one the 'Password Manager.'
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THE PROBLEM

Too many accounts...

AND STARTING TODAY,
ALL PASSWORDS MUST
CONTAIN LETTERS,
NUMBERS, DOODLES,
SIGN LANGUAGE AND
SQUIRREL NOISES.
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...and | am not even allowed to
use the same password for all

The vest is made of Post-IT notes.”
of them!!
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Solutions are manifold

Different provisions


THE SOLUTION

User

User
authentication
provider

Single set of
credentials

Service #1 Service #2 Service #3

@nic

Single Sign-On (SSO)

A single set of credentials (e.g.
username and password) that can
be used on all existing online
services...

...requires a service acting as user
authentication provider (must be
trusted by everyone)
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A sophisticated solution would be a SSO service. You use a _single_ set of credentials for all online services

To this end, you‘d need a trusted party that could act as an authentification provider


EXISTING SSO

elDAS

Official government-provided
digital identity (e.g. eIDAS)...

Strong identity guarantee, hard
to get (bureaucracy)

-

Overkill for most applications


Presenter
Presentation Notes
There are existing SSO solutions on the market ...

Goverment provided, legally acknowledged e-identity  (verified) -> bureaucracy, no anonymity


EXISTING SSO

B3 Login with Facebook

g Login with Google

m Login with Linkedin

SOCIAL MEDIA

OTT-provided digital identity
(e.g. social networks)

Owned by the OTT

-

No portability/choice for the users
No privacy guarantee
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Subject to change terms & conditions at any time without user influence

pay with data


THE SOLUTION

Domain ID
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The solution for sure, is ours: 


THE REAL SOLUTION

DENIC Strategy /Mission Statement

[...]

Moreover, DENIC is committed to an open, secure and
stable Internet.

https://member.secure.denic.de/ueber-uns/strategie/
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Why do we develop it?

- An open, secure and resilient Internet is a genuine part of DENICs strategy
- Boost domain name registrations


THE ROLES IN DOMAIN ID

* Provides service to the user,
manages

> customer

Identity > user data

Agent

% _'ﬁ « Keeps and verifies
Er user credentials

Relying party Identity ° Manages consent

to data sharing

(any online service) Authority

nic

de
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Now into the details ...

4 different actors: (and I’m already introducing the terminology of OpenID, the standard used, here):  

user,  
webshop (Relying Party), 
Identity Authority (Registry)
Identity Agent (typically a Registrar or hosting provider)

IAuth and IAg can be collapsed, but are deliberately distinguished to introduce competition.
 



DOMAIN ID — HOW DO I USE IT

@nic

IDENTITY AUTHORITY DNS
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Login completed User data
User Webshop IDENTITY AGENT

@nic
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User visits website and wants to log in:

In the DNS, DNSSEC secured, a look-up of the IAgent and IAuthority is performed
Authentification is requested at the discovered IAuth
If the user is not known, he needs to enter a password (other Auth methods [ 2FA ] are possible )
RP authenticates the user by the given domainID
RP may ask for specific data stored at the Identity Agent
IAgent provides data, even reasons
User is logged in 


.

DOMAIN ID

e Basedon existing

e Participate in an open model

. to pick and change your provider, or host it
yourself

e Your domain and data are

. whom to trust with your , whom you
share and confide your personal data with...

nic
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What are the intrinsic features?

-> OpenID Connect, DNS, DNSSEC, DANE, ACME
-> code we are using is standard and developed and maintained as such

federated: -> different roles of the solution can be performed by different actors, 

free: -> even by one self

owned: -> you have full control

Privacy: -> you don't pay with your data




DOMAIN ID — DEMO

http://hermes.open-xchange.com/appsuite/
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http://hermes.open-xchange.com/appsuite/

SCREENSHOTS IN THE ABSENSE OF INTERNET ACCESS

OX App Suite

bser name
Password

Sign in Sign In /w DomainlD




SCREENSHOTS IN THE ABSENSE OF INTERNET ACCESS

OX App Suite

Password

schweigendenic.de|

Sign in Sign In /w DomainiD




SCREENSHOTS IN THE ABSENSE OF INTERNET ACCESS

DENIC eG Identity Authority

Login at Open-Xchange )¢

as schweiger.denic.de -

Following Data is requested:

sub

<]

name

<]

given_name

<]

family_name (Reason: weil Marcos das braucht ;-))

email_verified
auth_time

iss

nickname

| email

[ Remember for future logins with this client?
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SCREENSHOTS IN THE ABSENSE OF INTERNET ACCESS

Portal Mail Address Book Calendar Tasks Drive
Search... Q New Scheduling Today View ~
~ My calendars < » Oct16-20,2017 cwaz =

All my appointments
[T schweiger, Jérg

[ Mon16 | Tue 17 Wed 18 Thu 19 Fri 20

CEST ~
Add new calendar

4 AM

5 AM

6 AM

7AM

8 AM

9 AM

10 AM

11 AM

12PM

1PM

2PM
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DOMAIN ID — BEHIND THE SCENES

ldentity Authari Identity Authori Identity Authori
Usor Usor Agent Ralying Party DNE :Conﬂm::?tlon Enugnm] [RngliuTt'IIon Endplginl} {Autl:y &apoum
Reguest to log into the relyi
| Fequestioginpage 4
Select "DomalinlD" and enter dentll'ler'
Submit identifier »
»
Lok DomainiD for the identifi
q—Eetum information on authority and agent |
fopt ) [If the relying party sees this identity authority for the first time]
............. Regues! standard QoenlD conflgumation... ...
L CEEEEEETT TR, Return DpeniD configuration fila______________.
_----..............Jmmmmmmmwm.‘umm L] R —— »
“. ..................... Geoete and retymn elient idand clentsearel oo aaaaas
|5‘tnm client id and client secret Tor future u:q
Redirect the user agent to the identity autharity;
R P sentifier, cli tod cl >
WVerify if the user can be recognized through an existing ussiot?l
lopt J [N authentication Is required to recegnize the user]
FI—— RN L LN WS RS P— S ——————
...... Enter password Leredentials ___ )
........................ Sendpavevord aregentialy. . e
Verify if the user already consented to sharing claims with that relying partynl
lopt J [ consent is required for the specific user, relying party and claims]
SO R Retumsensentiom. e e csesssssssssemeee e eenead
......... Pick consentoptions _______y|
MR | 8o 11 SRR WRRRS—— A SRES————S
N Identity Authari Identity Authori Identity Authori
User User Agent Relying Party ONS [Conﬂgl.'llr?tion Eﬂd;‘::irlt] [ngisu:‘l‘l.on Endplginl} {.».u'cr:.lr Endpoi'::}r

www.webseguencadiagrams.com

16



Presenter
Presentation Notes
It‘s a bit more complex ...


DOMAIN ID — WHAT'S IN 4

e Registries: Domain name registration growth
e Registrars: Revenue and customer value preposition

e Registrant/ Data control —
Internet User anytime - anywhere — just like this

legal verification can be added
=) payment, signing functions

e Internet ecosystem: free, open, secure

@nic
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DOMAIN ID — HOW DO | GET ONE

< Register your domain name
" Configure it for DomainID
< Visit the DomainID portal

18


https://auth.freedom-id.de/domain-id

DOMAIN ID - LINKS

Tech Whitepaper
https://git.freedom-id.de/Domainld/Documentation

DomainlD Portal
https://auth.freedom-id.de/domain-id

|dentity Authority Issuer
https://auth.freedom-id.de/

Freedom Shop
https://shop.freedom-id.de/

OpenlD

@nic

| pending
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https://git.freedom-id.de/DomainId/Documentation
https://auth.freedom-id.de/domain-id
https://auth.freedom-id.de/
https://shop.freedom-id.de/
http://openid.net/certification/

TIMELINE - WHAT'S NEXT?

internal
preperation

Develop Application Name, Icon, Claim
Papers (What-is, how does it work,...)
Show-case Prototype

Develop UX for (EndUser), Relying Parties

Website

Engage Registrars (DENIC members, Global Players)

partnering Engage Registries

Approach early adaptor Relying Parties
operational |e Inception Domain ID foundation
&

jurisdictional
framework

* technical specification 1.0, support commitments

* code repository, best practise

going live

Press release
Web launch

operation & |4

establishing
prime
position

Outreach / Marketing

Submit to standardisation bodies

20



‘!Ia"'l_-‘\,
?& Continue with DomainlD
A7

Continue with Google

li Continue with Facebook

or

Yy = 9 B

@nic
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