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e Stage I: Gaining and building
local expertise.
e Stage II: Prototype and
experimental operation.
e Stage lll: Launching the
actual operation.
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e Learning from others’
mistakes

e Waiting for application
maturity and availability
of tools

Follow up Phase

Before
2015
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Starting with a balanced and forethought
pace

— Continuous follow-up to international
developments

—  Why wait?
= Rapid changes in specifications to this moment

= Waiting for application maturity and availability
of tools

= Take advantage of the experience of others and
learn from their mistakes.

= The percentage of global use by the public was
around 2%

After the maturity of DNSSEC, SaudiNIC
(2015) has:

— Conducted an extensive and
comprehensive study on how to adopt
DNSSEC in the Saudi Domain Name
System :

= Gaining local experience about DNSSEC, how it
works and its requirements

= Studying international standards

= Exploring some international experiences (eg:
Netherlands, New Zealand, Canada, Australia,
Austria).
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The study concluded with the
development of a three-phase
roadmap to adopt DNSSEC in
Saudi domains:
— Stage I: Gaining and building
local expertise.

— Stage II: Prototype and
experimental operation.

— Stage lll: Launching the actual
operation.

Establishing aninternal team

— Read .. Meetings .. Brainstorming ..
Tests .. Documentation

Setting up an experimental
environment for tests and
experiments.

Operational DNSSEC service
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Coordinating with RIPE NCC to provide
training workshops at the CITC
headquarter:

— Titled: "DNSSec Safe Extension”

3 Days course (14-16 Oct 2015):

— For CITC and SaudiNIC employees and some
specialists in the sector.

— 25 participant from 11 government agencies
and ICT operators

2 Days course (7-9 May 2017)

— For ISPs, the banking sector, and some
government agencies

— 41 participant from 29 government agencies
and ICT operators

1 Day public event (2 May 2017)
— 120 participant
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SaudiNIC DNSSEC Practice
Statement

1 INTRODUCTION

The Domain Name System Security Extension (DNSSEC)
Practice Statement|DP5) is a statement of security practices
and provisions made by the Saudi Metwork Information
Center (SaudiNIC). This DP5 is intended to document the
policy practices and procedures that are followed in
conjunction with DNSSEC for the Saudi Top Level Domains
(TLD) that are managed by SaudiNIC [.5A and A=), It is
based on the RFC 6841: A Framework for DNSSEC Policies and
DMSSEC Practice Statements.

1.1 Overview

DMNSSEC is an extension of the existing Domain Mame
System (DNS) that provides the capabilities to validate that
the DNS data has not been tampered with or modified during
Internet transit and it came for the actual source. This is
accomplished by incorporating public key cryptography into
the DNS hierarchy to form a chain of trust originating from
the root zone.

1.2 Document Name and Identification
¢ [Document Title: SaudiNIC DMNSSEC Practice Statement
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how to deal with DNSSEC.
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SaudiNIC has successfully signed
all the Saudi TLDs - 22 June
2017

— 1t MENA country to open the service
to all customers

Conducting key-generation
ceremony

Signing ccTLDs (.sa) and
(dgog=ull.)

Publishing the public key with
|ANA

Updating registration systems in
preparation for the provision of
DNSSEC services.

Awareness and promotion
Website (Arabic & English):

— www.dnssec.sa
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ccTLD DNSSEC Status on 2017-08-07

® g Experimental (8)
Announced (5)
B Partial (2)
DS in Root (46)
B Operational (76)

Source: ISOC DNSSEC deployment map
https://elists.isoc.org/pipermail/dnssec-maps/attachments/20170807/462edb42/attachment-0012.png
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DS Record Verifier

This tool is used to validate a DS Record and match it with either the DNSKEY that exists on the name server or by the manually provided DNSKEY.

Domain Information
Domain Mame * ’ ]
+ B8 )
Captcha - [ ]
DNSKEY Record Information DS Record Information
‘alidate the DNSKEY from the Key Tag * ’ l
server
Flags - [ ] ‘OFten i 256 or 257. Key algorithm * ’ l
Protocol * ’ l Musst e equal 3. Digest Type ’ ]
FPublickey * Digest -

Verify
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DS Record Generator

This tool is used to generate a DS record for a given domain name and it’s DNSKEY. 1t has the ability to fetch the DNSKEY information from the name server.

Domain Information
Domain Name * [ l
[ AN S5
Captcha -+ [ l
DNSKEY Record Information [CEEE) DS Record Information
Flags * [ ]
Protoool [ ]
Key algorithm * [ ]

Publickey ~
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— 50,813 domain
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* Number of DNSSEC .
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enabled domains

— 55 domain
= sa:33
" dogouwll: 8
= com.sa: 6
= net.sa:.b6
= org.sa: 1
= gov.sa:l
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Build local expertise

Launch a test lab:

— Testing systems

— Testing configuration parameters (key

roll over, signing, different scenarios, ...)

Develop monitoring and testing tools
for DNSSEC system, zone files, and
validating signed zones before
publishing them

Automation for most/some of the
key generation ceremony
procedures

Providing customer support with the

help of tools to validate the

correctness of key and signed zones.
— Users may get confused
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For more information you can visit:
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