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“which is more important for society: protecting 
millions of people from spammers, scammers and 

copyright trolls by limiting the publicly-available 
Whois data, or making it easier for security 

researchers to track down online criminals by 
using that same Whois information?”

https://www.techdirt.com/articles/20180531/06500839947/icanns-pre-emptiv
e-attack-gdpr-thrown-out-court-germany.shtml



At launch….

Access to unredacted collected data on a domain by domain basis.  
No bulk access. 

In the future….

With launch of RDAP, will enable reverse whois lookup and multiple record 
returns, based on search (e.g. return all records associated with certain email 
address).
No bulk access.  
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And you may ask yourself, “Well, how did I get here?”

150,000,000+ gTLD records, each requiring collection of “Personal Data,” with 
sharing of “Personal Data” on widespread basis, typically cross-borders.

Publication of “Personal Data” in the clear for anyone to see, collect, and store. 

Status quo Domain Name System was substantially and obviously non-compliant 
with evolving privacy law, notably including GDPR.

Customers already felt this - as registration of a new domain typically was met 
with offers for services.

Tucows has multiple business lines. Domains only unit that published personal 
data in the clear. Cellular, Fiber, Hosting required subpoenas. 



Changes to data collection, sharing, and 
publication were required by law.

Publication now limited, but sharing 
allowed for “legitimate interest.” 



Current Public Whois Output
Whois Privacy-Protected Domain

Registrant Name: Contact Privacy Inc. 
Customer 0000000000
Registrant Organization: Contact 
Privacy Inc. Customer 0000000000
Registrant Street: 96 Mowat Ave
Registrant City: Toronto
Registrant State/Province: ON
Registrant Postal Code: M6K 3M1
Registrant Country: CA
Registrant Phone: +1.4165385457
Registrant Phone Ext:
Registrant Fax:
Registrant Email: 
domain.tld@contactprivacy.com

Standard Domain

Registrant Name: Data Protected Data 
Protected
Registrant Organization: Data 
Protected
Registrant Street: 123 Data Protected
Registrant City: Toronto
Registrant State/Province: ON
Registrant Postal Code: M6K 3M1
Registrant Country: CA
Registrant Phone: 1.0000000000
Registrant Phone Ext: 
Registrant Fax: 1.0000000000
Registrant Email: 
noreply@data-protected.net

These outputs are for OpenSRS domains. The outputs for Enom and EPAG are similar.



● Notice of suit/UDRP
● Reasonable belief of wrongdoing from named party 

Removal of Privacy

The membrane must become more 
permeable



No WHOIS Access Required

● Certificate Authorities: Can use other methods to (TXT records) to confirm 
domain name ownership.

● Domain Investors: Shortly, we will offer Whois Publicity for those who wish to 
have their information public.

● Registrars: New transfer procedure as recommended by Tech Ops does not 
require whois records.

● Pre-UDRP Data Requests: We will confirm the whois information with the 
panel.

● Phishing already dealt with productively outside the Whois.



TACO Request

● Different classes of service
● Need to identify yourself
● Reasons provided that you are willing to attest to
● Need to establish agency
● Transparency and reporting; you might lose your credentials! Or more!
● This is all worst for the security community




