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In simpler terms “DNS abuse” refers to anything 
that attacks or abuses the DNS infrastructure,

or

DNS misuse refers to exploiting the DNS protocol 
or the domain name registration processes for 
malicious purposes.
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1. Attacker launches a spam 
campaign where spam 
message contains 
http://loseweightfastnow.co
m

2. Attacker’s name server will 
respond to a DNS query for 
loseweightnow.com with 
malicious data about 
ebay.com

3. Vulnerable resolvers ad 
malicious data to local caches

4. The malicious data will send 
victims to an eBay phishing 
site for the lifetime of the 
cached entry

!"#$%&'()*(+)+,

What is the IPv4 address for 
loseweightfastnow.com

My computer

My local resolver

Malicious 
name
server 

loseweightfastnow.com IPv4 
address is 192.168.1.1 

ALSO www.ebay.com is at 
192.168.1.2

I’ll cache this 
response… and 

update 
www.ebay.com 

http://loseweightfastnow.com/
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Domain name registrations are sweet targets for attacks

How to register a gTLD domain:

1. Choose a string  e.g., example
2. Visit a registrar to check string availability 
3. Pay a fee to register the name
4. Submit registration information

Registrar and registries manage:
# “string” + TLD (managed in registry DB)
# Contacts, DNS (managed in Whois)
# DNS, status (managed in Whois DBs)
# Payment information

$ !"#$%&&'(&')*+#,)+%-.'")/(-01'/"#2(&(#3%-4
$ 5#""%&/#3-%3$%'(&'0)"6%01'%,)(0
$ 73%8/%3&(2%'"%6(&+")+(#3&')"%'/0%3+(9*0:
$ ;##-'9#"'$#3&*,%"&.'6##-'9#"')++)$<%"&.'+##



!"

!"#$%&$'(()*+,-.$)/%$0-121/)3.$4,51.(,-$6&2)1/$7)2,.8$

!"#$%&"'()*+"%,(%-+"&$+"%($)(.-/0+"(&-(1-%&
# 21$%1$)#(34'*056(7*#"%
# !*)%-+8*'"(7*9+")&(8":(7*#"%
# ;*/8*'"(5$%&'$:0&$-)(%$&"%
# <=*+(%$&"%(3*5.*)="(4""(4'*05,('"%1$77$)#("&=>6
# ?-0)&"'4"$&(#--5%(%$&"%
# @//"#*/(71*'+*="0&$=*/(-'(7$'*=9(%$&"%

?'$+$)*/(AB<(@)4'*%&'0=&0'"%(
# B*+"(%"'."'()*+"%(4-'(*:0%$)#()*+"('"%-/0&$-)(
# B*+"%(4-'(=-++*)5C=-)&'-/(*5+$)$%&'*&$-)(-4(:-&)"&%

DE



!"

!"#$%&"'()*+,-.+/)"0)1'2+,-3)4$5)6,$+)1++$%&-30)1%78"3-)92:$"');$:-0

4,5)<$5)".)528)%$')%2:<32:"0-=

"#$%%&'()*+,&-./+'0.%*01+02+&+304&-.+*),-/%*&*+0*+*),-/%*5+
'6/%04)*+&''06.%

• 70'-&1+).,-.))*-.,
• 89-/9-.,+&%%&'(
• :&%&+;*)&'9

!#$%%&'()*+403-2-)/<&33/+.&4)+/)*=)*+*)'0*3+20*+304&-.+
• >7+*)'0*3+%9&%+-/+?6;1-/9)3+-.+@A:+B0.)++&//0'-&%)/+
304&-.C/+.&4)+/)*=)*+D-%9+E8+&33*)//+02+&%%&'()*C/+
90/%+

F#$%%&'()*+?6;1-/9)/+G&%%&'(H+B0.)+3&%&++
• I)/06*')+*)'0*3/+-.+B0.)+3&%&+/6??0*%+?9-/9-.,J+2*&63J+
0*+3)2&')4).%+/-%)/J+/?&4+4&-1+)K'9&.,)/J+L0E8+
/)*=)*/M



!!

!"#$#%&'()*+,'-#.)/01#(."&")*$&#')!-""0(,-%20%30)456#(6#%17

"#$%&'(
)%*#&'+(

%,-.+/0,'(
0/%

',-%1+20+&
/%#3%2#&4

,#&+/-*%

-&'+5%'22
#6(0/7%

"#$%&'(
)%6/-%2#&

4,#&+/-*
%

'22#6(0%2
,-*-(0+'5/

%3,#&%8'9
##:%

#,%;<6+3'=
%>,-'29-/

7%



!"

!"#$%&"'()*+*',*-!./0*

# $%&%'()*+,-)+.')$/0)1*),23'4)5)-%4326-5-).367)2%8,-36*)&%56,-%2
# 9.+:&586+-)5,67%'638563+'
# $/0)'5;%)<+8=3'4)2%->38%2
# 0,??+-6)&+-)$/00@A

# B67%-)&586+-2C)$%(3856%()2,??+-6)<3'%2D)%285<563+')?5672D)8<%5-)5'63:
51,2%)?+<383%2E)

# $/0)32)5)8-36385<)%<%;%'6)+&)*+,-)'%6.+-=F)0+D).7%')?,-87523'4)(+)67%)
25;%)(,%)(3<34%'8%)*+,).+,<()52).7%')?,-87523'4)+67%-)8-36385<)
2%->38%2F



!"

!"#$%&'()&*+,&'-&./01)2&3456"70')2&0$1&809)&+)':-;9"&<%#=)

#$%&'()*+'
• ,&&$-./0'$%%1-2$&/%'34'$550/%%'62&7'

$'6/8'901+:'10';$</'%/0=/0'(10'%710&'
&2</'&1')2=/'>??@A

• ,&&$-./0'-7$;B/%'34'1('71%&'10';$</'
%/0=/0'$&')16'??@'(0/C*/;-:'&1'
;/*&0$)2D/'2;=/%&2B$&10%

E1*8)/'>($%&A'()*+'
• ,99):'($%&'()*+'&/-7;2C*/'&1'81&7'6/8'

901+:'$;5';$</'%/0=/0

192.168.11.03

172.17.210.43192.168.142.74
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https://www.malwaretech.com/2017/05/how-to-accidentally-stop-a-global-cyber-attacks.html
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• ICANN discussions often touch on issues 
relating to “abuse”
• Deliberations are often heated or 

controversial

• Topics with highest heat map at ICANN 
64
• Whois accuracy
• GDPR
• Public safety
• Abuse reporting
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https://www.icann.org/en/system/files/correspondence/gac-to-board-18apr13-en.pdf
https://www.icann.org/en/system/files/correspondence/gac-to-icann-08nov16-en.pdf
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Specification 6 (4): 
" Abuse PoC, malicious use of 

orphan glue records

Specification 11 (3): 
" Registry Operator agrees to 

perform the following 
specific public interest 
commitments…

https://www.icann.org/resources/pages/regi
stries/registries-agreements-en

6'4%$*()(+822('&%*)*%"#+84(''5'#*+9688:;<
Section 3.18:
" Abuse Point of Contact, 
" Duty to investigate reports of abuse: “reasonable and prompt 

steps to investigate and respond appropriately to any reports 
of abuse”

" #$%&'()*+,-./0$,/(*1-,*,/./'+23*)450&'563*450*2,4.7'56*-1*
4%$(/*,/+-,2(

Section 2.2:
" 8%$(/9:51,'56/;/52*#-'52*-1*<-524.2 1-,*#,'=4.>9#,-?>*
#,-='0/,

" #$%&'()*+,-./((*-,*14.'&'2'/(*2-*,/+-,2*4%$(/*-1*4*0-;4'5*
54;/*,/6'(2,42'-5*;4546/0*%>*2)/*#9#*#,-='0/,

" https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en
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https://www.flickr.com/photos/icann
https://www.linkedin.com/company/icann
https://www.twitter.com/icann
https://www.facebook.com/icannorg
https://www.youtube.com/user/ICANNnews
https://soundcloud.com/icann
https://www.slideshare.net/icannpresentations



