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News overview

Contact in case of problems

In case you are a DNS operator and you think our measurement is impacting
your infrastructure, please go to our Problems page, where you can read more
about what tra!ic you can expect to see from us, how you can contact us and if

necessary, how you can block our tra!ic.

Contact us

Tue, Dec 4, 2018
Blog: a Brief History of OpenINTEL
In honour of OpenINTEL winning the Research Data NL Prize, we have published a
short blog that tells the story of OpenINTEL so far. Read the blog here.

© Copyright 2015-2019 by 

Introduction

• Almost five years ago, we started with an idea: 
 
"Can we measure (large parts of) the global DNS on a daily basis?" 

• In this talk, we will discuss: 

• Why we wanted to do this 

• How we do it 

• And examples of what we have learned so far
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Why measure the DNS?

• DNS translates from the human world to the machine world 
(and also helps in machine-to-machine interaction) 

• (Almost) every networked service relies on the DNS 

• Consequently, measuring what is in the DNS tells a story 
about the evolution of the Internet and its protocols
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Hasn't someone tried this before?
• You may be familiar with passive 

DNS (popular in the security 
community) 

• Has two downsides: 

1. Only sees what clients ask for 
(and is thus biased!) 

2. No control over query timing, 
so unsuitable for time series
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How we measure

• OpenINTEL performs an active measurement, sending a fixed 
set of queries for all covered domains once every 24 hours 

• We do this at scale, covering over 216 million domains per day: 
• gTLDs:  

.com, .net, .org, .info, .mobi, .aero, .asia, .name, .biz, .gov 
+ almost 1200 "new" gTLDs (.xxx, .xyz, .amsterdam, .berlin, ...) 

• ccTLDs: 
.nl, .se, .nu, .ca, .fi, .at, .dk, .ru, .рф, .us, <your ccTLD here?>
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Grab your bingo cards folks!

• On the next slide, I am going to call this:

(a) A blockchain 

(b) "Agile" and "lean"

(c) Big data 

(d) Cyber!!!
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Big data? Big data!
• Calling your research big data is 

all the rage -- research funders love it! 

• So would our work qualify as big data? 

• One human genome is about  
3⋅109 DNA base pairs 

• We collect over 2.3⋅109 DNS records each day (about 3/4 of a human) 

• Since February 2015 we collected over 3.1⋅1012 results (3.1 trillion)  
or: over 1047 human genomes (I bet there's fewer people in this room)
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We think we measure responsibly

• We have clearly marked the 
address space from which we 
measure (including reverse DNS) 

• We have reached out to large 
operators in our datasets 

• Very few complaints received 
(less than 5 since February 2015)

inet6num:       xxxx:xxx:xxxx::/48 
netname:        UTwente-OpenINTEL 
descr:          University of Twente 
descr:          Faculty EEMCS/DACS 
descr:          OpenINTEL Active DNS Measurements 
descr:          See http://www.openintel.nl/  
                for more information 
country:        NL 
admin-c:        RVR180-RIPE 
tech-c:         RVR180-RIPE 
status:         ALLOCATED-BY-LIR 
mnt-by:         SN-LIR-MNT 
mnt-irt:        irt-SURFcert 
created:        2018-06-26T08:53:10Z 
last-modified:  2018-06-26T08:53:10Z 
source:         RIPE
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What can we do with all this data?

• We will illustrate the use of OpenINTEL with three examples: 

• Example 1: DNSSEC operational practices 

• Example 2: Improving DNS resilience 

• Example 3: The stupidest thing you can put in a TXT record
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Example 1: DNSSEC

• (Hopefully) it is well known that .nl and .se have a high level 
of DNSSEC deployment, due to financial incentives 

• (Small) financial incentives economically only benefit large 
DNS operators 

• We hypothesised that the incentives would encourage 
deployment en masse but that deployments would not 
necessarily follow security best practices
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.se.nl
Just 14 operators 
responsible for 
over 80% of  
signed domains

Just 3 operators 
responsible for  
over 80% of  
signed domains

Fig. 4. Cumulative Distribution Function (CDF) of validity periods for
signatures covering DNSKEY RRSets.

and .org combined. Interestingly, as Chung et al. [23] also
observe, a large fraction (more than 34%) of DNSSEC-signed
domains in .com, .net and .org can be attributed to
operators that also manage a large number of signed domains
in the .nl and .se TLDs. We speculate that this may actually
be a side-effect of the economic incentives: the intuition
behind this is that operators aiming to qualify for the economic
incentives in .nl or .se use a single strategy for all domains
they manage, and thus sign everything they manage, including
domains in other TLDs. Another hint that this intuition may
hold is the fact that we observe a large number of partial
DNSSEC deployments for these operators in .com, .net and
.org. We consider a deployment partial if the domain is signed
(i.e. there are keys present, in the form of DNSKEY records,
and there are signatures present in the form of RRSIG records),
but there is no secure delegation (using a DS record) in the
parent zone. Such a partial deployment is effectively useless,
as it means all the effort is expended to sign a domain, whereas
no one will be able to validate the signatures along the chain of
trust. Approximately half of DNSSEC deployments in .com,
.net and .org, that can be attributed to operators that have
a large presence in .nl and .se, are partial deployments.2 It
seems likely that these operators may simply not have bothered
to create secure delegations in .com, .net and .org as
there is no incentive (in economic terms) for them to do so.

With respect to signing schemes, we observe that the
KSK/ZSK scheme is significantly more common than the CSK
one. The most likely explanation for this is that most DNSSEC
software implementations use the KSK/ZSK scheme by default.
This is despite the fact that CSK is generally preferable to
the KSK/ZSK scheme, as it leads to smaller DNS responses
for the DNSKEY record type, and is therefore an important
tool to reduce the risk of packet fragmentation (which can
lead to availability issues [24]), and to reduce the potential for
DNS amplification attacks that abuse a signed domain [25].
Further, recall from Section III-B that we explicitly chose not
to consider NIST’s recommendation of a maximum signature
validity period of 7 days for signatures over DNSKEY records
due to its controversial nature; an analysis of current re-signing
practices (Fig. 4) confirms this, and indicates that virtually
no operator follows NIST’s recommendation of a maximum
validity period of 7 days. Quite differently, the most common
DNSKEY re-signing periods are 21, 30 or 122 days.

Finally, we compared the extent to which DNSSEC is

2Partial deployments in .com: 45.4%; .net: 46.5%; .org: 51.0%.

TABLE IV
DEPLOYMENT DIFFERENCES BETWEEN LARGE AND SMALL OPERATORS

(JULY 31ST, 2017)

Large operators Small operators

TLD #Domains #Signed % #Domains #Signed %

.com 93,464,626 712,162 0.76% 23,349,922 224,251 0.96%

.net 10,412,605 114,687 1.10% 2,598,823 26,400 1.02%

.org 7,501,310 85,166 1.14% 1,871,904 20,342 1.09%

.nl 4,353,518 2,736,393 62.85% 1,087,457 92,791 8.53%

.se 1,153,129 723,532 62.75% 287,115 13,794 4.80%

deployed by large and small operators respectively. We do
this in order to test our intuition that economic incentives on
a ‘per-domain’ basis are more favorable for large operators.
If this is the case, we expect to see higher deployment rates
for large operators. Tab. IV shows the result of this analysis.
As the table shows, there is a clear difference in deployment
rates, but this difference only occurs in TLDs with economic
incentives. This strongly suggests that our intuition holds; in
both .nl and .se the fraction of domains for which DNSSEC
is deployed is an order of magnitude higher for large operators.

B. DNSSEC Security in .nl and .se

In this section, we evaluate the difference in security levels
between DNSSEC deployments from large operators and
DNSSEC deployments from small operators. In particular, we
focus on the .nl and .se top-level domains where incentives
are provided to evaluate whether these also encourage a secure
deployment. First, we provide an overview of the average
compliance to NIST best practices by large and small operators.
Then, we analyze the compliance of single operators to evaluate
whether the observed effect can be explained by one or few
‘outlier’ operators. The results are used to test our running
hypothesis defined in Section III.

1) Overview of large and small operators: We first provide
a birds-eye view of the data by providing figures on average
compliance per domain for large and small operators.

a) Comparison of key algorithms: The first block of
Tab. V illustrates the comparison of key algorithms chosen by
large and small DNS operators for domains under .nl and
.se, based on the latest snapshot of data on July 31, 2017.
In .nl small DNS operators perform better, albeit by a small
margin, than large DNS operators. In .se the figure seems to
be inverted. This effect may be attributed to large operators in
other TLDs, that happen to have only a small presence in .se.
Still, the overall difference between large and small operators
appears to be relatively close for the algorithm criterion.

b) Comparison of key size: We compare the RSA key
sizes used by large and small operators based on the latest
snapshot on July 31, 2017. The second and third blocks
of Tab. V show the comparison of KSK and ZSK key size
between the two groups of DNS operators. Similarly to
the previous case, large operators perform slightly worse
than small operators, with a more marked difference for
.se domains. As we will see further down, like with poor
algorithm choices, this can be attributed to a single large
operator that does not comply with best practices. With regards
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Example 1: DNSSEC
• We checked DNSSEC practices against guidelines from NIST 

• Result: operators use (too) small ZSKs (1024-bit) they never roll 

• Similar results for all large operators in .se and .nlTABLE V
COMPARISON OF KEY ALGORITHM, RSA KEY SIZE CHOICE AND ZSK

ROLLOVER IMPLEMENTATION BETWEEN LARGE AND SMALL DNS
OPERATORS IN .NL AND .SE .

TLD Operator type %Recommended %Unrecommended
(a) Key algorithm

.nl Large 76.60% 23.40%
Small 87.36% 12.64%

.se Large 100.00% 0.00%
Small 94.26% 5.74%

(b) KSK RSA key size

.nl Large 97.55% 2.45%
Small 99.17% 0.83%

.se Large 83.70% 16.30%
Small 96.25% 3.75%

(b) ZSK RSA key size

.nl Large 100.00% 0.00%
Small 99.92% 0.08%

.se Large 100.00% 0.00%
Small 98.26% 1.74%

(c) ZSK rollover

.nl Large 8.19% 91.81%
Small 39.36% 60.64%

.se Large 6.21% 93.79%
Small 43.00% 57.00%

to the ZSK key size, all DNS operators sign with a key of
suitable length. This is not the whole story however, as the
most commonly chosen key length (1024 bits) requires regular
key rollovers to be performed. As we will see, this is an area
where almost all of our large operators perform poorly.

c) Comparison of key rollover: We also compared the
ZSK key rollover implementations of large and small DNS
operators. We did not evaluate the rollover for KSKs and
CSKs due to the lack of sufficient data (the period over which
we have data is too short, given that NIST recommends to
rollover KSK and CSKs up to every 2 years). The last block of
Tab. V shows the percentage of domains in the recommended
and unrecommended categories. As can be seen, small DNS
operators perform significantly better than large DNS operators
in both .nl and .se. If we look at the two main causes for the
high percentages in the unrecommended category, we observe
that while a small fraction (less than 1%) can be explained
by late key rollovers, the majority of domains in this category
(over 90%) have never had their ZSKs replaced over the entire
duration of our datasets. This shows that not performing key
rollovers is the biggest problem in DNSSEC. Since the key
rollover process is quite complex and is not required in order
to be eligible for economic incentives, large DNS operators
may choose to avoid the extra effort and risk of performing
regular key rollovers. Furthermore, we observe this behavior
consistently over all large DNS operators in .nl and .se.

2) Detailed analysis of single operators: To evaluate
whether the results presented above may be the result of a
specific skew in the data (e.g. ‘bad’ operators that manage a
significant fraction of records), we now evaluate the specific
deployments at the operator level. Tab. VI shows the detailed

TABLE VI
LARGE DNS OPERATORS IN TLDS .NL AND .SE

DNS operator Master NS† #Signed A
lg
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m
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ZS
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R
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TLD .nl

*.transip.net. 265,341 7 4 B+ 7
*.transip.nl. 206,254 7 4 B+ 7
*.sonexo.eu. 75,256 4 4 B+ 7

TransIP

ns0.nl. 50,273 7 4 B+ 7
Metaregistrar BV *.metaregistrar.nl. 386,913 4 4 B+ 7
Hostnet BV Network *.hostnet.nl. 359,793 4 4 B+ 7
Cyso Hosting *.firstfind.nl. 246,385 4 4 B+ 7
Argeweb BV *.argewebhosting.eu. 101,993 4 4 B+ 7
Openprovider *.openprovider.nl. 79,367 4 4 B+ 7
Village Media BV *.webhostingserver.nl. 67,150 4 4 B+ 7
Hosting2GO *.hosting2go.nl. 64,568 4 4 B+ 7
Flexwebhosting BV *.flexwebhosting.nl. 60,753 4 4 B+ 7
Internedservices *.is.nl. 57,033 4 4 B+ 7
Neostrada *.neostrada.nl. 56,295 4 4 B+ 7
One.com *.one.com. 55,397 4 7 4 ?
PCextreme *.pcextreme.nl. 50,102 4 4 B+ 7
AXC B.V. *.axc.nl. 47,861 4 4 B+ 7

TLD .se

Loopia AB *.loopia.se. 282,604 4 4 B+ 7
One.com *.one.com. 221,372 4 B? B+ 7
Binero AB *.binero.se. 123,131 4 4 B+ 7

Legend: 4: meets recommendation; 7: does not meet recommenda-
tion; B: only partially meets recommendation; ? : unknown.
†The master name server from the SOA records is used to identify
the operator, as described in Section III-A.
?About half of One.com .se domains use unrecommended KSK sizes.
+These operators have 1024-bit ZSKs that require regular key rollovers
according to the best practice (Tab. II); as the rollover column shows,
however, they do not perform key rollover for ZSK.

analysis for large operators. In general, we find that the
descriptive results reported in the previous section hold in
the detailed analysis as well. Overall, we observe that large
operators perform well for security configurations that can be
addressed by a one-time setting in the service configuration.
For example, the key size comes by default with the server
configuration and requires an effortless change at installation
time to be set up correctly. The triangle for ZSKs indicates that,
whereas DNS operators satisfy, at large, the NIST requirement
on the key size, an appropriate setting for ZSKs can only
be identified by the combination of key size with rollover
frequency (see Tab. II). For example, a ZSK of 1024 bits,
while in principle acceptable, needs to be rolled at least every
90 days. In this respect, the systematic lack of compliance
to the key rollover mechanism for DNSSEC deployments in
large operators leads to a general inadequacy of ZSK key sizes.
This reflects the well documented complexity of managing key
rollovers in all its phases, including announcement, publication,
and retiring of old keys (see, e.g., RFC 6781, Section 4.1).

On the other hand, we observe a few cases where the
behavior of single, individual operators may explain some
of the divergences observed (both in a positive and a negative
direction). The operator TransIP has non-uniform algorithm

TABLE V
COMPARISON OF KEY ALGORITHM, RSA KEY SIZE CHOICE AND ZSK

ROLLOVER IMPLEMENTATION BETWEEN LARGE AND SMALL DNS
OPERATORS IN .NL AND .SE .

TLD Operator type %Recommended %Unrecommended
(a) Key algorithm

.nl Large 76.60% 23.40%
Small 87.36% 12.64%

.se Large 100.00% 0.00%
Small 94.26% 5.74%

(b) KSK RSA key size

.nl Large 97.55% 2.45%
Small 99.17% 0.83%

.se Large 83.70% 16.30%
Small 96.25% 3.75%

(b) ZSK RSA key size

.nl Large 100.00% 0.00%
Small 99.92% 0.08%

.se Large 100.00% 0.00%
Small 98.26% 1.74%

(c) ZSK rollover

.nl Large 8.19% 91.81%
Small 39.36% 60.64%

.se Large 6.21% 93.79%
Small 43.00% 57.00%

to the ZSK key size, all DNS operators sign with a key of
suitable length. This is not the whole story however, as the
most commonly chosen key length (1024 bits) requires regular
key rollovers to be performed. As we will see, this is an area
where almost all of our large operators perform poorly.

c) Comparison of key rollover: We also compared the
ZSK key rollover implementations of large and small DNS
operators. We did not evaluate the rollover for KSKs and
CSKs due to the lack of sufficient data (the period over which
we have data is too short, given that NIST recommends to
rollover KSK and CSKs up to every 2 years). The last block of
Tab. V shows the percentage of domains in the recommended
and unrecommended categories. As can be seen, small DNS
operators perform significantly better than large DNS operators
in both .nl and .se. If we look at the two main causes for the
high percentages in the unrecommended category, we observe
that while a small fraction (less than 1%) can be explained
by late key rollovers, the majority of domains in this category
(over 90%) have never had their ZSKs replaced over the entire
duration of our datasets. This shows that not performing key
rollovers is the biggest problem in DNSSEC. Since the key
rollover process is quite complex and is not required in order
to be eligible for economic incentives, large DNS operators
may choose to avoid the extra effort and risk of performing
regular key rollovers. Furthermore, we observe this behavior
consistently over all large DNS operators in .nl and .se.

2) Detailed analysis of single operators: To evaluate
whether the results presented above may be the result of a
specific skew in the data (e.g. ‘bad’ operators that manage a
significant fraction of records), we now evaluate the specific
deployments at the operator level. Tab. VI shows the detailed

TABLE VI
LARGE DNS OPERATORS IN TLDS .NL AND .SE

DNS operator Master NS† #Signed A
lg

or
ith

m
K

SK
siz

e

ZS
K

siz
e

ZS
K

R
ol

lo
ve

r

TLD .nl

*.transip.net. 265,341 7 4 B+ 7
*.transip.nl. 206,254 7 4 B+ 7
*.sonexo.eu. 75,256 4 4 B+ 7

TransIP

ns0.nl. 50,273 7 4 B+ 7
Metaregistrar BV *.metaregistrar.nl. 386,913 4 4 B+ 7
Hostnet BV Network *.hostnet.nl. 359,793 4 4 B+ 7
Cyso Hosting *.firstfind.nl. 246,385 4 4 B+ 7
Argeweb BV *.argewebhosting.eu. 101,993 4 4 B+ 7
Openprovider *.openprovider.nl. 79,367 4 4 B+ 7
Village Media BV *.webhostingserver.nl. 67,150 4 4 B+ 7
Hosting2GO *.hosting2go.nl. 64,568 4 4 B+ 7
Flexwebhosting BV *.flexwebhosting.nl. 60,753 4 4 B+ 7
Internedservices *.is.nl. 57,033 4 4 B+ 7
Neostrada *.neostrada.nl. 56,295 4 4 B+ 7
One.com *.one.com. 55,397 4 7 4 ?
PCextreme *.pcextreme.nl. 50,102 4 4 B+ 7
AXC B.V. *.axc.nl. 47,861 4 4 B+ 7

TLD .se

Loopia AB *.loopia.se. 282,604 4 4 B+ 7
One.com *.one.com. 221,372 4 B? B+ 7
Binero AB *.binero.se. 123,131 4 4 B+ 7

Legend: 4: meets recommendation; 7: does not meet recommenda-
tion; B: only partially meets recommendation; ? : unknown.
†The master name server from the SOA records is used to identify
the operator, as described in Section III-A.
?About half of One.com .se domains use unrecommended KSK sizes.
+These operators have 1024-bit ZSKs that require regular key rollovers
according to the best practice (Tab. II); as the rollover column shows,
however, they do not perform key rollover for ZSK.

analysis for large operators. In general, we find that the
descriptive results reported in the previous section hold in
the detailed analysis as well. Overall, we observe that large
operators perform well for security configurations that can be
addressed by a one-time setting in the service configuration.
For example, the key size comes by default with the server
configuration and requires an effortless change at installation
time to be set up correctly. The triangle for ZSKs indicates that,
whereas DNS operators satisfy, at large, the NIST requirement
on the key size, an appropriate setting for ZSKs can only
be identified by the combination of key size with rollover
frequency (see Tab. II). For example, a ZSK of 1024 bits,
while in principle acceptable, needs to be rolled at least every
90 days. In this respect, the systematic lack of compliance
to the key rollover mechanism for DNSSEC deployments in
large operators leads to a general inadequacy of ZSK key sizes.
This reflects the well documented complexity of managing key
rollovers in all its phases, including announcement, publication,
and retiring of old keys (see, e.g., RFC 6781, Section 4.1).

On the other hand, we observe a few cases where the
behavior of single, individual operators may explain some
of the divergences observed (both in a positive and a negative
direction). The operator TransIP has non-uniform algorithm
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Example 1: DNSSEC
• Impact: IIS (.se operator) decided to change their incentive 

policy and set explicit security requirements. This is already 
having an effect!

Binero switches to ECDSA signing
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Example 2: DNS resilience

• The attack on Dyn in 2016 
shows the risk of sharing 
DNS infrastructure 

• Data from OpenINTEL 
shows that many key 
customers switched to 
using two DNS providers

October 21, 2016

80%

81%

82%

83%

84%

16%

17%

18%

19%

Oct Nov Dec Jan Feb

Exclusive
Non Exclusive
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Example 2: DNS resilience
• Recently started a collaborative project on DNS resilience 

against DDoS attacks called "MADDVIPR" 

• Collaboration between UTwente (NL) and CAIDA/UCSD (US) 

• Makes extensive use of OpenINTEL to map points of failure, e.g.:

• Parent/child delegation mismatches 

• Parent/child delegation TTL 
mismatches

• Shared infrastructure 

• Topological bottlenecks
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Example 2: DNS resilience

• We are currently studying 
parent/child delegation 
TTL mismatches 

• These impact resilience 
under DDoS (time to 
change) and how long a 
DNS hijack lingers

Parent TTL = 172800 (2 days)

TTL = 86400 (1 day)

TTL = 7200, 10800, 14400, 21600
           (2, 3, 4 or 6 hours)

TTL = 3600 (1 hour)
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1.00
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Example 2: DNS resilience

• Topological diversity is important 
to protect against denial-of-service 

• Vast majority of .com domains has 
name servers located in a single AS 

• For .nl almost half of domains have 
name servers in at least two AS-es

# ASNs
1
2
3
4
5
6
7
8
9 or more

# ASNs
1
2
3
4
5 or more

.nl

.com
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Example 2: DNS resilience

• Majority of .com and .nl have name 
servers in multiple prefixes,  yet 15% 
only have name servers in a single 
prefix (IPv4) 

• Student project: use RIPE Atlas to 
check if name servers share a location 
(using speed-of-light triangulation)

.nl

.com

# IPv4 prefixes
1
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7
8
9
10 or more

# IPv4 prefixes
1
2
3
4
5
6 or more
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Example 3: put it in a TXT record

• In TXT records we find: 
• HTML snippets 
• JavaScript 
• Windows Powershell code 
• Other scripting languages (bash, python, ...) 
• PEM-encoded X.509 certificates 
• Snippets of DNS zone files 
• … (you literally can’t make this stuff up)

Studying these  
closely, as they 
appear (partly) 
malicious
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Hanlon's maxim

“Never attribute to malice, that which  
can adequately be explained by stupidity” 
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Drum roll...
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And the winner is...
-----BEGIN RSA PRIVATE KEY----- 
MIICXwIBAAKBgQC36kRNc5OwG3uDlRy0OxU+9X5LYlhdj0D+ax6BiC27W7iweVwf 
wupxsMvLBhhgegptc5tqb1puXPkCxA6aHwhToFtKSEy4fIWTjWoRthy07SSLsFAC 
koXP++JxZ7bIakqdj5wAyIJ53zSJu7wKImH1Eha7+Myip9LG8HPfsZtY3wIDAQAB 
... <— I left this part out... 
-----END RSA PRIVATE KEY----- 

• Why, oh why, oh why… 

• And this is just one example, we’ve seen quite a few of these. 

• What on Earth are these people doing?!
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And the winner is...
-----BEGIN RSA PRIVATE KEY----- 
MIICXwIBAAKBgQC36kRNc5OwG3uDlRy0OxU+9X5LYlhdj0D+ax6BiC27W7iweVwf 
wupxsMvLBhhgegptc5tqb1puXPkCxA6aHwhToFtKSEy4fIWTjWoRthy07SSLsFAC 
koXP++JxZ7bIakqdj5wAyIJ53zSJu7wKImH1Eha7+Myip9LG8HPfsZtY3wIDAQAB 
... <— I left this part out... 
-----END RSA PRIVATE KEY----- 

• Why, oh why, oh why… oh wait, someone's  
trying to configure DKIM --- D'oh! 

<redacteddomain.tld> IN TXT "v=DKIM1; k=rsa; 
p=MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQC36kRNc5OwG3uDlRy0OxU+9X5LYlhdj
0D+ax6BiC27W7iweVwfwupxsMvLBhhgegptc5tqb1puXPkCxA6aHwhToFtKSEy4fIWTjWoR
thy07SSLsFACkoXP+JxZ7bIakqdj5wAyIJ53zSJu7wKImH1Eha7+Myip9LG8HPfsZtY3wID
AQAB"

MATCH!!!
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Future of the project
• Short term challenges: 

• Ensure robust data archival 
• Expand the number of ccTLDs we cover ← can you help us? 

• Long term goals: 
• Be the "long-term memory" of the DNS -- if someone in 2025 

wants to know what DNS looked like in 2015, we have the answer 
• Have real-world impact, by improving the performance, 

resilience and security of the DNS
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Questions?

Thank you for your attention! 

Visit our webpage for more information: 
https://openintel.nl/


