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Trend for DNSSEC
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Internet Ecosystem Governance Structure and Activities



4
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TWNIC Registrars
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.TW DNSSEC Statistics

com.tw
org.tw
net.tw
gov.tw
edu.tw
ebiz.tw

game.tw
club.tw

219,347
11,178

1,335
2,162

332
63

175
200

117 (0%)
15 (0.1%)

4 (0.3%)
75 (0.3%)

34 (10.2%)
1 (1.6%)
1 (0.6%)
1 (0.5%)

SLD DUM DNSSEC enabled

.tw 4,182,130 212 (0%)
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Operational Feedback

u DNSSEC authenticates DNS information, which blocks DNS 
poisoning. DNS poisoning is the easy way to do a MiTM attack. 
DNSSEC makes things harder for the attacker.

u Getting guarantees about the mapping of a name to a given IP 
address does not get you far if you cannot know whether a given 
packet really comes from the IP address which is written in its 
header.

u DNSSEC does not provide much added value to the big servers, and 
that explain their reluctance.

u People are reluctant to mess with their DNS setup because DNSSEC 
is new. If your DNSSEC deployment goes wrong you could loose 
your entire internet presence.
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Way Forward
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You


