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DNSSEC Validation

20

15

10

Holding steady @ 25% ‘ﬂ

https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=0&hr=1&w=7



https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=0&hr=1&w=7

Code SubRegion DNSSEC Validates

QR  Micronesia, Oceania 68.26%
QS Polynesia, Oceania 59.66%
QQ Melanesia, Oceania 55.53%
XV Western Asia, Asia 50.99%
XT Southern Asia, Asia 47.37%
QO  Western Europe, Europe 43.07%
QP  Australia and New Zealand, Oceania 35.89%
QM  Northern Europe, Europe 32.18%
XQ Northern America, Americas 31.98%
XP South America, Americas 31.50%
XK Southern Africa, Africa 30.1%
XW  Eastern Europe, Europe 28.50%
XR Central Asia, Asia 24.40%
XH Eastern Africa, Africa 20.26%
XL Western Africa, Africa 19.83%
XN Caribbean, Americas 19.78%
Xl Middle Africa, Africa 16.46%
QN  Southern Europe, Europe 15.19%
XU South-Eastern Asia, Asia 14.65%
XO Central America, Americas 10.28%
XJ Northern Africa, Africa 10.12%
XS Eastern Asia, Asia 3.38%

https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=1&hr=1&w=7&p=0



https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=1&hr=1&w=7&p=0

Observed DS Record Count Growth
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Domains with signed MX and DANE records
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http://stats.dnssec-tools.org/

RPKI Global IPv4 Prefixes

RPKI-ROV History of Unique Prefix-Origin Pairs (IPv4)
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https://rpki-monitor.antd.nist.gov/



RPKI Covered IPv4 Prefixes by RIR

Number of ROAs IAfriNIC IuAPNlc IARIN ILACNIC IRIPE NCC

This graph shows the total number of valid Route Origin Authorisation (ROA) objects created by the holders of a certificate
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ccTLD DNSSEC Deployment Status
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ccTLD DNSSEC Status 2021-03-22

‘ Europe

................. @ Asia/Australia/
4 Pacific
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Caribbean islands

Experimental (10)
Announced (4)
Partial (1)

DS in Root (54)
Operational (83)



Evolving DNSSEC Deployment Maps

 DNSSEC deployment maps emailed out weekly

* https://www.internetsociety.org/deploy360/dnssec/maps/

e Subscribe:
* https://elists.isoc.org/mailman/listinfo/dnssec-maps

e Success of ccTLD deployment means much of
the maps are now “green”

* Q: How can we evolve the maps to show the
next desired state of DNSSEC deployment?
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https://www.internetsociety.org/deploy360/dnssec/maps/
https://elists.isoc.org/mailman/listinfo/dnssec-maps

Evolving DNSSEC Deployment Maps

* Current deployment states:

Experimental — Internal experiments
Announced — Public commitment to deploy

DS in Root
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Evolving DNSSEC Deployment Maps

e Future deployment states:

Announced — Public commitment to deploy




Evolving DNSSEC Deployment Maps

 What it will look like (the blue areas)...

EUR ccTLD DNSSEC Status on 2021-03-23

| Partial (0)
DS in Root (10)

Il Operational (31)

* Please send updates to york@isoc.org
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Evolving DNSSEC Deployment Maps

* See what the maps look like at:
* https://www.internetsociety.org/deploy360/dnssec/maps/

e Subscribe:

* https://elists.isoc.org/mailman/listinfo/dnssec-maps

* Please send updates to york@isoc.org

slide. If not, delete the previous slide.



https://www.internetsociety.org/deploy360/dnssec/maps/
https://elists.isoc.org/mailman/listinfo/dnssec-maps

Questions & Answers

DNSSEC Resources

www.dnssec-tools.org
stats.dnssec-tools.org
www.internetsociety.org/ose/
www.dnssec-deployment.org
stats.labs.apnic.net/dnssec

RPKI Resources
rpki-monitor.antd.nist.gov
certification-stats.ripe.net
www.securerouting.net



Thank You
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