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Objective

® The numbering of Telecommunication 10T devices was mainly based on the “Recommendation E.164”in
the past. And the mature and flourish development in the next generation of telecommunication and
Internet technology brings the 10T application and devices rapidly advanced; however, telecom numbers
and the management method of its numbers on the basis of “the principle of Recommendation E.164”lead

to difficulties in managing and identifying billions of 10T devices.

® The research is based on the concept from the report of “5G Technology” which is published by ICANN,
and we utilize DNS as 10T identifiers and design the Proof of Concept ( PoC ) , then manage the devices

of 10T through the auto-allocation DNS identifiers from the customed program.

® \\We design two different empirical fields under network slicing environment of next generation
telecommunication network, and the requirement of devices mobility, the same full domain names should
be connected to different IP address and DNS for operation. Through full domain names, we can query IP
address and connect to different application indicators as 5G 0T DNS identifier, and as the management
method for 5G loT.
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Key Innovations

® Through the mechanism of DNS identifiers, the management of fixed and moving IoT devices under 5G is

more efficient, and the 10T devices are improved their intuitive identifiability and managemental efficiency.

® In the context of 5G network slicing, Core Network ( CN ) sends APN, Cell ID, IMSI, MSISDN, IMEI,
IP to Gn DNS to give identifiers on 10T devices according to Remote Authentication Dial-In User Service
( RADIUS )
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The Structure of PoC Experimental Platform

platform’s fundamental settings
® Built in the Private Network

® SA WG2. Architecture that supported “3GPP Release 15”
® 5G Wireless Network Slicing foreMBB * URLLC ~ MIOT
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The Structure of PoC Experlmental Platform
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The Structure of PoC Experimental Platform

and 1ts Equipment

PoC platform’s Equipment and its Specification

Equipment Specification Application
5G Gateway
Radio Access DA SE 5G Router with 5G
SA/NSA
Network * SIM
: Gateway*4
Device
IPC ADLINK MXE-  Industrial Host PC
Equipment 211-M2G*4 in field experiment
5G Simulator Amarisoft Classic  Simulator of gNB
Equipment Callbox*1 Based 5G R15 SA
Providing 5G
Network Aruba 2930F-24G simulator, DNS,
: PoE+4SFP+
Switch Dashboard Network
Swch*1
Interface
Installed DNS and
ADLINK MECS- Dashboard System
HIES SEnver 6110*3 Software in field

experiments

Applied Platform Structure

DNS_1 and DNS_2 Dashboard
(1)DNS identifier (1) PostgreSQL
program (shell script) (2) Nginx

(2)Radius Client (3)PHP &Python3.17

N
VM

(DNS 1)

VM
(DNS 3)

VM
(DNS 2)

Linux : Ubuntu 18

X86
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The Structure of the Function Elements of
5G Simulator

With the aim of verifying PoC, we adopted 3GPP R15 based 5G simulator to imitate the standard
behavior of gNB and 5GC. What interface among function elements adopted are listed below.

NSSF NEF NRF

AF

ansz Nnef T Nnrf T

PCF UDM
Npcf T Nudm T

T Naf

Nsmf J\‘

Sending AAA to
server through

Radius

Nausf Namf
AUSF AMF SMF

N2 N4
gNB |—nN3—

UPF

DN

Note: Red squares and words are the introduction of 5GC, and blue squares

and words are the introduction of gNB.

NSSF : Network Slice Selection Function
NEF : Network Exposure Function

NRF : Network Repository Function

PCF : Policy Control Function

UDM : Unified data management

AF : Application Function
AUSF : Authentication Server Function

AMF @ Access Management Function
SMF © Session Management Function

gNB : Next Generation NodeB ~Radio Access
Network

UPF : User plane Function

DN : Data Network
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The Initial Value of the Equipment’s Parameter

loT_1 loT_2 loT_3 loT_4
APN internetl internet2 internet3 internet4
IMEI 355979860003363 | 355979860003702 | 355979860003728 | 355979860003785
NSSAI eMBB eMBB URLLC MIOT
SST 1 1 2 3
UL 8I<A5i/c\i/eRos 8I<A\Iji/(;/:os FaCt(I)\/rI»;CA;:;:\ZTatiC >mart City Sensors
Throughput 1Gbps/1Gbps 1Gbps/1Gbps 500Mbps/500Mbps 1Mbps/1Mbps
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ldentifier mechanism

The experimental platform referred to “3GPP TS 23.003" , and the
specifications of identifier proposed are below:
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<IMEI>.<Cell_ID>.<Domain_ID>. <sst>.nssf.5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org

> According to "RFC952" ,A “"name”

(A-2Z), digits (0-9), minussign (- ), and period (.) .

> According to "RFC1123”, host software MUST handle host names of up to 63 characters and SHOULD handle host names of up to 255

characters. Whenever a user inputs the identity of an Internet host, it SHOULD be possible to enter either (1) a host domain name or (2) an
IP address in dotted-decimal ("#.#.#.#") form.

1. IMEI : Regarding the brand, model number, serial number and verification code of 10T, the numbering of IMEI device
have uniqueness, which result in the uniqueness of the numbers that are generated form local host.

N U1 A WN

. Cell_ID : ID of the Base Station

. Domain_ID : geographical location
. SST : Slice / Service Type
. MNC : Mobile Network Code
. MCC : Mobile Country Code

( Net, Host, Gateway, or Domain name ) is a text string up to 24 characters drawn from the alphabet

Category

Terminal Layers of loT

Radio Access Network
Layer

Edge Computing Layer

Core Network Layer

Standard

GMSA TS.06 v18.2

3GPP TS29.061

3GPP TS 23.003

IMEI Cell_ID Domain_ID SST, MNC, MCC
DNS identifier
(equipment). .(Cell). .(area). <sst>.nssf.5gc.mnc(mnc) .mcc(mcc).3gppnetwork.org
Example 355979860003363 Cell_1 Domain_1 <sst_1>.nssf.5gc.mnc001 .mcc999.3gppnetwork.org
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Experimental Platform and Registration Process

5G
loT Emulator Numbering DNS Dashboard

5GW DB Web Server
Py, N

T (cgEBo) ﬁ A

UE Registry request

IPC

UE Registry accept

Forward UE’ accounting information
IP : IMEI : Cell ID : Time

>

Generate DNS A record
IP_A A IMEI_1.Cell_1.Domain_1. .<sst>.nssf.5gc.mnc001.mcc999.3gppnetwork.org
IP_A AAAA IMEI_1.Cell_1.Domain_1. .<sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org

Amarisoft Callbox

5G Log Analyzer Radius
) Message
Radius DNS
Server Server

Insert IP - IMEI : Cell ID : Time
Example Content: »
192.168.13.98:001020000000

602:3559798600035501:0x00
1:20210412140833:start

UE registration
_ -

The registration of UE and the deliver of Radius
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loT End Device Registration for the Auto DNS Identifiers

oGenerate DNS A record
IP_ A A IMEI_1.Cell 1.Domain_1. <sst>.nssf.5gc.mnc001.mcc999.3gppnetwork.org
IP_A AAAA IMEI_1.Cell 1.Domain_1. <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org

UE registration AAA P:IMSI:IMEI:Cell_1:SST

-—-

IPv4/IPV6 Assign
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Testing the PoC of DNS Identifiers

the final result of PoC testing this year

1. Fixed and moving loT devices under 5G network can be efficiently managed through DNS
identifiers mechanism.

2. A huge amounts of loT devices under 5G network will be efficiently auto-allocated numbers by
the DNS identifiers mechanism.

Inter-Domain Verification Signaling Cross-Domain Verification Signaling
Procedure Chart Procedure Chart

Generate DNS A record o Generate DNS A record
IP_A A IMEI_1.Cell_1.0Domain_1. <sst>.nssf.5gc.mnc001.mcc999.3gppnetwork.org IP_A A IMEI_1.Cell_2.Domain_1. <sst>nssf. 5gc.mnc001.mcc999.3gppnetwork.org
IP_A AAAA  IMEI_1.Cell_1.Domain_1. <sst>.nssf. 5ge.mnc001.mcc999.3gppnetwork.org IP_A AAAA  IMEI_1.Cell_2.Domain_1. <sst>.nssf. 5ge.mnc001.mcc999.3gppnetwork.org
UE reglstratlon UE ”ESiST"a[K’" o

AAA IP:IMSI:IMEI:Cell_1:55T AAA [P:IMSE:IMEI:Cell_2:SST

-_ U e — m m ) (T

IPv4/IPV6 Assign IPVA;'IPVE Assign s

s o= - S
Dashboard . .

b ﬂ cg\\}ss‘ SESReRE DNS information UE registration SSUSOEE DNS information

UE registration

|g::> “\c,\ m |::> AAA IP IMSI:IMEI:Cell_3:55T

Q\

IP\.'UIPVG Assign IPva/IPV6 Assign O
O I‘-:e:e?‘elr\azls?é:ﬁo;dmmam 1. <sst>.nssf. 5ge.mnc001.mcc999.3gppnetwork.org O Ic:’ej\e?te\Muglif;:ﬁi;%omainj. <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org
IP_A AAAA  IMEI_1.Cell_2.Domain_1 . <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org IP_A AAAA  IMEI_1.Cell_3.Domain_2. <sst>nssf. 5gc.mnc001.mcc999.3gppnetwork.org
item Inter-Domain Cross-Domain

1 Edge computing on data switching of MEC and DNS Edge computing on data switching of MEC and DNS
2 Simulation of switching of 10T and DNS of IPv4 /1Pv6 the simulation of switching of 10T and DNS of IPv4 1Pv6

. e . . the mechanism of auto-allocation DNS identifiers and its
3 Auto DNS identifiers mechanism and its management

management

4 the behavior of multiple devices registered DNS in the meantime
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The Registration Process of loT End Devices in Inter-
Domain
From Cell_1 ( Domainl ) to Cell_2 ( Domainl )

Generate DNS A record

IP_ A A IMEI_1.Cell 1.Domain_1. <sst>.nssf.5gc.mnc001.mcc999.3gppnetwork.org

IP_A AAAA IMEI_1.Cell _1.Domain_1. <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org
AAA IP:IMSIL:IMEI:Cell_1:SST

_- @

UE registration

IPv4/IPV6 Assign
Update

movin
ving DNS information

UE registration

I
<

IPv4/IPV6 Assign

Generate DNS A record
IP AA IMEI_1.Cell 2.Domain_1. <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org
IP_AAAAA IMEI_1.Cell 2.Domain_1 . <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org
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Inter-Domain’s Test Steps
Step 1 to Step 4

( the demonstration of system operation )

loT connects to Ce"_l and [root@localhost RadiusApp]# python3 pyrad_server.py Callbox

1 UE registration

10.10.11.2,10:10:11:2:200:ff:fe00:0,999010000000001,355979860003363,1,20210917134421,start,1

regIStered. 10.10.12.2,10:10:12:2:200: ff: fe00:0,999010000000002,355979860003702,1,20210917134431, start, 1
10.10.13.2,10:10:13:2:200: ff: fe00:0,999010000000003 ,355979860003728,1,20210917134446, start, 2
10.10.14.2,10:10:14:2:200: ff: fe00:0,999010000000004, 355979860003785,1,20210917134456, start, 3

. .10.11.2,10:10:11:2:200: ff:fe00:0,99 1 000 2 ;01,3 979860003363 ,1,2021( DNS
|PV4/|PV6 Callbox (MEC) assigns .10.12.2,10:10:12:2:200: Ff:fe00:0,999010000000002 , 355979860003702 , 1,202 100 4rasirs e
2 . .2,10:10:13:2:200: ff:fe00:0,999010000000003 , 355979860003728 ,1,20210917134446 , start 2
ASSIgn IPto loT. .2,10:10:14:2:200: ff:fe00:0,999010000000004 ,355979860003785,1,20210917134456 ,start, 3

at nssf.5gc.mncOO1.mcc999.3gppnetwork.org
HURURAU R RAU R RARRARBB R RBURA R 4

; BIND data file for local loopback interface

Send the . . KT ceasee
re iStratlon |nf0rmatI0n Ilke IN SOA localhost. local?oit (
p ; Seria
g registratl [IP:IMSI:IMEI:Cell_1:SS } Rerresh
information to i tto DNS. , 28400 ; Retry.
DNS ] IS sentto ' 604800 ) Negative Cache TTL
¢ localhost.
127.0.0.1
355979860003363 . .Déﬁéin_l.sst_l A
355979860003363. .Domain_1.sst_1 A 1200:ff:fe00:0
355979860003702. .Domain_1.sst_1 A
DNS auto-generates 355979860003702. .Domain_1.sst_1 A :200: ff:fe00:0
Generate DNS domain names and DNS A 155979860063726. Donatn 1.cet A :200: FF:fe00:0
4 355979860003785. .Domain_1.sst_3 A :
A record record through auto- 355979860003785. .Domain_1.sst_3 A :2:200:ff:fe00:0

allocation program.
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Inter-domain’s test steps

Introduction of
Step | Procedure
procedure
\ ‘ , Dashboard
& > C A F%2 | 192.168.0.44findex.html

;1 UE loT connects to Cell_1 | e mooe e o e o 2 ok s 5
registration and registered. ‘
===
===
==
Current State gty
5 IPv4 1PVv6 Callbox ( MEC)
= = Domainl User Connection Status
Assign assigns IP to loT. — = T s — o
0 T8 Cell_1 3
l 2 TR Cen 2 0 | index: 1
Send the . . History State &l :::';;T’I“:"“°““‘ ‘
reqistration Information like T R
3 'Y : [IP:IMSI:IMEI:Cell_1 R —
information =

:SST]issenttoDNS. | E— —

‘ Index ‘ Cell | Online# ‘

to DNS

online

‘ 1 ‘ () Cenl_3 0 ‘ Device_ID: Device_355979860003702
system Log o= —
FQDN: 355979860003702.Cell_1.Domain_1.sst_l.nssf.5g

DNS auto-generates - .

Generate domain names and : :
4 DNSA DNS A record through

record auto-allocation

program.
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Inter-domain’s test

This chart shows some parameters that loT register IP and auto-register DN.
( after step 1 to step 4 )

loT_1 loT_2 loT_3 loT_4
APN internetl internet2 internet3 internet4
IMEI 355979860003363 355979860003702 355979860003728 355979860003785
NSSAI eMBB eMBB URLLC MIOT
SST 1 1 2 3
AR/VR AR/VR Factory Automatic .
Template 8K Videos 8K Videos Machines Smart City Sensors
Throughput 1Gbps/1Gbps 1Gbps/1Gbps 500Mbps/500Mbps 1Mbps/1Mbps

Service IP IPv4

(DHCP)
Step

10.10.11.2/24

10.10.12.2/24

10.10.13.2/24

10.10.14.2/24

12
Service IP IPv6

10:10:11.2::/80

10:10:12.2::/80

10:10:13.2::/80

10:10:14.2::/80

org

org

org

(DHCP)
355979860003363.Cell_1.D|355979860003702.Cell_1.D|355979860003728.Cell_2.D|355979860003785.Cell_1.D
Step DN omain_1.sst_1.nssf.5gc.mn|omain_1.sst_1.nssf.5gc.mn|omain_1.sst_2.nssf.5gc.mn [omain_1.sst_3.nssf.5gc.mn
3 4 €001.mcc999.3gppnetwork.|c001.mcc999.3gppnetwork./c001.mcc999.3gppnetwork.[c001.mcc999.3gppnetwork.

org
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Inter-domain’s test steps

Step 5 to step 9

( the demonstration of system operation )
Introduction of procedure
Callbox

[root@localhost RadiusAppl#python3 pyrad_server.py
2 10.10.11.2,10:10:11:2:200:ff:fe00:0,999010000000001,355979860003363,2,20210917134928,start,1
It moves from Ce”_l to Cell_zl and It 10.10.12.2,10:10:12:2:200:ff:fe00:0,999010000000002 ,355979860003702,2,20210917134928,start,1
2 Q 10.10.13.2,10:10:13:2:200:ff:fe00:0,999010000000003,355979860003728,2,20210917134928,start,2
IS Stl“ Domaln_l- 10.10.14.2,10:10:14:2:200:ff:fe00:0,999010000000004 ,355979860003785,2,20210917134928,start,3

5 UE moving

6  UEregistration 10T connects to Cell_2 and registered. AEAL DNS
- { message : UpLoad success j{ message : upLoad sg S
10.10.11.2,10:10:11:2:200:ff:fe00:0,999010000000001,355979860003363,2,20210917/1349728,start,
10.10.12.2,10:10:12:2: :ff:fe00:0,999010000000002,355979860003702,2,20210917134928,start,
10.10.13.2,10: :ff:fe00:0,999010000000003,355979860003728,2,20210917134928,start,

Ca"bOX (MEC) aSS|gnS |P to |0T, 10.10.14.2.10:10:14:2:200: ff: fe00:0.999010000000004 . 355979860003785 .2 ,20210917134928 . start .

[:212:212:2:2:212:212:2:3:2:2:2:2:2:2:3:2:2:2:2:2:2:2:2:2:2:2:2:2:2:2:2:2: 2"

IPv4 IPVv6 o . .
- and it utilizes the original IP because it Filmmmwrmmmmbimmmm A -

Assign

IS Stl“ Domaln_l : BIND data file for local loopback interface
éTTL 604800
@ IN SOA localhost. t.localhost. (
Send the . T sertal
Information like 604300 ; Refresh

registration [IP:IMSIIMEI:Cell_1:SST] is sent to st ] Eate
information to sBanens)

DNS DNS by Ca”bOX ( MEC) . 0 :S litz:;a(l)hgsi

AAAA H §

. 355979860003363.Cell_2.Domain_1.sst_1 A a2
DNS auto-genera’tes doma“‘] names 355979860003363.Cell_2.Domain_1.sst_1 A 12:200:ff:fe00:0

Generate DNS A 1559798600037602.Cell_2.Domain_1.sst_1 A 2
- 355979860003702.Cell_2.Domain_1.sst_1 A 12:200:ff:fe00:0

9 record and DNS A record through aUto 355979860003728.Cell_2.Domain_1.sst_2 A 31342
5 355979860003728.Cell_2.Domain_1.sst_2 A :13:2:200:ff:fe00:0

allocation program. 155979860003785 . Ce11 2. Domaln 1,55t 3 A 4.2

E A

355979860003785.Cell_2.Domain_1.sst_3 :14:2:200:ff:fe00:0

Update the DNS  Dashboard accesses the latest DNS A

1 and Dashboard record.
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Inter-domain’s test steps

10 Update the DNS and Dashboard

Dashboard accesses the latest DNS A record.

Step 10 ( the demonstration of system operation )

Ll FEN vl RSV

TELECTm TECHAA 0T CENPES,

Current State

History State

System Log

Disk Space: 25%
Disk Space: 25%

User Connection Status
Domain 1 Cell 2

index: 1

online

Device_ID: Device_355979860003363

IMEI: 355979860003363

1Pva: 10.10.11.2

1PvG: 10:10:11:2: 20066 fe00:0

FQDN: 355979860003363,Cell_2, Domain_1.sst_1 nssf 5
emne00 ] mee399. 3gpnetwork, g

DNSL: DNS_1 CPU Usage: 0.9% Memory Usage: 22%
DMNS2: DN5_2 CPU Usage: 0.9% Memory Usage: 22%
S
GEEEEm <o >
[ ===- ]
50 CoreMEC/Cal
Domainl
Index Cell Online# 0
1 [WiCell_1 0
B () Cell_2 | 4 ||
&)
Domain2
Index Cell Online#
1 (W] cell_3 0
&
4

index: 2

online

Device_ID: Device_3559798G0003702

IMEI: 355979860003702

IPvd: 10.10.12.2

1Pv6: 10:10:12:2:200:f:fe00:0

FOQDN: 355979860003702.Cell_2 Domain_1sst_1.nssf.5g
c.mnc00] . mec399. 3gpnetwork.org

=

Copyright © 2021 TELECOM TECHNOLOGY CENTER



D

Inter-domain’s test

This chart shows some parameters for step 6 to step 10

When the 10T end device ( 1oT_1 ) move from Cell_1 to Cell_2, DN will change the name of Cell, but APN and IP
remain unchanged.

TELECOM

loT_1 loT_2 loT_3 loT_4
APN internetl internet2 internet3 internet4
IMEI 355979860003363 355979860003702 355979860003728 355979860003785
NSSAI eMBB eMBB URLLC MIOT
SST 1 1 2 3
AR/VR AR/VR Factory Automatic .
Template 8K Videos 8K Videos Machines Smart City Sensors
Throughput 1Gbps/1Gbps 1Gbps/1Gbps 500Mbps/500Mbps 1Mbps/1Mbps

Step
6to7

Service IP IPv4
(DHCP)

10.10.11.2/24

10.10.12.2/24

10.10.13.2/24

10.10.14.2/24

Service IP IPv6
(DHCP)

10:10:11.2::/80

10:10:12.2::/80

10:10:13.2::/80

10:10:14.2::/80

Step
8to 10

DN

355979860003363.Cell_2.

Domain_1.sst_1.nssf.5gc.m

nc001.mcc999.3gppnetwo
rk.org

355979860003702.Cell_2.

Domain_1.sst_1.nssf.5gc.m

nc001.mcc999.3gppnetwo
rk.org

355979860003728.Cell_2.

Domain_1.sst_2.nssf.5gc.m

nc001.mcc999.3gppnetwo
rk.org

355979860003785.Cell_2.

Domain_1.sst_3.nssf.5gc.m

nc001.mcc999.3gppnetwo
rk.org
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Inter-domain’s test steps

Check the Dashboard after the completion of the inter-domain test.

SRMDY

@

Current State

History State

System Log
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€ > C AF%2

DNS1: DNS_1
DNS2: DNS_2

192.168.0.44/index.html

CPU Usage: 0.9%
CPU Usage: 0.9%

B a v &

Disk Space: 25%
Disk Space: 25%

ot
User Connection Status
Domain 1 Cell 1

€ > C A F%2

wEnn

@ um

Current State

192.168.0.44/index.html

50 CorwMECICel

Domain1

sl
1 % Cell_1 4
4 A Cell 2 0

Domain2

Index Cell Online# |

1 ) cell_3 0 |

Cell_1.Domain_L.sst_Inssf.5g
€999, Igpnetwark org.

index: 2

online

Device_ID: Device_355979860003702

IMEL: 355979860003702

1Pv4: 10.10.12.2

1PV6: 10:10:12:2:200:4:£e00:0

FQDN: 355979860003702.Cell_1 Domain_1.sst_Lnssf.5g
c.mncl01.mced99. 3gpnetwork.org.

System Log

CopyRigrt 2021

DNS1: DNS_1 CPU Usage: 0.9%
DNS2: DNS_2 CPU Usage: 0.9%
Domain1
Index Cell ‘ Online#
1 (98 Cell_1 | 0
i 2 8 Cell_2 I 4 | l
L |

Domain2

| Index Cell
% cell_3

Onlinest |
° |

User Connection Status

Domain 1 Cell 2

index: 1

Device_ID: Device_355079860003363
IMEL: 355979860003363

1Pva: 10.10.11.2

1PVG: 10:10:11:2:200:4£:1600:0

FQDN: 355979060003363,Cell_2. Domain_1sst_1.ussl 58
cmnc001mce999.Igpnetwork org

index: 2

online

Device_ID: Device_355979860003702

IMEL 355979860003702

1Pva: 10.10.12.2

1PVG: 10:10:12:2:200:4:$00:0

FQDN: 355979860003702.Cell_2.Domain_Lsst_Lmss{58
cmncl0] mec999.3gpnetwork.ore
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The Registration Process of 1oT End Devices in Cross-Domain

The loT end device move from Domain_1 ( cell_2 ) to Domain_2 ( cell_3)

o Generate DNS A record
IP. A A IMEI_1.Cell _2.Domain_1. <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org

IP_A AAAA IMEI_1.Cell_2.Domain_1. <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org
AAA IP:IMSIL:IMEI:Cell_2:SST
-:- SRl EE—
IPv4/IPV6 Assign

Move Dashboard
UE registration

UE registration

Update
DNS information

AAA IP:IMSI:IMEI:Cell_3:SST

—
< Cell_3 >
IPV4/IPV6 Assign O

Generate DNS A record
IP_ AA IMEI _1.Cell 3.Domain_2. <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org
IP_AAAAA IMEI_1.Cell 3.Domain_2. <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org
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Cross-domain’s test steps

Step 5 to step 9
( the demonstration of system operation )

It moves from Cell_2 to CallBox
- [root@localhost RadiusApp]# python3 pyrad_server.py

5 UE moving Cell_3, and it moves from 10.10.11.3,10:10:11:2:200: ff:fe00:0,999010000000001,355979860003363,3,20210917141322, start, 1
Domain 1 to Domain 2 . .10.12.3,10:10:12:2:200: ff: fe00:0,999010000000602, 355979860003702, 3,20210917141322, start, 1

- - ,10.13.3,10:10:13:2:200: ff: fe00:0,999010000000003 , 355979860003728, 3,20210917141322, start, 2

.14.3,10:10:14:2:200: ff: fe00:0,999010000000004, 355979860003785,3,20210917141322, start, 3

6 UE registration loT connects to Cell_3 and

registers. ALHLL DNS
.11.3,10:10:11:3:200: ff:fe00:0,99 Vo006 35 9860003363, 3,202 100N NI
.12.3,10:10:12:3:200:ff:fe00:0,999010000000002,355979860003702,3,20210917141322,start,1
.10.13.3,10:10:13:3:200:ff:fe00:0,999010000000003 ,355979860003728,3,20210917141322,start,2
IPV4/IPV6 Ca”bOX (MEC) aSSIgnS IP tO .10, 1200:ff:fe00:0,999010000000004,355979860003785,3,20210917141322,start,3
7 2 E;t nssf.5
.5gc.mnc001.mcc999.3gppnetwork.org
aSSIgn IOT IE IR AE A I A IE AR I A AR I R I IR A AR I IR I IR AR I I I IR I IR I R A 1 9
; BIND data file for local loopback interface
STTL 604800
. . @ IN SOA localhost. root.localhost. (
Send the Information like 2 ; serial
. . . 604800 ; Refresh
registration [IP:IMSI:IMEI:Cell_1:SST] is 86400 ; Retry
8 . . — 2419200 ; Expire
informationto  sent to DNS by Callbox 604800 ) ; Negative Cache TTL
DNS ( MEC) . NS localhost.
A 127.0.0.1
LYYV 221
355979860003363.Cell_3.Domain_2.sst 1 A
355979860003363.Cell_3.Domain_2.sst_1 A :3:200:ff:fe00:0
DNS auto-generates domain 355979860003702.Cell_3.Domain_2.sst_1 A
355979860003702.Cell_3.Domain_2.sst_1 A :3:200:ff:fe00:0
Generate DNS names and DNS A/AAAA 355979860003728.Cell_3.Domain_2.sst_2 A ¢
9 . 355979860003728.Cell_3.Domain_2.sst_2 A :3:200:ff:fe00:0
A record record through auto-allocation e IR IANER I A :
355979860003785.Cell_3.Domain_2.sst_3 A :3:200:ff:fe00:0
program.
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Cross-domain’s test steps

10 Update the DNS and Dashboard Dashboard accesses the latest DNS A_~AAAA record.

Step 10 ( the demonstration of system operation )

TRACOM IEOM00" CF

MMAAREE DY DNS ID: DNS_1 CPU Usage: 0.6% Memory Usage: 17% Disk Space: 25%
N DNS ID: DNS_2 CPU Usage: 0.6% Memory Usage: 17% Disk Space: 25%

Current State

Domainl User Connection Status

Index i Cell i Online# Domaln 2 Cell 3
1 \ (%) cell_1 \ 0 '
2 \ ) cell 2 \ 0 | index: 1

online

Device ID; Device_355979860003363

IMEL 3597986000336

History State u 1PV 100,113

1PVG; 10:10:11:2:200:4f:(e00:0

Slice ID: 1
FQDN: 355979860003363.Cell_3,Domain_2.sst_1.nssf.5g
¢, mncO01.mec999. 3gpnetwork org

Domain2

‘ — ‘ il } Laolioci l index: 2

\ 1 \ (%) Cell_3 \ 4 online

Device ID: Device_355979860003702

] IMEL 355979860003702

System Log u 1Pva: 10.10.12.3

IPv6; 10:10:12:2:200:ff:fe00:0

Slice ID: 1

FQDN: 355979860003702.Cell_3.Domain_2.sst_l.nssf.5g

c.mnc001.mcc999.3gpnetwork.org >
=




Cross-domain’s test

this chart shows some parameters for step 6 to step 10
When the loT end device ( 1oT_1 ) moves from Cell_2 to Cell_3 and gets new IP through
registration, DN will change the name of Cell.

TELECOM
TECHNOLOGY CENTER

loT_1 loT_2 loT_3 loT_4
APN internetl internet2 internet3 internet4
IMEI 355979860003363 355979860003702 355979860003728 355979860003785
NSSAI eMBB eMBB URLLC MIOT
SST 1 1 2 3
Template AR/VR AR/VR Factory Automatic Machines Smart City Sensors
P 8K Videos 8K Videos Y Y
Throughput 1Gbps/1Gbps 1Gbps/1Gbps 500Mbps/500Mbps 1Mbps/1Mbps
Ser‘zgz 'CF;;PM 10.10.11.3/24 10.10.12.3/24 10.10.13.3/24 10.10.14.3/24
Step
67 .
Ser‘zga 'C';;PVG 10:10:11.3::/80 10:10:12.3::/80 10:10:13.3::/80 10:10:14.3::/80
355979860003363.Cell_3.D|355979860003702.Cell_3.D | 355979860003728.Cell_3.D|355979860003785.Cell_3.D
Step DN omain_2.sst_1.nssf.5gc.mnc|omain_2.sst_1.nssf.5gc.mnc{omain_2.sst_2.nssf.5gc.mnc|omain_2.sst_3.nssf.5gc.mnc
8-10 001.mcc999.3gppnetwork.o|001.mcc999.3gppnetwork.0|001.mcc999.3gppnetwork.o|001.mcc999.3gppnetwork.o
rg rg rg rg

Copyright © 2021 TELECOM TECHNOLOGY CENTER




Cross-domain’s test

Check the Dashboard after the completion of the cross-domain test

& > C A F%2 | 192168.044findex.html

® MM AREENY

Current State

History State

System Log

CopyRigrt 2021

W a & &
DNSL: DNS_1 CPU Usage: 0.9% Memory Usage: 22% Disk Space: 25%
DNS2: DNS_2 CPU Usage: 0.9% Memory Usage: 22% Disk Space: 25%
~
=1 S
o
Domainl User Connection Status.
Index Cell Online# Dexbeln Gell2
L el 0 &
2 (W) Cen_2 Kl index: 1
online
Domain2
T ndex: 2
Index Ccell [ Onlines | g
. | online
1 () cent_3 o Device_ID: Device_355979860003702
l - l IMEL 355979860003702
TPva: 10.10.12.2
1Pv: 10:10:12:2:200:4:4e00:0
FQDN: 355979860003702.Cell_2.Domain_1sst_Lnssf.58
c.mnc00] mce399,3gpnetwork or.

€ > C ATz

[AZODY

Current State

History State

Copyright © 2021 TELECOM TECHNOL

System Log
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192.168.0.44/index.hitml

DNS ID: DNS_1 CPU Usage: 0.6%
DNS ID: DNS_2 CPU Usage: 0.6%
P
Domainl
Index cell | Online#
1 (%) Cell_1 | 0
2 (%) cell_2 | 0
Domain2
Index Cell Online#
*I 1 (%) Cell_3 4

loT moves from Cell_2 to Cell_3

B a

Disk Space: 25%
Disk Space: 25%

0

N
loT
User Connection Status
Domain 2 Cell 3
Index: 1

online

Device ID; Device_355979860003363

IMEL: 355979860003363

IPvd: 10.10.11.3
IPVG: 10:10:11:2:200:4(:6e00:0
Slice ID: |

FQDN: 355979860003363 Cell_3. Domain_2.sst_1.nsst55
©.mnc001.mecd99. Igpnetwork.org

index: 2

online

Device ID; Device_355979860003702

IMEI; 355979860003702

1Pvd: 10.10.12.3

FQDN: 355979860003702. Cell_3.Domain_2.sst_1nssf5g
©.mnc001.mccd99 Igpnetwork.org,
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Scenario 1:
Large amounts of loT devices are given identifiers
automatically

Four sets of l1oT equipment are used in 20 minutes and move among different Cells and Domains

Generate DNS A record
IP_A A IMEI_1.Cell_2.Domain_1. <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org

IP_A AAAA IMEI _1.Cell 2.Domain_1.<sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org

IPv4/ IPV6 Assign
move
Dashboard
UE registration

AAA |P:IMSI:IMEI:Cell_3: SST
loT_1 | >
Cell_3
IPv4/IPV6 Assign

Generate DNS A record

IP AA IMEI_1.Cell 3.Domain_2.<sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org
= IP_AAAAA IMEI_1.Cell 3.Domain_2.<sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org

UE registration
g AAA |P:IMSI:IMEI:Cell_2:SST

Update
DNS information
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Scenario 1:

TestinF_ large amounts of loT devices are given
|

identi

ers automatically

Identify the status of DN after the movement of IoT device through log

Current State |

1 PN C LRV
" HOMROGT ey

DNS ID: DNS_1 CPU Usage: 0.6% Memory Usage: 18% Disk Space: 25%
DNS ID: DNS_2 CPU Usage: 0.6% Memory Usage: 18% Disk Space: 25%
DNS Call Flow System Log 2021/69/23 +567:13 0| [2621/09/25 t5e7:13 0| Q ’ ownlo.
Log

Payload

M OVI ng t ra Ck Of IOT iched on Cell_3 with FQDN 345678120003320.Cell_3.Domain_2.sst_3.nssf.5gc.mnc00 1.
0 U

11 018 attached on Cell_1 with FQDN 234567810003320.Cell_1.Domain_1.sst_3.nssf.5gc.mnc001.m
24 07:11:56 | Smart_Parking 123456780003320 |s attached on Cell_2 with FQDN 123456780003320.Cell_2.Domain_1.sst_3.nssf.5ac.mnc001.1

History State

System Log

I 24 07:11:56 | Smart_Parking_723456780003320 is attached on Cell_3 with FQDN 723456780003320.Cell_3.Domaln_2.sst_3.nssf.5gc.mnc001.1
24 07:23:12 Dcvlcc_35-5979860003363 Is attached on Cell_1 with FQDN 355979860003363.Cell_1.Domain_1.sst_1.nssf.5gc.mnc001.mect
24 07:23:12 I Device_355979860003702 is attached on Cell_2 with FQDN 355979860003702.Cell_2.Domain_1.sst_1.nssf.5gc.mnc001.mec!
24 07:23:12 l Device_355979860003728 Is attached on Cell_3 with FQDN 355979860003728.Cell_3.Domain_2,sst_2.nssf.5gc.mnc001.mec!
24 07:23:12 | Device_355979860003785 Is attached on Cell_1 with FQDN 355979860003785.Cell_1.Domain_1.sst_3.nssf .Sgc.mncom.mccfl
24 07:23:23 Device. 355979860003363 15 attached on Cell_2 with FQDN 355979860003363.Cell_2,Domaln__1.sst._1.nssl.5ac.mnc001.mect
24 07:23:23 I Device_355979860003702 is attached on Cell_3 with FQDN 355979860003702.Cell_3.Domain_2.sst_1.nssf.5gc.mnc001.mec!
24 07:23:23 I Device 355979860003728 is attached on Cell_2 with FQDN 355979860003728.Cell_2.Domain_1.sst_2.nssf.5gc.mnc001.mect

I 24 07:23:23 Device_355979860003785 is attached on Cell_2 with FQDN 355979860003785.Cell_2.Domuln_l.sst_3.nssl.Sgc.mnc00l.mcc‘.l
24 07:23:34 Device_355979860003363 is attached on Cell_3 with FQDN 355979860003363.Cell_3.Domain_2.sst_1.nssf.5gc.mnc001.mecc!
24 07:23:34 Device_355979860003702 is attached on Cell_2 with FQDN 355979860003702.Cell_2.Domain_1.sst_1.nssf.5gc.mnc001.mcc!
24 07:23:34 Device_355979860003728 is attached on Cell_3 with FQDN 355979860003728.Cell_3.Domain_2.sst_2.nssf.5gc.mnc001.mcc!

I 24 07:23:34 Device_355979860003785 is attached on Cell_1 with FQDN 355979860003785.Cell_1.Domain_l.ssl_34nssf.53c.mm:001.mcc‘,l
24 07:23:45 [ Device_355979860003363 is attached on Cell_2 with m3&3.Cell_2.Domain_l.ssl_lAnssf.Sgc.mncl)Ol.mcc“
24 07:23:45 Device_355979860003702 is attached on Cell_1 with FQDN 355979860003702.Cell_1.Domain_1.sst_1.nssf.5gc.mnc001.mcc!
24 07:23:45 . Device_355979860003728 is attached on Cell_2 with FQDN 355979860003728.Cell_2.Domain_1.sst_2.nssf.5gc.mnc001.mcc! ¥

4 »

«J1]..Ta]s]e]7
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Scenario 2:
Testing large amounts of l1oT devices are given
identifiers automatically

Register large amounts of 1oT devices and then generate Radius record that will be sent to
DNS server.

° Generate DNS A record
IP A A IMEI_1.Cell 1.Domain_1. <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org
IP_A AAAA IMEI_1.Cell _1.Domain_1. <sst>.nssf. 5gc.mnc001.mcc999.3gppnetwork.org

generating corresponding DNS record

UE registration / \
“ AAA |P:IMSI:IMEI:Cell _1:SST
loT_1 “
h 100 sets of equipment are

registered

Amarisoft Callbox

IPv4/IPV6 Assign

Radius

5G Log Analyzer Radius i

, Message
Radius DNS

——
- Server Server

UE registration

- 1:20210412140833:start
— /

Dashboard

Example Coﬁtent:
192.168.13.98:001020000000
602:3559798600035501:0x00
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Scenario 2:
Testing large amounts of loT devices are given
identifiers automatically
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Name IP_CAM Power_Meter Temp_Meter Smart_Parking Smart_Lamps
APN/DNN IP_CAM Power_Meter Temp_Meter Smart_Parking Smart_Lamps
TAC
45678123 34567812 23456781 12345678 72345678
(IMEI 8 code)
NSSAI eMBB MIOT
SST 1
Template High quality Video Smart City sensor
Throughput | 100Mbps/100Mbps 1Mbps/1Mbps
Zone nssf.5gc.mnc001.mcc999.3gppnetwork.org
Se';‘l')""": IP 10.100.11.0/24 10.100.12.0/24 10.100.13.0/24 10.100.14.0/24 10.100.15.0/124
Service IP 10.:100:11:(1- 10.:100:12:(1- 10.:100:13:(1- 10.:100:14:(1- 10.:100:15:(1-
IPv6 254):200:ff:fe00:00 | 254):200:ff:fe00:00 254):200:ff:fe00:00 | 254):200:ff:fe00:00 254):200:ff:fe00:00
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Testing large amounts of loT devices are given
identifiers automatically

Dashboard

Use program to

simulate 100 fixed loT

devices in 3 Cells

DNS ID: DNS_1 Disk Space: 25%
DNS ID: DNS_2 Disk Space: 25%
Current State
Index ‘ Cell [ Online# Domaln 1 Cell 1

1 | (9 Cell_1 | 29

| (58] Cell 2 \ 3l i 1
online
Device ID; Smart_Parking_723450780003362

. o TR0
History State “ TPV 10.100.15.2
1Pve: | 5:2:200:£:000:0
Slice ID: 3
FQDN: 723456780003362.Cell_1.Domain_L.sst_3.nsst.55
c.mnc001-mec999, Igpnetwork.org
| Domain2
Index Cell ‘ Online# Index: 2

1 W) Cell_3 | 40 online

Device ID: Power_meter_345678120003363
* IMEL: 345678120003363
System Log &l

Siice ID:3
FQDN: 345678120003363.Cell_1 Domain_1.sst_3.nssf.5g
c.mnc001 mec399.gpneork.org

ARBENDY

o o

Current State

History State

The detailed
description of
fixed loT devices

Copyright © 2021 TELECOM TECHNOLOGY CENTER

System Log

DNS ID: DNS_1
DNS ID: DNS_2

DNS Call Flow

Time

3-24 07:11:54
3-2407:11:54
3-24 07:11:54
3-24 07:11:54
3-2407:11:54
3-24 07:11:54
3-24 07:11:54
3-2407:11:54
3-24 07:11:54
3-24 07:11:55
3-24 07:11:55
3-24 07:11:55
3-2407:11:55
3-24 07:11:55
3-24 07:11:55
3-24 07:11:55
3-24 07:11:55
3-24 07:11:55

3-24 07:11:56
4

CPU Usage: 0.6%
CPU Usage: 0.6%

System Log

Memory Usage: 18%
Memory Usage: 18%

Disk Space: 25%
Disk Space: 25%

|ZUZI/W/ZJ L1F07:13

Log

0| [2021/09/24 tF07:13

U]@-‘"

Power_meter_3456]
Temp_Meter_2345¢
Smart_Parking_1234
Smart_Parking 7234
IP_CAM_456781
Power_meter_3456]
Temp_Meter_2345(
Smart_Parking 1234
Smart_Parking_7234
IP_CAM_456781
Power_meter_3456]
Temp_Meter_2345¢
Smart_Parking 1234

Payload

1120003316 Is attached on Cell_3 with FQDN 345678120003316.Cell_3.Domain_2.sst_3,nssf.5gc.mnc001.
F810003316 is attached on Cell _1 with FQDN 234567810003316.Cell_1.Domaln_1.sst_3.nssf.5gc.mnc001.
}6780003316 is attached on Cell_2 with FQDN 123456780003316.Cell_2.Domain_1.sst_3.nssf.5gc.mnc001
$6780003316 is attached on Cell_3 with FQDN 723456780003316.Cell_3.Domain_2.sst_3.nssf.5gc.mnc001
30003317 is attached on Cell_2 with FQDN 456781230003317.Cell_2.Domain_1.sst_1.nssf.5gc.mnc001.m
120003317 1s attached on Cell_3 with FQDN 345678120003317.Cell_3,Domain_2.sst_3,nssf.5gc.mnc001.
F810003317 Is attached on Cell_1 with FQDN 234567810003317.Cell_1.Domain_1.sst_3.nssf.5gc.mnc001./
$6780003317 Is attached on Cell_2 with FQDN 123456780003317.Cell_2.Domain_1.sst_3.nssf.5gc.mnc001
§6780003317 is attached on Cell_3 with FQDN 723456780003317.Cell_3.Domain_2.sst_3.nssf.5gc.mnc001
30003318 Is attached on Cell_2 with FQDN 456781230003318.Cell_2.Domain_1.sst_1.nssf.5gc.mnc001.m
B120003318 is attached on Cell_3 with FQDN 345678120003318.Cell_3.Domain_2.sst_3.nssf.5gc.mnc001.
F810003318 is attached on Cell_1 with FQDN 234567810003318.Cell_1.Domain_1.sst_3.nssf.5gc.mnc001.
}6780003318 is attached on Cell 2 with FQDN 123456780003318.Cell_2.Domain_1.sst_3.nssf.5gc.mnc001

Smart_Parking_723
IP_CAM_456781
Power_meter_3456]
‘Temp_Meter_2345(
Smart_Parking_1234

is attached on Cell_3 with FQDN 723456780003318.Cell_3.Domain_2.sst_3.nssf.5gc.mnc001
30003319 is attached on Cell_2 with FQDN 456781230003319.Cell_2.Domain_1.sst_1.nssf.5gc.mnc001.m
B120003319 is attached on Cell_3 with FQDN 345678120003319.Cell_3.Domain_2.sst_3.nssf.5gc.mnc001.
f810003319 is attached on Cell_1 with FQDN 234567810003319.Cell_1.Domain_1.sst_3.nssf.5gc.mnc001.
}6780003319 is attached on Cell_2 with FQDN 123456780003319.Cell_2.Domain_1.sst_3.nssf.5gc.mnc001

Smart_Parking_723:

is attached on Cell_3 with FQDN 723456780003319.Cell_3.Domain_2.sst_3.nssf.5gc.mnc001 ¥

»
[<[2-TeTsclls"]

<DNN>_<IMEI> are the IMEI identifier of loT,
and these logs are different loT devices

registered in 3 different Cells.




Summary

/o This Project was funded by MOTC .

® Through the mechanism of DNS identifiers, the management of fixed and moving loT devices under 5G is

more efficient, and the 10T devices are able to be given identifiers under 5G efficiently.

® The PoC of the research based on the context above verify the mechanism and methods of auto DNS

identifiers, which can apply to the latest 5G slicing network context and manage the 10T devices efficiently.

® In the next phase of the research, we plan to do the Proof of Service ( PoS ) on the real 5G network context.

/
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