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What is Resource Public Key The Wider Internet
Infrastructure (RPKI) and Why Does it
Matter?

ARIN RIPE LACNIC APNIC AFRINIC

A voluntary framework to secure internet routing
infrastructure and prevent BGP route hijacking

RPKI verifies that a specific system is authorized
to use its stated IP prefixes

IP service providers can use RPKI to validate IP
route announcements
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Stops some leaks due to misconfiguration and
the most basic route hijacks due to human error

RPKI does not stop the vast majority of
malicious hijacks
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RPKI Deployment Challenges
and Lessons Learned

* Business Case Justification

* RPKI Software Flaws

- Hardware and Software Upgrades
» Validation Server Implementation
« Customer communications

* Other
— Increased load on routing platforms
— Developing routing policy
— Support and training
— Trust in Regional Internet Registries
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Successful RPKI Deployment
Benefits the Internet Community

* The complexity of RPKI deployment over Lumen’s
enormous global network required careful planning

* Final implementation was successfully completed
due to Lumen’s careful approach

* Many customers benefited from being able to
correct invalid Route Origin Authorizations and
reclaim hijacked IP ranges

* RPKI deployment is a worthwhile effort we hope
that other ISPs can learn from our experience and
together we can protect global users of the Internet
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