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Welcome to a rare opportunity to learn about the future of the Internet directly from 
the next generation of Internet leaders. 

Members of the NextGen@ICANN program will be delivering rapid-fire presentations 
that are 5-10 minutes in length. Each presentation showcases the impressive work 
being done by members of the program. Thank you for your support! 
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3 Questions for each of you
1. What % of the population in low-income countries uses the internet?
2. In low-income countries, how many mobile cellular subscriptions are there 

per 100 people?
3. How many secure internet servers are there per 1000 people in North 

America?
� ³Low-income´��JURVV�QDWLRQDO�LQFRPH��*1,��SHU�FDSLWD�RI��������RU�OHVV�LQ������FDOFXODWHG�XVLQJ�WKH�:RUOG�%DQN�$WODV�PHWKRG��L�H��OLYLQJ

RQ�DYHUDJH�RQ�OHVV�WKDQ��������§�¼�������SHU�GD\�

� ³Use the internet´��XVHG�WKH�,QWHUQHW��IURP�DQ\�ORFDWLRQ��LQ�WKH�ODVW���PRQWKV�YLD�D�FRPSXWHU��PRELOH�SKRQH��SHUVRQDO�GLJLWDO�DVVLVWDQW��
games machine, digital TV etc.

� ³Mobile cellular subscriptions´��VXEVFULSWLRQV�WR�D�SXEOLF�PRELOH�WHOHSKRQH�VHUYLFH�WKDW�SURYLGH�DFFHVV�WR�WKH�SXEOLF-switched telephone 
network (PSTN) using cellular technology.

� ³North America´��8�6���&DQDGD��DQG�%HUPXGD�DUH�DOO�high-income FRXQWULHV�ZLWK�*1,�FDSLWD�!���������L�H��������GD\��World Bank, 2020).

� ³Secure internet servers´��QXPEHU�RI�GLVWLQFW��SXEOLFO\-trusted TLS/SSL certificates using encryption technology in internet transactions.
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https://blogs.worldbank.org/opendata/new-world-bank-country-classifications-income-level-2021-2022
https://data.worldbank.org/indicator/NY.GDP.MKTP.CD?locations=XU
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)UHTXHQF\�RI�³LQWHUQHW´��³VRFLDO�PHGLD´��³HPDLO´��³facebook´�LQ�*RRJOH�Ngram 9LHZHU¶V�FRUSXV�RI�(QJOLVK�WH[WV�SULQWHG�LQ�����-2019

Google Books Ngram Viewer: internet,social media,email,facebook,censorship from 1980-2019, case-insensitive (Google Ngram Viewer, 2022)

https://books.google.com/ngrams/graph?content=internet%2Csocial+media%2Cemail%2Cfacebook%2Ccensorship&year_start=1980&year_end=2019&corpus=26&smoothing=3&case_insensitive=true&direct_url=t4%3B%2Cinternet%3B%2Cc0%3B%2Cs0%3B%3BInternet%3B%2Cc0%3B%3Binternet%3B%2Cc0%3B%3BINTERNET%3B%2Cc0%3B.t4%3B%2Csocial%20media%3B%2Cc0%3B%2Cs0%3B%3Bsocial%20media%3B%2Cc0%3B%3BSocial%20Media%3B%2Cc0%3B%3BSocial%20media%3B%2Cc0%3B.t4%3B%2Cemail%3B%2Cc0%3B%2Cs0%3B%3Bemail%3B%2Cc0%3B%3BEmail%3B%2Cc0%3B%3BEMAIL%3B%2Cc0%3B%3BEMail%3B%2Cc0%3B.t4%3B%2Cfacebook%3B%2Cc0%3B%2Cs0%3B%3BFacebook%3B%2Cc0%3B%3Bfacebook%3B%2Cc0%3B.t4%3B%2Ccensorship%3B%2Cc0%3B%2Cs0%3B%3Bcensorship%3B%2Cc0%3B%3BCensorship%3B%2Cc0%3B%3BCENSORSHIP%3B%2Cc0#t4%3B%2Cinternet%3B%2Cc0%3B%2Cs0%3B%3BInternet%3B%2Cc0%3B%3Binternet%3B%2Cc0%3B%3BINTERNET%3B%2Cc0%3B.t4%3B%2Csocial%20media%3B%2Cc0%3B%2Cs0%3B%3Bsocial%20media%3B%2Cc0%3B%3BSocial%20Media%3B%2Cc0%3B%3BSocial%20media%3B%2Cc0%3B.t4%3B%2Cemail%3B%2Cc0%3B%2Cs0%3B%3Bemail%3B%2Cc0%3B%3BEmail%3B%2Cc0%3B%3BEMAIL%3B%2Cc0%3B%3BEMail%3B%2Cc0%3B.t4%3B%2Cfacebook%3B%2Cc0%3B%2Cs0%3B%3BFacebook%3B%2Cc0%3B%3Bfacebook%3B%2Cc0%3B.t4%3B%2Ccensorship%3B%2Cc0%3B%2Cs0%3B%3Bcensorship%3B%2Cc0%3B%3BCensorship%3B%2Cc0%3B%3BCENSORSHIP%3B%2Cc0
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Individuals using the Internet* (% of population) by region

North America

Europe & Central Asia

Latin America & Caribbean

Middle East & North Africa

East Asia & Pacific

South Asia

Sub-Saharan Africa

Low income

*individuals who have used the Internet (from any location) in the last 3 months via a computer, mobile phone, personal digital assistant, games machine, digital TV etc. (World Bank WDI, 2022)

High-income: 90% in 2020

Low-income**: 21% in 2020

World: 60% in 2020

Upper-middle: 73% in 2020

Lower-middle: 45% in 2020

**Low-income combines 
countries from multiple regions.

https://data.worldbank.org/indicator/IT.NET.USER.ZS
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(World Bank WDI, 
2022 and UN World 

Population Prospects, 
2020)

Top 13 countries

https://data.worldbank.org/indicator/IT.NET.SECR.P6
https://population.un.org/wpp/Download/Standard/Population/
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Mobile cellular subscriptions* (per 100 people)

North America

Europe & Central Asia

Latin America & Caribbean

Middle East & North Africa

East Asia & Pacific

South Asia

Sub-Saharan Africa

Low income**

*subscriptions to a public mobile telephone service that provide access to the PSTN using cellular technology (World Bank WDI, 2022)

**Low-income combines 
countries from multiple regions.

https://data.worldbank.org/indicator/IT.CEL.SETS.P2
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Fixed broadband subscriptions* (per 100 people)

North America

Europe & Central Asia
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Middle East & North Africa

East Asia & Pacific

South Asia

Sub-Saharan Africa

Low income**

**Low-income combines 
countries from multiple regions.

(World Bank WDI, 2022)*fixed subscriptions to high-speed access to the public Internet (a TCP/IP connection), at downstream speeds equal to, or greater than, 256 kbit/s.

https://data.worldbank.org/indicator/IT.NET.BBND.P2
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Secure Internet Servers* (per 1 million people)

North America

Europe & Central Asia

Latin America & Caribbean

Middle East & North Africa

East Asia & Pacific

South Asia

Sub-Saharan Africa

*number of distinct, publicly-trusted TLS/SSL certificates using encryption technology in internet transaction found in the Netcraft Secure Server Survey. (World Bank WDI, 2022)

Top 9
1. British Virgin 

Islands, 741k
2. Denmark, 277k
3. USA, 142k
4. Netherlands, 

137k
5. Belize, 131k
6. Singapore, 128k
7. Switzerland, 

120k
8. Ireland, 116k
9. Germany, 97k

https://data.worldbank.org/indicator/IT.NET.SECR.P6
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(World Bank WDI, 2022)*for 148 countries in the World Bank database without missing data; 68 out of 217 dropped due to missing internet user or GDP per capita data
GDP per capita is adjusted for price differences between countries (PPP-adjusted) and expressed in constant international dollars.

https://data.worldbank.org/indicator/IT.NET.USER.ZS
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Mirabella Knoben, Germany
Regulation of Content Through Algorithms



Regulation of content through algorithms:
What principles are necessary to respect human rights in the digital sphere?

- Art. 29 DSA-E/Recommendation systems

Mirabella Knoben

NextGen@ICANN74



Digital Services Act
• In order to update the now outdated regulations of the E-Commerce Directive (2000)

• December 2020

• Sets out stricter regulations for social media platforms (among other things)

NextGen@ICANN74 Mirabella Knoben 18



Recommendation systems in the sense 
of the DSA

• Art. 2 lit. o) DSA

• Fully or partially automated systems that suggest specific content to the user on the 
user interface

• Transferable to digital platforms

NextGen@ICANN74 Mirabella Knoben 19



Possible interference with human rights
• Freedom of information from Art. 11 I 2 GRCh

Ø One-sided reporting
Ø Filter bubble effect

• Freedom of speech from Art. 11 I 1 GRCh
Ø Freedom to form opinions (based on freedom of information)
Ø Freedom of expression

NextGen@ICANN74 Mirabella Knoben 20



Necessary principles
• Participatory Design

Ø More human participation

• ICANN Multistakeholder Model
Ø Making the voices of all stakeholders heard

NextGen@ICANN74 Mirabella Knoben 21



Demands in Art. 29 DSA
• Transparency

Ø Disclosure of the most important parameters

• Opt-Out-possibility
Ø Possibility with and without recommendation system
Ø Prevention of encroachment on fundamental rights
Ø Concrete implementation still unclear

NextGen@ICANN74 Mirabella Knoben 22



Sources
• Seminar paper, „Regulation of content through algorithms: What principles are necessary to respect human rights in the digital sphere?  - Art. 29 DSA-

E/Recommendation systems” 

• ICANNWiki, Multistakeholder Model.

• Lee, Min Kyung et al.: Participatory Framework for Algorithmic Governance, in: Proceedings of the ACM on Hu-man-Computer Interaction, Volume 3, 
Issue CSCW, November 2019, Article No. 181, 1-35. 

• Auer-Reinsdorff, Astrid//Conrad, Isabell (Hrsg.): Handbuch IT- und Datenschutzrecht, 3. Auflage 2019, München. 

• Litschka, Michael: Algorithmen-basierte Empfehlungssysteme und die Entstehung von Filterblasen in der Plattformökonomie– ein Experiment auf 
YouTube, in: Schicha, Christian/Stapf, Ingrid/Sell, Saskia (Hrsg.), Medien und Wahrheit, 1. Auflage 2021, Baden-Baden.

• Herder, Janosik: Regieren Algorithmen? Über den sanften Einfluss algorithmischer Modelle, in: Mohabbat Kar, Resa/Thapa, Basanta/Parycek, Peter 
(Hrsg.), Unberechenbar? Algorithmen und Auto-matisierung in Staat und Gesellschaft, 1. Auflage 2018. 

• Barczak, Tristan Algorithmus als Arkanum, in: DÖV 2020, 997-1007. 

NextGen@ICANN74 Mirabella Knoben 23

../SoSe%2021/Seminararbeit/Medien_Unter_Druck_Seminararbeit_Mirabella_Knoben_459672.pdf


Thank you for
listening!

NextGen@ICANN74“
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Jan Batzner, Germany
Evaluating Prevalent Designs 
of Public Cyber Incident Data Sources
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Evaluating prevalent Designs of public
Cyber Incident Data Sources
ICANN74 NextGen Presentations
The Hague, Netherlands
14th of June 2022



Overview of selected Cyber Incident Data Sources 

ICANN Cybersecurity Incident Log

Dyadic Cyber Incident and Dispute Dataset

Cyber Operations Tracker

Targeted Cyberattacks Logbook

Significant Cyber Incidents

Heidelberg Cyber Conflict Dataset

ICANN

Valeriano, B. & Maness, R. C.

Council of Foreign Relations

Kaspersky Lab

Center for Strategic and Int. Studies

Heidelberg University

Name of Data Collection Publisher

27



ICANN Cybersecurity Incident Log 

28

https://www.icann.org/cybersecurityincidentlog

https://www.icann.org/cybersecurityincidentlog


Comparison of Incident Amounts among Datasets over Time 

29

Graph 1: The Heidelberg Dataset (HIIK) is the most inclusive incident collection



Reciprocity of countries with the highest conflict degree

30

Graph 2: Even among the top ten conflicting countries the reciprocity stays low

Data: Heidelberg Cyber Conflict Dataset



Limitations of traditional political science methodologies

31

Graphs 3 & 4: No identifiable relationship between regime freedom score and cyber conflict measures
Data: Heidelberg Cyber Conflict Dataset



Small number of relevant conflicting states

32

Graph 5: Highly unbalanced weights distribution of conflict edges 
Data: Heidelberg Cyber Conflict Dataset



Conclusion and Brief Summary

33

Transparency Cooperation Methodology



Selected References

34

Baronchelli, A. (2018): Conflicts in Cyber-Space. The Network of Cyber 

Incidents  2000- 2014. In: Peace Economics, Peace Science and Public 

Policy, 1-7. 

Healey, J. & Grindal, K. (2013). A Fierce Domain. Conflict in Cyberspace 
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University Press.

Steiger, S.; Harnisch, S.; Zettl, K.; Lohmann, J. (2018). Conceptualizing 

conflicts in cyberspace. Journal of Cyber Policy, 3 (1), 77-9.

Valeriano, B. & Maness, R. C. (2014). The Dynamics of Cyber Conflict 
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Nadezhda Arteeva, France
DNS Abuse in the EU
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Liubomir Nikiforov, Spain
Consent: A Tool to Enhance Trust on the Internet



NEXTGEN@ICANN74 ICANN Policy Forum  
June 13-16, 2022
The Hague

CONSENT:A TOOL TO  
ENHANCE TRUST ON THE  

INTERNET
LiubomirNIKIFOROV



About thespeaker

PhD student, University of

transparency and Internet

Liubomir Nikiforov,  
Barcelona

Focus on consent,  
governance

Ilike longwalks, longer talks and amateur theater.



Presentation aims:outline findings on Registry-Registrar Base Agreements. 
Lack of definitionof consent.

Consequence: transparency challenges and credibility risks for ICANN and 
its stakeholders.

Solutions?

INTRODUCTION



Registry-Registrar Agreements: contractual procedure for 
registration of ageneric top-level domainname.

Registrar, Registrant, Registry operator  

Art. 2 (18):only article onPersonal Data

Definition of personal data, notification requirement for the data purposes 
as well as datarecipients’ identification, and consent.

CURRENT STATE



2.18 Personal Data.

Registry Operator shall (i) notify each ICANN-accredited registrar that is a party to the Registry-

Registrar Agreement for the TLD of the purposes for which data about any identified or

identifiable natural person (“Personal Data”) submitted to Registry Operator by such registrar is

collected and used under this Agreement or otherwise and the intended recipients (or categories

of recipients) of such Personal Data, and (ii) require such registrar to obtain the consent of each

registrant in the TLD for such collection and use of Personal Data. Registry Operator shall take

reasonable steps to protect Personal Data collected from such registrar from loss, misuse,

unauthorized disclosure, alteration or destruction. Registry Operator shall not use or authorize

the use of Personal Data in away that is incompatiblewith the notice provided to registrars.

ART.2.(18)BASERRA



• Art. 2 (18) Registry Operators
have to require from Registrars
“to obtain the consent of each
Registrant in the Top-Level
Domain”

• Lack of validity requirements
for consent such as specific,

free, informed, and

CHALLENGES



- Data-drivenalgorithmic world
- Data and information, newgold
- Need to ensure trust, credibility and reliability

Benefits:
- Openess and transparency,
- improved Dataprotection,
- reduced litigationcases,
- improved reputationand
- competitive advantage for stakeholders.

IMPORTANCEOFTHETOPIC



- Revision of the Registry-Registrar Base Agreements’ Personal Data clause.
-More complex Data Protection mechanism.
- Lighter and clearer clauses

Specifically onconsent:
- identify data processing cases where consent is needed,
- provisions on howandwhenconsent should be given,
- specific requirements for avalid consent.

SOLUTIONS



ICANN Policy Forum  
June 13-16, 2022
The Hague

Questions

THANK YOU!

Liubomir Nikiforov

lnikifni7@alumnes.ub.edu

mailto:lnikifni7@alumnes.ub.edu

