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Agenda TLD-OPS Meeting @ICANN74

1. Opening and welcome (Jacques)
2. TLD-OPS introduction (Jacques)
3. TLD-OPS status and operational issues (all)
4. AFTLD DR/BCP webinar report (Régis)
5. Security committee report (Brett)
6. Action point review (all)
7. AOB (all)
8. Closing (Jacques)



CLASSIFICATION:CONFIDENTIAL

TLD-OPS Standing Committee

2. TLD-OPS introduction  

• Global technical incident response community for and by ccTLDs, 
open to all ccTLDs (ASCII and IDN)

• Brings together 390+ people who are responsible for the 
operational security and stability of 200+ different ccTLDs

• Goal: enable ccTLD operators to collaboratively detect and 
mitigate incidents that may affect the operational security and 
stability of ccTLD services and of the wider Internet

• Further extends members’ existing incident response structures, 
processes, and tools and does not replace them

• Guidance by TLD-OPS Standing Committee
– ccTLD reps and Liaisons (SSAC, IANA, ICANN’s security team)
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Contact Repository Email

“John Doe, #1, .nl, +31 123456789” john.doe@nic.nl, john@oarc.net
“Jane Doe, #1, .vn, +84 123456789” jane.doe@nic.vn, jane@oarc.net

mailto:john.doe@nic.nl
mailto:jane.doe@nic.vn
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TLD-OPS
ccTLD Security and Stability Together

• Introduction & how to join and collaborate

– https://ccnso.icann.org/en/resources/tld-ops-secure-communication.htm

• Our wiki pages:

– https://community.icann.org/display/ccnsowkspc/TLD-OPS

• Workshops:

– TLD-OPS DR/BCP Playbook

– TLD-OPS DDoS Mitigation Playbook

https://ccnso.icann.org/en/resources/tld-ops-secure-communication.htm
https://community.icann.org/display/ccnsowkspc/TLD-OPS
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3. TLD-OPS Operations – All

• Security alerts
– 6+ security notifications since January 2022

• Membership updates - Kim
– 9 updates (add/remove/change) since January 2022

Are ccTLDs keeping TLD-OPS security contacts up to date?

Do we need some sort of contact validation process?
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4. AFTLD DR/BCP Webinar Report

• Regis to provide update on webinar
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5. Security Committee Report

• Brett to report on:

– Traffic to and usefulness of the mailing list has been low
– We want to make tld-ops more useful to all.
– Make TLD-OPS fit its original purpose
– Seek out security events that may be of interest to TLD-OPS.
– Be aware of vulnerabilities that may impact TLD operators.
– Post details to the list so all members are aware.
– Stimulate and respond to discussion on the above.
– Meet periodically to assess effectiveness and improvements.
– Discuss ways to improve content.
– Analyse and respond to survey (ICANN 74)
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6. Action points review
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7. AOB

Any other business?

• Request ICANN to operate a mailman instance dedicated to TLD-
OPS to offer better over email address accuracy?

• Slack/Mattermost like channel for TLD-OPS?

• ICANN to ensure synchronisation  between web site, mailman and 
TLD-OPS membership list

• Make TLD-OPS contact repository consumable by mail tools instead 
of text list.
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