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 Latest RFCs
 NSEC3 Support

 RSA/SHA-2, ECDSA Signing

 Automated Trust Anchor Rollover

 Support for 3rd Party Key 
Management (HSMs)

ENABLING ENTERPRISE DNSSEC ROLLOUT



Overview DNSSEC

Performance More…

 Support for Online Zone Signing.
 Sign/unsign/change DNSSEC settings on a live 

zone

 Add/remove records dynamically on a signed 
zone

 Active Directory Integrated
 Support for dynamic updates 

 Preserving the multi-master DNS model

 Leverage AD for secure key distribution and Trust 
Anchor distribution

 Dynamic Update support is available for file 
backed zones as well

 Improved DNS/DNSSEC server performance
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 Automated re-signing on static and 
dynamic updates

 Automated key rollovers 

 Automated signature refresh

 Automated updating of secure 
delegations

 Automated distribution and updating of 
Trust Anchors - RFC 5011

ENABLING ENTERPRISE DNSSEC ROLLOUT
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