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What Should The End User Experience Be? 

? 
Mixed.  The end user 
experience is still not 
determined… but I sense 
a growing view that we 
don't want the TLS/SSL 
error warning experience.   
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DNSSEC-Validating Resolvers 
Good News – More 
deployment of DNSSEC-
validating resolvers.  
Google Public DNS and 
others helped here. Still 
more work to do. 
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Application Developer Libraries 

Source: www.internetsociety.org/deploy360/resources/dnssec-developer-libraries/ 

Good News – DNSSEC 
appearing in more libraries 
– and the release of the 
getDNS API is a big step 
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Domain Name Registrars 

Source: www.icann.org/en/news/in-focus/dnssec/deployment 

Good News – More 
registrars supporting at 
least some DNSSEC info. 
 
2013 R.A.A. major source 
of action here.  
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User Experience at the Registrar / DNS Hosting? 

Mixed. Better at some 
registrars and DNS 
Hosting Providers.  Still a 
good bit of work to do. Still 
too much copy-and-paste. 
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Complexity of Modern Web Sites 

Source: www.dnssec-deployment.org/index.php/2012/02/are-you-secure/ 

Mixed. Web sites have 
only gotten MORE 
complex, but some of our 
tools have gotten better 
(ex. Bloodhound). 
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Awareness of DNSSEC Information 
Good News – More and 
better information.  Still 
more work to do, but 
getting better. 
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Rationale for Deploying DNSSEC? 

? 
Good News – DANE a 
major help. Seeing 
DANE/DNSSEC 
deployment in XMPP, 
SMTP, IM – and interest 
for web sites.  Heartbleed 
vulnerability increased 
interest in securing TLS. 
 
Snowden revelations also 
increased interest in 
overall Internet security. 
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(New) Solving The "DS Upload" Issue 

How to communicate to the parent zone that a new 
DNSSEC key has been published 

•  Potential solutions 
•  http://tools.ietf.org/html/draft-ietf-dnsop-delegation-trust-maintainance 
•  http://tools.ietf.org/html/draft-ietf-dnsop-child-syncronization-01 

6/23/14 
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(New) Secure Transfer of Domains Between 
Registrars 
 

Once a domain is signed, what is the best way to 
transfer it between registrars? 

•  Potential solution: 
•  http://tools.ietf.org/html/draft-ietf-eppext-keyrelay 

 

6/23/14 



www.internetsociety.org  

(New) Network Infrastructure 

Roadblocks in terms of middle boxes, non-compliant 
resolvers, etc. 

draft-ietf-dnsop-dnssec-roadblock-avoidance 
•  http://tools.ietf.org/html/draft-ietf-dnsop-dnssec-roadblock-avoidance 
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What Else? 

? 
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