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Overview

— Deprecation of SHA-1
— Certificate Transparency (CT)

— Certificate Lifecycles

— Internal Name Deprecation
— Certificate Authority Authorization (CAA)
— Heartbleed Bug
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SHA-1 Transition

Microsoft SHA-1 Deprecation Timeline

— January 1, 2016: Cease issuance and deprecation for code
signing certificates

— January 1, 2017: Deprecation of SSL

Mozilla SHA-1 Deprecation Timeline
— Early 2015: Security warning for 2017 certificates

— Firefox 2016 release: “Untrusted Connection” for new SHA-1
certificates

— Firefox 2017 release: “Untrusted Connection” for all SHA-1
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SHA-1 Transition

Google SHA-1 Deprecation Timeline

— September 2014: Mixed content warning for SHA-1 expiring in
2017

— November 2014: Mixed content warning for SHA-1 expiring after
June 1, 2016

— Q1 2015: Mixed content warning for all certificates expiring in
2016 and interstitial for 2017 and non-secure indicator for 2017
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SHA-1Sunset Tool

SHA-1 certificates expiring after January 1, 2016 will receive a security warning beginning with Google Legend:
Chrome v39 and on future Microsoft platforms. & https// No security warnings
Find all of the SHA-1 certificates on a given domain and replace them for free with an equivalent SHA- @ https:// Secure, but with minor errors

256 DigiCert certificate to avoid browser warnings. ) https:// Neutral, lacking security

(X https:// Affirmatively insecure

ceriiae Spiin Qromex homed | Gromest opuons

* twitter.com 2017-10-2% @2 https:// (Y https:// X https:// Replace with SHA-2 »
api.twitter.com 2016-12-31 & https:// 2 https:// 2 https:// Replace with SHA-2 »
stream.twitter.com 2016-12-30 & https:// Ay https:// 2 https:// Replace with SHA-2 »
ms1.twitter.com 2016-10-18 & https:// 2 https:// 2 https:// Replace with SHA-2 »
syndication.twitter.com 2016-08-12 & https:// @2 https:// @2 https:// Replace with SHA-2 »
ton.twitter.com 2016-04-05 & https:// & https:// 2 https:// Replace with SHA-2 »
upload.twitter.com 2016-04-01 & https:// & https:// @ https:// Replace with SHA-2 »
api.twitter.com 2016-04-01 & https:// & https:// @ https:// Replace with SHA-2 »
support.twitter.com 2016-04-01 & https:// & https:// @ https:// Replace with SHA-2 »
mobile.twitter.com 2016-04-01 & https.// & https:// @ https:// Replace with SHA-2 »
urls-real.api.twitter.com 2016-04-01 & https:// & https:// 2 https:// Replace with SHA-2 »
si0.twimg.com 2016-03-01 & https:// & https:// @2 https:// Replace with SHA-2 »
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Certificate Transparency .

Permissions = Connection

« Goals
— Provide insight into issued SSL certificate ) e identity of DigiCert, Inc. at Leh,
. T Utah US has been verified by DigiCert
— Provide faster remediation SHA2 Extended Validation Server CA
— Ensure CAs are aware of what they issue and is publicly auditable.

Certificate information
Transparency information

« Benefits

— Fast detection means better m|t|gat|on ﬂ Your connectiqn to wwvt.r.digicert..com
— Greater visibility means better accountability 's encrypted with 256-bit encryption.
— Visible trust in operations The connection uses TLS 1.2.

— Easier evaluation of certificate use The connection s encrypted using

AES_256_CBC, with SHA1 for
message authentication and

° Deployment ECDHE_RSA as the key exchange
— Number of logs dependent on lifecycle mechanism.
— Required for EV starting Jan 2015
— Nothing required from server operators
— Two logs approved, two pending

g Site information L
3 You first visited this site on Jul 22, i
| 2014. i
|
|
|

What do these mean?
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Certificate Lifecycles

« Short lived Certificates

— Issued with a 48 hour validity period

— Used for remote location

— Alternative form of revocation

— Mozilla discussion:
https://groups.google.com/forum/#!topic/mozilla.dev.security.policy/T11up58JkFc

- 3-year Maximum Lifecycle
— Required April 2015
— Permits “rapid” changes in standards
— Ensures revalidation is occurring
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Internal Name Deprecation

CAs may no longer issue certificates that contain Internal Names
and expire after November 1, 2015.

All certificates are revoked within 120 days of the contract signing date.

Finding Internal Names
— Gather all Certificates
— Look at each common name

— Look at each SAN
— Evaluate if there is an internal name

Certificate Inspector Tool
— Scans a network range and port range
— Evaluates each Certificate to determine if any internal names exist
— Compares against the latest policy changes
— Lists all internal name Certificates
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Dashboard Inspectior Agent Management

digi Certificate Inspector

Dashboard / All Certificates / *kace.com

www.examplecompany10.com

Certificate found by agent on Thu Feb 27 15:36:57 MST 2014.

”

Issuing CA:
Valid From:
Expires:

Certificate Grade:

DigiCert Product Match:

Replace Certificate

Subject

Booktrust Inc.

Jan 23,2014 8:27:02 AM
Jan 23,2015 11:27:49 AM
60/100

SSL Plus

Common Name:
SANSs:

Organization Name:
Organization Unit:
Thumbprint:

Serial number:

Validity:

Publicly Trusted:
Self-signed:
Signing algorithm:
Revocation status:
Issuer Company:
Algorithm:

Size:

examplecompany.com

*.digicert.com

digicert.com

DigiCert, Inc

Lindon
19ED06C43945C4DFE8109E2ADFDSDC16BA3ES073
01000000000143C411D598DD 1883

1/23/14 8:27 AM—=1/23/15 11:27 AM

true

False
SHA1withRSA
Active
Booktrust Inc
RSA

2048

Fu

*Note: This is your certificate grade. Click your SSL endpoint grade below.

0 SHA1 Hashing Algorithm Notice
The SHA1 hashing algorithm could be prone to collison based attacks. it is

recommended to move to SHA?2 if your infrastructure will support it.

How can | fix this?

Q Missing AIA
Certificate is missing AIA Information. The AIA fields are required under the
CA/B Forum baseline requirements

How can | fix this?

SSL Endpoint Analysis

The following services are using this certificate:

Hostname IP Address

www.examplecompany11.com 10.0.0.8:443




Certification Authority Authorization
(CAA)

Advantages

— Reduces risk of unintended certificate mis-issuance

— Simple way to express your preference of CAs

— Add CAA information to DNS and change it when you wish

 Disadvantages
— Compliance is voluntary
— Not uniformly applied
— Partial solution
— May slow certificate issuance

 Deployment
— CAs required to list policy and interpretation in CP
— CAs may elect not to check CAA
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DigiCert Certificate Inspector

Advanced SSL analysis examines common
problems and weaknesses including:

23.43.53.678:443 ———
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* Vulnerability to Heartbleed Bug, = =
CRIME, BEAST, or BREACH attacks

* Certificates with weak private keys :
* Expiring certificate dates

* Internal names

* Missing fields and values

* Certificate name mismatch .
* Weak cipher suites e ——
 SHA1 vs SHA2 =+
* Broken chains

Certificates
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Certificate Inspect

digi

Dashboard

Certificates

Publicly Trusted 27

Chained certificates 30
Self-Signed 1

Total 31

Browse certificates

Certificate Issuers

Zebra Collab.
Com Ltd
Trusty, Inc /
DigiCert Inc

~World Trust |

AR

Micro Machin

Trust, Inc

Brooktrust In.

/ Digicert Inc

Private Lim.

Dashboard

@ Want to test for Heartbleed? Please download our newest agent!

SSL Endpoints

Total SSN Endpoints 42

Browes SSl endpoints

Scans

999917
92

Remaining Scans
Total Scans Run

Browse scans

Expiring Certificates

Quantity

"\(mmmv%\gu

\- PermaSign nv.

Expired

Certificate Notices

Missing Basic Constraints
Weak Rsa Key < 2048
I 51 Hashing Algorithm Violation
- Missing Signature Key
. Weak Signature Key
[ vissing Exu
I Missing Key Usage Key Agreement
I Internal Names Warning
Missing OCSP URL

acy Policy

digi E

ertinc. All Rights Res

demarks displayed on this webs

Legal Repository

are the exdlusive property of their

<7
Days

2
€
®
3
(o4

30 0 90 90
Days Days Days Days

0

Scan Agents

Registered Agents 0

Agent settings & downloads

Certificate and SS| Endpoint
Grades

A B

SSL Endpoint Notices

I criME Vulnerability

I eartbleed vulnerability
B Authentication-only Cipher
BEAST Vulnerability




Tools

SSL Analysis Tools

— https://www.digicert.com/cert-inspector.htm

— https://www.digicert.com/shal-sunset/

— https://www.ssllabs.com

— http://www.whynopadlock.com/

Jeremy Rowley
jeremy.rowley@digicert.com
801-701-9676
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