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Introduc9on'
•  We'implemented'a'new'DNS'API'–''what'can'this'be'used'for?'

–  General'OS'stub'resolver.'
–  Recursive'resolu9on.'
–  DNS'resolver'built'into'browser.'
–  DNS'resolver'built'into'other'apps'and'even'servers.'

•  What'API'spec'did'we'implement?'
–  Community'design'by'applica9ons'users'needing'more'powerful'DNS'–'spec'

published'under'Crea9ve'Commons'CCA'license,'edited'by'Paul'Hoffman,'
available'at'h>p://vpnc.org/getdnsUapi'

–  DNS'experts'gave'input'and'review'but'did'not'drive.'
–  Goal'was'sa9sfac9on'of'DNS'user/app'needs'(roughly'in'order):'standard'

asynchronous'capability,'mul9UplaYorm'portability,'easy'upgrade'to'new'DNS'
features,'usability'of'DANE,'easy'general'use'of'DNSSEC.'

–  Current'spec'is'an'update'capturing'our'implementer'findings.'
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M
ake'it'easier'for'nonUDN

S'experts'to'
access'the'pow

erful'features'and'
evolving'capabili9es'of'DN

S'



Q
uick'Info'

• 
Verisign'Labs'in'partnership'w

ith'N
Lnet'Labs'

– 
Strong'team

'of'O
pen'Source'developers,'Q

A'

• 
The'im

plem
enta9on'is'open'source'under'N

ew
'BSD'license'

• 
W
e'released'a'low

Ukey'version'0.1.0'9m
ed'w

ith'IETF'89'(2U7'M
ar,'

2014,'London)'
• 

Release'and'issue'm
anagem

ent'on'github:'

– h>ps://github.com
/getdnsapi/getdns'

• 
W
ebsite'offering'links,'as'w

ell'as'binaries,'docum
enta9on:'

– h>ps://getdnsapi.net'
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Som
e'm

ajor'features'
• W

orks'w
ith'a'variety'of'event'loops,'each'built'as'a'

separate'shared'library'
• Details'in'w

iki'of'the'github'repo'
• libevent'
• libev'
• libuv'

• Full'DN
SSEC'support'U'base'is'U

nbound,'from
'N
Lnet'Labs'

• A>en9on'to'IDN
'handling'

• PlaYorm
s'as'of'now

'
• Linux'(RHEL/CentO

S),'M
acO

S,'FreeBSD,''iO
S'(now

'rough'but'usable)'
• W

indow
s,'Android'later'in'the'year'

''



O
ne'API,'tw

o'm
odes'

• Stub'resolver'
• O

een'im
plem

ented'via'local'library'(e.g.'libresolv)'
• Provides'entry'points'for'applica9ons'(e.g.'gethostbynam

e)'
• Relies'on'a'recursive'nam

e'server'
• M

ay'not'cache,'but'm
ay'im

plem
ent'e.g.'single'local''

'''''cache'

• Recursive'Resolver'
• Typically'receives'DN

S'requests'via'w
ire'protocol'

• Iterates'on'behalf'of'clients'or'applica9ons'
• Typically'leverages'caching'

• getdnsUapi'context'controls'w
hich'of'these'(2'm

odes)'
• W

hen'DN
SSEC'is'enabled'for'stub'm

ode,'the'stub'can'
iterate'just'DN

SSEC'valida9on'on'its'ow
n'behalf'



DN
SSEC'in'the'API'and'im

plem
enta9on'

'• DN
SSEC'valida9on'is'off'by'default'for'stub'm

ode'(by'design'
group'consensus),'but'easy'to'turn'on'–'use'of'extensions'
defined'in'API'

'• The'API'spec'allow
s'enabling'DN

SSEC'on'a'perUrequest'basis'
via'seg

ng'the'dnssec_return_status'extension.''For'
convenience,'the'im

plem
enta9on'provides'a'm

eans'to'
enable'this'extension'for'every'request'in'a'given'context'
• Docum

ented'in'getdnsapi'repo'com
m
unity'w

iki'

- 
dnssec_return_status'

- 
dnssec_return_only_secure'

- 
dnssec_return_valida9on_chain'



API'exam
ples'–'getdns_general()'

• This'API'is'not'fam
iliar'to'C/system

s/DN
S'program

m
ers,'

but'it'm
atches'style'of'w

eb/apps'program
m
ers'

• getdns_general''is'typical'of'public'entry'points'
• Handle'arbitrary'resource'record'types'

getdns_return_t 
getdns_general( 
  getdns_context_t       context, 
  const char             *name, 
  uint16_t               request_type, 
  struct getdns_dict     *extensions, 
  void                   *userarg, 
  getdns_transaction_t   *transaction_id, 
  getdns_callback_t      callbackfn 
); 



API'exam
ples'U'getdns_address()'

• Handles'requests'by'host'nam
e'

• Alw
ays'returns'both'IPv4'and'IPv6'addresses'

• U
ses'all'nam

e'spaces'from
'the'context'

getdns_return_t 
getdns_address( 
  getdns_context_t       context, 
  const char             *name, 
  struct getdns_dict     *extensions, 
  void                   *userarg, 
  getdns_transaction_t   *transaction_id, 
  getdns_callback_t      callbackfn 
); 



API exam
ples - getdns_hostnam

e()"
• Accepts'either'IPv4'or'IPv6'address'

getdns_return_t 
getdns_hostname( 
  getdns_context_t       context, 
  struct getdns_dict     *address, 
  struct getdns_dict     *extensions, 
  void                   *userarg, 
  getdns_transaction_t   *transaction_id, 
  getdns_callback_t      callbackfn 
); 



API exam
ples - getdns_service()"

• Returns'relevant'SRV'inform
a9on'

getdns_return_t 
getdns_service( 
  getdns_context_t       context, 
  const char             *name, 
  struct getdns_dict     *extensions, 
  void                   *userarg, 
  getdns_transaction_t   *transaction_id, 
  getdns_callback_t      callbackfn 
); 



Reac9on'and'Plans'

• Im
m
ediate'interest'from

'open'source'and'IETF'
com

m
uni9es'follow

ing'the'0.1.0'release'
• M

ul9ple'forks'of'the'getdns'and'getdnsUios'repos'already'
• Received'a'patch'for'RHEL'packaging'the'day'of'release'
• M

ac'Hom
ebrew

'form
ula'has'appeared'

• Suppor9ve'statem
ents'at'IETF'from

'folks'from
'M

icrosoe,'
Akam

ai,'Facebook,'Cisco,'M
ozilla,'...''

• Par9cular'interest'in'N
ode.js'and'Python'bindings'

• 
Release'0.1.1'that'com

es'out'this'w
eek'w

ill'include'
N
ode.js'bindings;'Python'bindings'due'around'11'Apr'

• 
U
pcom

ing'trials'in'w
eb'developers’'hackathon'(at'TN

W
)'12'



Still to be im
plem

ented"
• These'item

s'are'in'the'API'spec'and'w
ill'appear'in'

subsequent'release'
• M

DN
S'and'N

etBIO
S'nam

espaces'–'included'in'spec'
• DN

S'search'suffi
xes'–'getdns_context_set_append_nam

e,'
getdns_context_set_suffi

x'–'follow
ing'DN

SO
P'discussions…

'
• GETDN

S_TRAN
SPO

RT_TCP_O
N
LY_KEEP_CO

N
N
ECTIO

N
S_O

PEN
'

• Full'set'of'EDN
S(0)'and'O

PT'extensions'
• …

'
• Full'list'in'READM

E'

''



Im
plem

entation D
etail - D

ependencies"

• Are'linked'outside'the'build'tree,'w
ith'configure'finding'

them
'

• W
e'strive'to'm

inim
ize'them

'
• Current'set''

• libldns'and'libunbound'from
'N
lnet'Labs'(libldns'requires'openssl'

headers'and'libraries)'
• libexpat'
• libidn'from

'FSF,'version'1'

''



The'getdns'core'team
'

'
– Craig'Despaux''
– Angelique'Finan''
– N

eel'Goyal''
– O

laf'Kolkm
an'

– Allison'M
ankin''

– M
elinda'Shore'

– W
illem

'Toorop'
– Duane'W

essels''
– W

outer'W
ijngaards'

– Glen'W
iley'

''
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Q
ues9ons?'

M
ost'answ

ers'w
ill'be'found'at'

getdnsapi.net'
and'

github.com
/getdnsapi'
'''


